ABTOHOMHAs1 HEKOMMepYeCKasi OpraHu3anus BbICIIero 00pa3oBaHusi
«MOCKOBCKUU MEXIYHAPOJIHbIU YHUBEPCUTET»

Pabouas nporpamMma AUCIUTIIIAHBI

Pa3padorTka, conpoBoxkaeHue u odecnevyeHne 0€30MacHOCTH
HH(OPMALMOHHBIX CHCTEM

Hanpasnenue noocomosxu NudopmarimonHbie cUCTEMBbI U TEXHOJIOTUU
Koo 09.03.02
Hanpasnennocmo (npogpunv)  IlpoextupoBanue, pa3paboTka

CONPOBOXKIEHNE HHPOPMALIMOHHBIX CUCTEM

Keanugurxayus ewvinycknuxa  6axanaBp

MockBa

2025
JOOKYMEHT NOAMMCAH
ONEKTPOHHOW MOANMUCHIO

Ceptudukat: 026443C200E0B15FBB4FC3DAFEDBC09294
Bnageneu: MAHIOLWNC ANbriMPOAC tOO30
[OeiicteuteneH: ¢ 03.09.2024 go 03.12.2025




1. IlepeyeHb KOA0B KoMNeTeHUHH, GOPMUPYEMBbIX TMCHUILIUHON B Mpolecce 0CBOEHUsI
o0pa3oBaTe/ibHOI NPOrpaMMBbl

I'pynna .
py . Karteropusi komnereHumi Kon
KOMIIeTeH Uil
- [1K-2
[TpodeccrnonanbHbIe
- [1K-7

2. KomMmnerenuun n HHAUKATOPbI UX JOCTUKCHU S

Kon Dopmy/IMpOBKA
NHauKaTopbl 10CTHKEHUS] KOMIIETEHIIUH
KOMIIeTeHIIUH KOMIIeTEeHIIUH
Crniocoben IIK-2.3. CriocobeH ucronp30BaTh €CTECTBEHHOHAYYHBIE
MK-2 OCYILECTBIISATh U MaTeMaTHUYeCKue 3HaHMWsS JJIs1 OPUEHTUPOBAHUS B
KOH(QHUTYpHpPOBaHNWE | COBPEMEHHOM MH(POPMALMOHHOM ITPOCTPAHCTBE.
ONEPALIMOHHBIX IIK-2.4. Cobupaer u aHaIU3UpyeT HHPOPMAIUIO IO
CHCTEM WU CETEBBIX | peIIaeMOl 3ajave, COCTaBIAECT €€ MaTeMaTHYECKOoe
YCTPOMCTB. onucaHue, o0ecleyrBaeT HAKOIJIGHHWE, aHaJIU3 MU
CHCTEMaTHU3aLHUI0 COOpaHHBIX JTAHHBIX C
HCIOJIb30BAHUEM COBPEMEHHBIX JOCTHKEHMH HayKd U
WH(POPMAIMOHHBIX CHCTEM;
IIK-2.5. BeoisBaser u  ¢QopMynupyeT axTyalbHbIE
Hay4yHble TpoOJIEMbl; OOOCHOBBIBATH AaKTyaJbHOCTb,
TEOPETUYECKYI0 M MPAKTUYECKYI0 3HAYUMOCTh TEMBI
HAyYHOTO HCCIIEZIOBaHUS, pa3pabareiBaTh IJIAH W
[IpOrpamMMy NPOBECHHs HAYYHOI'O MCCIIEIOBAHUS;
MK-7 Crnocoben IIK-7.1. TIloHuMaer mNOpUHOUOBI U  ONpPEIENSET
yIpaBIATh napamMeTpsl obecriedeHusi Oe30MacCHOCTH U 3alIHThI
paboramu M0 | MPOTPAMMHOTO 00ECIIEYEeHHS CETEBBIX YCTPOMCTB.
compoBokaeHnto U | IIK-7.2. TloHnmaer OCHOBBI paboOTBl C TEXHOJOTHEH
IIPOEKTaMU OnokueitH, ee unHrerpauueid B MC opranuzanuum ans
CO3JIaHUs o0ecrieyeHnss  MPO3pPayHOCTH,  OE€30MaCHOCTH U
(Monmudukammm) LIEJIOCTHOCTH JTAHHBIX U TPAH3aKIUH
NG, IIK-7.3. PerynspHoe oOOHOBIEHME U MOAU(DUKALUSL
ABTOMATH3UPYIOIIUX | MHPOPMAIIMOHHBIX ~ CHCTEM B COOTBETCTBHH  C
3a1aun M3MEHSIOIIUMUCS Ou3HeC-MIOTPEOHOCTIMU u
OpPTraHU3aIMOHHOTO | TPEOOBAHMSIMH PHIHKA.
yIpaBIeHUSA u | IIK-7.4. Pa3paboTka noapoOHOro mnjiaHa Moau(pUKaIIH

OM3HEC-TIPOIIECCHI.

CYHIECTBYIOIIMX  MH()OPMAIMOHHBIX ~ CHCTEM WA
CO3JIaHMsI HOBBIX, YUUTHIBAIOIIETO OU3HEC-TPEOOBAHUS U
MOTPeOHOCTH 3aKa3uuKa.

IIK-7.5. Ouenka  3pPEKTUBHOCTH  BHEIPEHHBIX
WHPOPMAIIMOHHBIX CHUCTEM H TIPOIECCOB, a TaKkKe
BHEJPEHHE Me€p IO ONTUMHU3ALUUM U  YIYYIICHHIO
MIPOU3BOIUTENIFHOCTH WH(POPMAIIMOHHON CHCTEMBI B
paMkax OU3HEC-TIPOLIECCOB.

IK-7.6. [IpoekTHpoBaHKEe ONTUMAIBHON CTPYKTYPHI 0a3
JIAHHBIX, YCTAHOBKA M HACTPOMKa MPOIEyp Pe3epPBHOTO




KOIMMPOBAHUsSA, OOECTIeUeHuEe KOHTPOJS 32 JOCTYIOM K
0azaM JaHHBIX W HX peryasipHoe OOHOBJICHHE B
COOTBETCTBUM C TMOTPEOHOCTIMH U TpeOOBaHUSIMU
OpraHu3aIyH.

IIK-7.7. Brimonnenune aHajan3a TEKYIIUX
WH(POPMAIIMOHHBIX CHUCTEM H OH3HEC-TIPOIECCOB B
OpraHm3aliii  JUIs  BBISABICHUS TOTpeOHOCTEH B
H3MEHEHHUAX U aBTOMAaTH3aLMH.

3. Onucanue IIAHUPYEMBIX PE3YyJbTAaTOB oﬁyqe}mﬂ o JTUCHUIIJINHE

3.1. Onucanue IJIAHUPYEMBIX Pe3VJbTATOB 00VUEHHS 0 ANCIHILJINHE

[Tnaampyembie pe3yabTaThl OOYYEHHS 110 AWCHUILIMHE TIPEIACTABICHBI JIECKPUIITOPAMHU
(3HAHUS, YMEHUSI, HABBIKH).

JleckpumToph! 3HaTB Ymern Baagers
10 JMCHHUIIHHE
Kox MK-2

KOMIIeTeHIIUH
OcHoBBI Koundurypuposats IIpakTueckumu
OIlepallMOHHBIX OIlepallMOHHBIE HaBbIKaMU
CUCTEM: CUCTEMBI: KOH(HUTYPHUPOBAHHS:
3HaTh apXUTEKTypy U | YMEThb yCTaHaBIMBATh U | Biagers  HaBbIKamMu
OCHOBHBIE HaCcTpauBaTh YCTaHOBKH u
KOMITOHEHTHI OIlepallMOHHBIE HACTpONKN
ONEPAIMOHHBIX CUCTeMBbl s BeO- | OnepalvoOHHBIX
cucreM  (Hampumep, | pa3paOOTKH. CHCTEM B cpelax BeO-
Windows, Linux). YMmeTn VIPaBJIATh | Pa3pabOTKH.
3HaTh MIPUHLMIBL | IIOJIB30BATEISAMHU u | Bnagerp  HaBbIKaMu
paboTel  (QaiyIoBBIX | MpaBaMu  JIOCTyHna B | KOHQUTYPUPOBAHUS
CUCTEM U YIIPABJICHMS | ONEPALlMOHHBIX CETEBBIX  YCTPOMCTB
MIPOLIECCAMM. CUCTEMAX. JUTS ONTUMMU3ALNH
CereBble npotokonbl: | HactpauBath  cereBble | pabOTHI BeO-
3HaTh OCHOBHBIE€ | YCTpOMCTBA:! MIPUIIOKEHUH.
CeTeBbIE IPOTOKOJBI | YMETH Pa6oroit c
(TCP/IP, HTTP, | koHpurypupoBaTsh JTOKYMEHTAITUEH:
HTTPS, FTP) m wux | mapmpyTu3zaTopsl u | Bnaners YMEHUEM
GbyHKIUH. KOMMYTAaTOpbI JUISL | YATATh u
3HaTh IOPUHIUNBI | O0ECTIeYeHUsT  CEeTeBOM | MHTEPIPETHPOBATH
paboThI CETEBBIX | CBSI3HOCTH. TEXHUUYECKYIO
YCTPOMCTB YmMmetp HACTpanBaTh | TOKYMEHTAIUIO 1o
(MappyTH3aTOpPOB, OpanaMayspbl JUISL | OIepaliOHHBIM
KOMMYTaTOpOB, 3aIUTHI BeO- | CUCTeMaM U CETEBbIM
OpaHIMay>poB). TIPUIIOKEHUM. yCTpOHCTBaM.
HNHcTpymeHTsI Hcnons3oBars Pemmenuem npobiem:
KOH(UTYpUPOBAHUS: WHCTPYMEHTHI Bnagerp  HaBbIKaMu
3HaTb MHCTPYMEHTHI | KOMaHIHOM CTPOKHU: JUarHOCTUKHU u
U yTWIUTBL 1 | YMETh  HCIONIB30BaTh | YCTPAaHEHUs




KOH(UTypUPOBAHUS
OTICPAIIMOHHBIX
CUCTEM M CETEBBIX
YCTPOMCTB
(manpumep,
KOMaHJIHasi  CTPOKa,
PowerShell, SSH).
bes3omacHoOCTE:
3HaTh OCHOBHEIC
MPUHITUATIBI U METOJIbI
obecrneucHuUs
0e30macHOCTH
OTIepaIMOHHBIX
CHCTEM M CETEBBIX
YCTPOMCTB.

KOMaHJIHYIO CTPOKY IS
BBITMIOJTHEHUS 3a1a4y
aJIMUHUCTPUPOBAHUSA H
KOH(UTYPUPOBAHUSI.
YMmers [IPUMEHSATH
CKPHUITHI TUISt
aBTOMaTH3alUU
IPOLIECCOB
KOH(HUTYPUPOBAHHSL.
ObecneunBaTh
0€30MaCHOCTh CUCTEM:
YmeTh MIPUMEHSTh
MeTOoAbl MU(POBaHUS U
ayreHTU(UKAIUA Ui
3alIUTHI JAaHHBIX.

Ymers MIPOBOJUTD
aynuT 0e30MacHOCTH U
BBISBIISITH YSI3BUMOCTHU B
CUCTEMaX.

HETOo1a10K B
OTIepaIMOHHBIX
CHUCTEMaxX WU CETEBBIX
YCTpOMCTBAX.
Pabotoii B komaHe:
Bnagerp  HaBbIKaMu
B3aUMO/ICUCTBUS c
OpYyTUMU
CreruaIucTaMu
(pa3paboTunkamu,
CUCTEMHBIMU
aJIMUHHUCTPATOPaMH )
JUTSt 3¢ dexTuBHOTO
KOH(MUTYpUpPOBaHUS U
MOAJICPKKH BeO-
MPUIIOKEHUM.

Kox
KOMIIETEeHIIMHU

IK-7

- 3HaTh AapXUTEKTYypy
MH(OpPMaLMOHHBIX
cucTeM u ux
KOMITOHEHTbI
ITonumarts
AIIEMEHTBI
UHPPACTPYKTYPHI
MH(OPMaLMOHHBIX
CHUCTEM, BKJIIOUas
CcepBephl, ceTu, Oa3bl
JAaHHBIX W  CHCTEMBI
XpaHEHUs JaHHBIX, a
TaKkKe ux
B3aMMOJICHCTBHE B
paMKax OpraHu3alnH.

- 3HaTh METOMOJIOTHH
YIpaBIEHUS NPOEKTaMHU

OCHOBHBIC

B chepe UC
Oco3HaBaTh KJIHOYEBbIE
METOI0JIOTUH
yIpaBIeHUS
MPOEKTaMH, TaKHe Kak
Agile, Scrum U
Waterfall, u ux
MIPUMEHEHUE npu
CO3/IaHUU u
CONPOBOXKIACHUU
WH(pOPMAITMOHHBIX
CHUCTEM.

- 3HaTh CcTaHAapThl H
Ty4IIme MIPAKTUKU

- YMeTh IUIaHUPOBATh H
OpPTraHU30BBIBATH
IPOEKTHI 110 CO3/IaHUIO U
moupukarmm UC

CriocoOHOCTE
pa3zpabaThiBaTh
MPOEKTHBIE IUTaHEI,
YCTaHABIIMBAaTh  CPOKH
BBITTOJTHECHHUS 3a7ad4,
pacipenensaTb pecypehbl
u KOHTPOJIMPOBATh

BBITIOJTHEHUE PadOT JyIst
YCIIEIIHOTO 3aBEPLICHUS
MIPOEKTOB.

- YmMers
poreccaMmu
COIIPOBOKICHHUS
MH(OPMALIMOHHBIX
cHCTEM

YMeHue
KOOPAMHUPOBATh
paboTHI 1O MOJAEPKKE U
00CITy’)KUBaHUIO HC,
BKIIFOYAasi ~MOHHUTOPWHT
COCTOSIHUS CHCTEM,
yIIpaBlieHUE
WHIMIEHTaMU u
BBITIOJTHEHHE
peryaspHbIX
OOHOBJICHUH.
- YwMmerb

YIPaBIATH

IIPOBOJIUTH

- Brnamerr HaBBIKaMU
paboThI c
MHCTPYMEHTAMHU
yIpaBICHUS
MIPOCKTaMH

VYMeHue ucmnonab30BaTh
COBpEMEHHBIE
WHCTPYMEHTBI
yIpaBIeHUs
MPOEKTaMHU
(Hampumep, Jira,
Microsoft Project) nmnst
TUTAHUPOBAHUS 3aj1ad,
OTCIIEKUBAHMS
mporpecca u
YIIpaBICHUS
pecypcamu.

- Bmagete MeTomamu
MOHHUTOPHHTA 51
aJIMHHHCTPUPOBAHUS
ncC
OcBoenne
MOHHUTOPHHTA
MTPOU3BOTUTEIIEHOCTH
UH(OPMAIIMOHHBIX
CUCTEM W YIPaBJICHUS
nX 0€30IaCHOCTBIO C
HCIIOJIE30BAHUEM
CHeIHATU3UPOBAHHBIX
MIPOTrpaMMHBIX
CPEJICTB.

JUIS

TEXHHUK




aJMUHUCTPUPOBAHUS aHaJIN3 PHUCKOB u | - Brnaners HaBbIKaMu
ncC O1IeHKY 3((PEKTUBHOCTH | B3aMMOICHCTBUS c
HNmeTs mnpencTaBieHUE | IPOEKTOB 3aUHTEPECOBAHHBIMU
0 MeXyHapoaHbIX | CrocoOHOCTh CTOpPOHAMHU
CTaHJgapTax B OOJIACTH | UACHTHU(PHUIHUPOBATH Ymenue >¢pQHEeKTUBHO
aJIMUHUCTPUPOBAHUS NOTEHIMAJIbHBIE PUCKU | OOLIAThCA c
UH(POPMALIMOHHBIX B IPOLECCE CO3AAHUS | KIMEHTaMU,
CHCTEM, BKIto4asg | win Mopubukanuu MC, | moap3oBaTensiMu u
0€30MacHOCTh JaHHBIX, | @ TakKXe€ OLIEHMBATh | KOMAHJIOM  IPOEKTa
ylpaBjIeHUuEe J0CTyNnoM | 3((HEeKTUBHOCTh s YTOYHEHMUS
u MOHUTOPHHT | BHEAPEHHBIX peIIeHUH | TpeOOBaHUH,
IPOU3BOUTENBHOCTH. Ha OCHOBE KJIKOYEBBIX | IOJy4eHHUs OOpaTHOH
oKazaresieu CBSI3U U OOecreueHus
IPOM3BOIUTEIBLHOCTH YCIIELIHOTO
(KPI). BBITTOJTHEHHS
IIPOEKTOB o
aBTOMAaTH3alNH
OpPraHU3alMOHHOTO
yIpaBJICHUs.

4. MecTo JUCHUILIMHBI (MOAYJIS) B CTPYKTYpe 00pa3oBaTe/ibHOI NPOrpaMMbl

JucuuruinHa «Pa3paboTka, CONpoBOXKIEHNUE U obecrieueHrue 0e30MacHOCTH HH(POPMALMOHHBIX
CHCTEM» OTHOCHTCS K 4acTH, (POpMUpPYyeMOil ydacTHUKaMU 00pa30BaTEeIbHBIX OTHOIICHUH y4eOHOTO
ma”a OIIOIL

JlaHHas JAMCHMIUIMHA B3aUMOCBSA3aHAa C  JPYITMMH  JHCHUIUIMHAMM,
«MH(pOopMalIMOHHBIE CUCTEMBI U 0a3bl JaHHBIX», « Web-TeXHOIO0Tuu» u JIp.

B pamkax ocBoeHusi mporpaMMmbl OakajaBpuaTa BBITYCKHUKHM TOTOBSITCS K PEIICHUIO 3a/1a4y
npogeccuoHaTbHON JeATEIbHOCTH CIEYIOIINX THUIIOB: Hay4HO-HUCCIIENOBATEIbCKUN,
MIPOU3BOJCTBEHHO-TEXHOJIOTHYECKHAN, OPraHU3al[MOHHO-YIIPABICHUYECKUH, IIPOCKTHBIN.

[Ipodunip (HampaBIEHHOCTH) NMPOrpaMMbl YCTAaHOBJIEHA IIyTEM €€ OpHEeHTaluu Ha cdepy
npodeccnoHaNbHOM e TeNbHOCTH BBITYCKHUKOB: IPOEKTUPOBAHUE, pa3padOTKa U CONPOBOXKIEHUE
MH(POPMAIIMOHHBIX CHCTEM.

TaKUMH KaK:

5. O0beM TUCUHUIIIUHBI

Dopmul 00yuenusn
Buowt yueonoi pabomot

Ounasn
OO0u1asi TPY10€MKOCTh: 3aU€THBIE €TMHUITBI/9aChl 4/144
KonTakTHas padora:
3aHsATHUS JIEKITMOHHOTO THIIA 24
3aHsTHsI CEMUHAPCKOro TUIA 24
[TpomexyTouHasi aTTECTANNs: 3a4eT 0,1
CamocrositenbHas padora (CPC) 95,9

6. Conep:xxkaHue IUCHUILIMHBI (MOIYJisl), CTPYKTYPHPOBAaHHOe MO TeMaM / pazjejaMm ¢
YKa3aHUEM OTBeJeHHOr0 HAa HHUX KOJHYECTBA AKAJeMHU4YECKHX 4YaCOB M BHIAOB Y4eOHBIX
3aHATUHA

6.1. Pacnpeodenenue uacoe no pazoenam/memam u euoam padoomot



6.1.1. Ounas popma obyuenus

Pa3zgen/Tema

Buabl yueOHoii padoThl (B yacax)

KonTakTHas padora

JEKIIUMOHHOI'0

3ausaTus

THIIA

3angarus CEMHUHAPCKOI'o TUIIAa

Jlexyu

u

e

A

Unvie
YueOHbl

3aHAmMuU

Ilpaxkm
uvecKku
e
3auamu
A

Cemu-
Hapwl

Jlabo-
pamop
-Hble
pabom
bl

Hnuwie
3aHam
us

Camocr
0-
siTeJIbHA
|
padora

Bsenenue B
MH(POPMAIOHHBIE
CHCTEMBbI

MeTo/1bl ¥ TEXHOJIOTHUH
pa3paboTKu
MH()OPMAITMOHHBIX
CHCTEM

besomnacHocTh
HH(pOPMaIMOHHBIX
CUCTEM

VYnpasnenue
nH(OPMALIMOHHBIMU
pecypcamu

CoBpeMeHHbIE
TEHJICHIIUK B pa3paboTke
MH(OPMAIIMOHHBIX
CUCTEM

VYrpaBineHue MNpoeKTaMu
B obnactu
MH(OPMAIIMOHHBIX
TEXHOJIOTHH

HNurerpanus
MH(OPMALIMOHHBIX
CUCTEM

AHamn3 W ONTHMM3AINS
MIPOU3BOUTETBHOCTH
MH(OPMALIMOHHBIX
CHUCTEM

PesepBHOE KommpoBaHue
u BOCCTAHOBJICHHE
JaHHBIX

10.

OTHKa U 3aKOHHOCTH B
MH(OPMALIMOHHBIX
CUCTEMAX

11.

Crparerus pa3sBuTus
MH(POPMALMOHHBIX
CUCTEM

12.

3ammra “HGOPMAIIHH OT




BHCIIIHUX U BHYTp CHHUX
yrpo3

IIpome:xxyTouHas
arrecrauus

Hroro

24 | \ 24 | \ | 959

6.2. IIporpaMMa JMCIMILIMHBI, CTDYKTYPHPOBAaHHAs 10 TeMaM / pa3jieiaM

6.2.1. Cooeprcanue neKyuoHHBIX 3AHAMUTL

Ne HanmeHnoBaHue Tembl
n/n | (pa3aneJia) Conep:xaHue JeKIIUOHHOTO 3aHATHSA
AUCHHUILIMHBI
1 | Beenenue B - O630p OCHOBHBIX ITOHATHI U TEPMUHOB
nH(pOpPMaIlMOHHbBIE - Ponb nHpOpMaIMOHHBIX CHCTEM B COBPEMEHHOM MHpPE
CUCTEMBbI - OCHOBHBIE IPUHIIMIIBI IOCTPOEHUS UHPOPMAILTUOHHBIX
CUCTEM
2 | Metonasl u TexHosioruu | - [Iporpammusie tuiatdopmel s paspadotku MC
pa3paboTku - Metononoruu pazpaboTku HHPOPMAIIMOHHBIX CUCTEM
UH(POPMALIMOHHBIX - [IpuHIMIBI TOCTPOEHNUS MOJIb30BATEIBCKOT0 HHTEpPEiica
CUCTEM
3 | besomacHocTh - Yrpo3b1 HHPOPMAIMOHHOW 0€301aCHOCTH
UH(GOPMaIMOHHBIX - Metoibl 3amIUThl UHPOPMALIUH
CUCTEM - 3akoHOJaTeNbHBIE aKThl B 00MacT HWHGOPMAIMOHHON
0e30macHOCTH
4. | YupasieHue - OcCHOBHbIE TNPUHLUIBl YOpPaBI€HUS HHOOPMALMOHHBIMU
UH(POPMALIMOHHBIMU pecypcamu
pecypcamu - Metoibl 06ecrieueHus 10CTYITHOCTH HH(OpMaLun
- AHaJIu3 ¥ oNTHUMHU3aLUs HHPOPMAILIMOHHBIX MPOLIECCOB
5 | CoBpemeHHBIE - O6nayHbIe TEXHOJIOTHI
TEHJCHIIVH B - biloku€eiH 1 KpUnTOBaIIOTHI
pa3paboTke - MckyccTBEHHBIN UHTEIEKT B MH(OPMALIMOHHBIX CHCTEMaX
UH(POPMALIMOHHBIX
CUCTEM
6 | Yopasnenue - MeTonuku ynpaBiaeHUs IPOEKTaMHU
npoekTaMu B o0nactu | - [ImaHupoBaHue M KOHTPOJIb MPOEKTa
UH(OPMAIIMOHHBIX - Pontb koMaH/Ib1 pa3pabOTYMKOB
TEXHOJIOTHI
7 | UaTerpanus - [IpuHIUIIBI COBMECTHOI paboThI pa3IMYHBIX CUCTEM
MH(pOPMaILlMOHHBIX - TeXHOJIOrMKM UHTErpalliy JaHHBIX
CUCTEM - [IpenmyniecTBa U HEAOCTATKU UHTETPALIMM CUCTEM
8 | AHamm3 u - UHCTpYMEHTHI /11 MOHUTOPHHTA TIPOU3BOAUTEILHOCTH
ONTUMM3ALM - OnTuMu3anus paboThl 6a3 JaHHBIX
MPOU3BOJUTENIBHOCTH | - Y CTpaHEHHE Y3KUX MECT B apXUTEKTYpE CUCTEMBI
UH(POPMALMOHHBIX
CUCTEM
9 | PesepBHoe - Buzibl pezepBHOro KONMMpOBaHUs
KOIMPOBaHUE U - [InanupoBanue u aBTOMaTH3aIUs Mpolecca OrKkana
BOCCTAHOBJICHUE - BocctanoBnieHre JaHHBIX nocse cO0eB




JAaHHBIX

10. | DTuKa ¥ 3aKOHHOCTh B | - 3aKOHBI ¥ HOPMATHUBHBIC aKTHI B 00JACTH MH()OPMAIMOHHON
UH(POPMALIMOHHBIX 0e301acHOCTH
cucreMax - DTHUYecKre BOIPOCHI UCTIONB30BaHUs HH(DOpMAIH
- 3anmTa NepCcoHaIbHbIX JaHHBIX
11. | Crparerus pa3BuTHs - Onenka nmotpedHocteit u mepsl dhdextuBHOCTH NIC
UH(POPMALIMOHHBIX - [InanupoBanue Oyaymux u3MEHEHU 1 OOHOBICHUN
CHCTEM - Pazpabotka crpareruu anrpeiiga WHGOPMAIIMOHHBIX CHCTEM
12. | 3amuTa napopmanuu | - Yrpo3sl CO CTOPOHBI 37I0YMBIIIICHHUKOB

OT BHELIHUX U
BHYTPEHHUX YIPO3

- BHyTpeHHHE yrpo3bl U YTEUKH JaHHBIX
- MeTopl 3aIUTHI OT aTak U HeJOOPOCOBECTHBIX JCHCTBUH.

6.2.2. Cooeporcanue npakmuueckux 3aHamuii

Ne | HaumeHoBaHue TeMbl
n/n (pa3nena) ConepxaHue NPAKTHYECKOT0 3aHATHS
AUCHHUILINHBI
1. | Benenue B 1. Ananu3 MHGOPMAILIMOHHBIX TOTPEOHOCTEN OpraHu3aluu
MH(POPMAIOHHBIE 2. IlocTpoenune cxeM HHOOPMAITIOHHOTO B3aUMOJICHCTBUS
CHCTEMBI 3. Pa3paboTka HHPOPMALMOHHON MOJIENIN CUCTEMBI
4. ITpoekTrpoBanue 0a3bl TaHHBIX
2. | Meronst u texnonoruu | 1. Cozmanue mporoTumna nHTepdeiica morb30Bareis
pa3paboTku 2. Pa3zpa0boTka apXUTEeKTypbl HH(OPMALIMOHHON CUCTEMbI
MH()OPMAITMOHHBIX 3. Hanncanue Texuuueckoro 3aganus Ha pazpadborky UC
cucTeM 4. TectupoBaHue pa3pabOTaHHBIX MOIYJEH
3. | bezonacHocTth 1. Ouenka ypoBHs HH(POPMALIMOHHOM 0€301MaCHOCTH CUCTEMBbI
MH(OPMALIMOHHBIX 2. Pa3paboTka nonuTuku 6€30MacHOCTH
CUCTEM 3. Hcnonp3oBaHHE KPUNTOTpaQUUECKHMX METOIOB 3allUThI
JAHHBIX
4. AHanu3 JIOrOB CUCTEMBI Ha MPEAMET YTpo3
4. | YropaBneHnue 1. Pa3paboTka 1uU1aHa ympaBieHUs  WH(GOPMALMOHHBIMU
MH(}OPMALMOHHBIMU pecypcaMu
pecypcamu 2. Co3gaHue cucTeMbl MOHUTOPUHTA JOCTYITHOCTH MH(OpMAIH
3. Ananu3s npoueccoB 00pabOTKH MHPOPMAIUHU B OpraHU3alun
4. OnTuMu3anus paboThl THPOPMALMOHHBIX CUCTEM
5. | CoBpemeHHbBIE 1. Coznanue 1 HacTpoika 00Ja4HOTO XpaHWINIIA TAHHBIX
TEHJCHIINH B 2. Pa3zpaboTka cMapT-KOHTPAKTOB Ha OJIOKUEiiHe
paszpaboTke 3. Ucnonp30BaHre MAIMHHOTO O0YYEHUS JUTs aHAIIA3a TAHHBIX
MH(POPMALMOHHBIX 4. TllpumeHeHHe HEHPOHHBIX ceTell B HMH(POPMAITMOHHBIX
CUCTEM cucTemMax
6. | Ynopasnenue 1. Co3nanue miaHa npoexTa
nmpoektamu B obnactu | 2. Pacnpenenenue 3aa4d B KoMaHie pa3pabOTUNKOB
MH(POPMALMOHHBIX 3. MOHUTOpPHHT BBIIIOJIHEHUS 3324 U KOHTPOJIb CPOKOB
TEXHOJIOTHI 4. TlpoBeneHue peTpPOCHEKTUBHBIX COOpaHUN MO 3aBEPIICHHUIO
IIPOEKTA
7. | Unrerpanus 1. Hactpoiika API muist B3aMMOIEHCTBHS MEXY CUCTEMaMU
MH(POPMALMOHHBIX 2. IMIOPT U 3KCTOPT AaHHBIX MEXKJY Pa3INYHBIMU Oa3zaMu
CUCTEM 3.  Hcnomp3oBanne ETL-mpomeccoB sl HMHTErpanuu

uHpOopMaIU




4, TCCTI/IpOBaHI/Ie HOCJIOCTHOCTU MOAaHHBIX IIOCJIC HHTCrpallun
CHUCTEM

8. | AHamm3 u 1. MOHUTOPHHT Harpy3Ku Ha cepBepa U 0a3bl TaHHBIX
ONTUMU3ALMS 2. Ontummsanusa SQL-3ammpocoB il MOBBIIIEHUS CKOPOCTH
MIPOU3BOIUTEILHOCTH | pabOTHI
MH(pOPMaLMOHHBIX 3. AHanmu3 npo0ieM NPOU3BOJUTEIBHOCTHM M IOMCK UX
CUCTEM peuieHuin

4. ITpoenenue load-TecTupoBaHMs CUCTEMBI

9. | PesepBHOE 1. Hactpoiika peryiaspHOro pe3epBHOTO KOMHUPOBaHHS 0a3
KOIIMPOBAHUE U JAHHBIX
BOCCTAHOBJICHHE 2. TectupoBaHuE€ NIPOLEAYPbl BOCCTAHOBIIEHUS W3 PE3EPBHOU
JAHHBIX KOIIMH

3. Co3nanue miaHa 1eiCcTBUI IIPU NIOTEPE JAHHBIX
4. Vicnonb3oBaHue 00Ja4HbIX CEPBUCOB AJIsl XpaHEHUs 09KaoB

10. | Otuka u 3aKkOHHOCTh B | 1. AHaNM3 3aKOHOIATENILCTBA O 3aIUTe HH(POPMAITUU
MH(pOPMALIMOHHBIX 2. Pa3zpa0oTka MOJUTHKH KOH(MUAESHINAIBHOCTH B OpraHU3aluu
cCUCTEMax 3. [IlpoBenenue ayauta Oe30macHOCTH HH(OPMALMOHHON

CHCTEMBI
4. O0y4yeHHe COTPYIHUKOB MpaBHIaM 0€30MacHOTO OOpaICHUS
C JJaHHBIMHU

11. | Crparerus pa3BuTHs 1. CocraBnenue JIOJITCOCPOYHOTO IJlaHa  pa3BUTUSA
MH(pOPMALMOHHBIX MH(GOPMALIMOHHBIX CUCTEM
CUCTEM 2. AHanu3 NOTEHUMAIbHBIX yIydlleHUi u nHHoBanuil B 1IC

3. OneHKa pUCKOB U BBITOJl OT IPOBEACHUS U3MEHEHU I
4. IlpeseHtauust u OOCYXAEHHME CTpaTerMu pa3BUTUS C
PYKOBOJICTBOM OpIaHU3aLluU

12. | 3amura unpopmarmu | 1. [IpoBeneHne NEHETPAIMOHHOTO TECTUPOBAHHS CHCTEMBI Ha

OT BHEIIHUX U
BHYTPEHHHUX YIpO3

MpeaMeT ySI3BUMOCTEH

2. Jlerexuus ¥ MpeI0TBpAIIEHHE YTeYeK TaHHBIX

3. OOyueHue COTPYJHHKOB IpaBHUiaM Oe30macHOW paboThl C
nHpopmanuen

4. Opranusanys MOHUTOPUHIA M pearupoBaHUs Ha MHLUACHTHI
nH(}OpMaIMOHHON 6€30MacCHOCTH

6.2.3. Codepircanue camocmoamebHoul padomol

Ne | HaumeHoBaHuMe TeMbI
n/n (pa3nena) Conep:xaHue cCaMOCTOATEIbHOTO 3aHATHS
JAUCHUILIMHBI
1. | Beenenue B - IlogpoOnee w3yunth MeToabl Kpunrorpabpuu U
MH(pOPMalOHHbIE mudpoBanus HHGOPMALTUH.
CUCTEMBI - W3yunTh OCHOBHBIE MPUHIMIBI ayTeHTU(GUKALUA U
aBTOPU3ALIMHU 10JIb30BATENEH.
- ITlpoBectn wuccnemoBaHue MO 3amuTe WHOpMAIUU Ha
pa3IMYHBIX YPOBHIX CETH.
- W3yunth OCHOBHBIE BHIBI Yrpo3 HUHGOPMAIMOHHON
0€30IaCHOCTH U CIIOCOOBI MX MPEIOTBPAIICHUS.
2. | Meronp! 1 TexHONOTHH | - M3y4HTh OCOOCHHOCTH CETEBBIX MEXaHHU3MOB 3alllUTHI

pa3paboTku
MH(OPMALIMOHHBIX
CUCTEM

uHpOpMaLUH.
- IlpoBectn wuccnenoBaHMEe IO MeETOAAM JETEKIMM U
IIPEAOTBPALIEHUS BTOPKCHUH.




- W3yunth mnpuHOMOBI pabOThl OpaHIMay’poOB H CpPEICTB
3anuTel oT DDoS-aTak.

- IIpoliTn KypCc IO NEHTECTUPOBAHUIO Ul OLICHKHU YPOBHS
0€301aCHOCTH UH(POPMALMOHHBIX CUCTEM.

BbesomnacHocTh
nH(pOPMaITMOHHBIX
CHUCTEM

- M3yuyuTh METOAMKY OLEHKM PHUCKOB HWH(POPMALUOHHOM
0€30I1aCHOCTH.

- TlompobHee uW3yuuTh TPOLEAYPHl pearupoBaHUS Ha
MHIUACHTHI U MEPBI 110 UX NPEAOTBPALLEHUIO.

- U3yunts crangaptel ISO/IEC 27001 u ISO/IEC 27002 B
o0J1acTy ynpasieHus: HTHPOPMALMOHHON 0€3011aCHOCTBIO.

- [IpoBecTr ananu3 ys3BUMOCTEH MHPOPMALMOHHBIX CHCTEM H
pa3paboTaTh CLEHAPUH UX IKCILUTyaTallUH.

VYnpasnenue
nH(OPMALIMOHHBIMU
pecypcamu

- O3HaKOMHUTBCSI C OCHOBHBIMH 3aKOHOJATEIIbHBIMU AKTaMHU O
3amuTe MHPOPMAIMK U IEPCOHANIBHBIX JaHHBIX.

- IlpoBectm wcciemoBanue TpeOOBaHWN K 00pabOTKe
MePCOHAIBHBIX TAHHBIX u MEXaHHU3MOB 3aIUTHI
KOH(UICHIMATLHOU WH(OPMAIIUH.

-  V3yuuth mpoueaypsl  pacclieJOBaHHS ~ HHIIMJICHTOB
nH(pOpMAIIMOHHON O€30MaCHOCTH W TPABOBBIE ACIEKTHI UX
paspeleHusl.

- HccnenoBaTh MeXAyHApOAHBIC CTAaHIAAPTHI U TOJIOKEHUS
GDPR B 06nacTu 3aIUTEl JaHHBIX.

CoBpeMeHHbIE
TEH/ICHINH B
pa3paboTke
WH(POPMAIIMOHHBIX
CHCTEM

- IlonpoOHee n3yuuTh cnenupuKy paboTbl aHTUBUPYCOB U
aHTHUCIaliBapoOB.

- W3yunte npuHnuMnsl paboThI
cepruduxarnmo HTTPS tpaduxka.

- IIpoBecTn CpaBHUTEIBHBIA aHAINU3 CPEICTB OOHAPYKEHUS
yIpo3 U NPENOTBPALLEHUS aTaK.

- M3yunTh 0COOEHHOCTH 3alUThl MOOWJIBHBIX YCTPOMCTB M
pa3paboTaTh CTPATEruIo UX o0ecnedeHns 6e30MacHOCThIO.

IIPOKCU-CEPBEPOB U

VYnpasnenue
MPOEKTaMU B 00JIaCTH
WH(pOPMAITMOHHBIX
TEXHOJIOTUI

- M3yunTh npoueaypsl MpoBeeHHs ayAnTa HHPOPMAMOHHOM
0€301acHOCTH U METOJIMKHU €T0 OLICHKH.

- IlpoBectn mpakTHYeCKOE WCCIEIOBAHUE aYIAHTOPCKUX
OTYETOB U BBISIBUTH OCHOBHBIE€ HEIOCTaTKM B 3aIlIUTe
HH(pOpMaLINH.

- UM3yuuts MeTOAMKY TJIAaHUPOBAHUS
0€30MMacCHOCTH U €ro JOKyMEHTHUPOBAHHUS.

- IlpuHATH yyacTHe B CUMYJSALUHM ayauTa UHPOPMALMOHHOM
0€30macHOCTH W pa3padoTaTh PEKOMEH/IAINH 110 YCTPAHCHHUIO
BBISIBIICHHBIX ITPOOJIEM.

ayaurta CHUCTEM

WNHrerpanus
MH(POPMALMOHHBIX
CUCTEM

- M3yuute mnpouenypy ceprtudukanuu HHPOPMALIMOHHOM
0€301acHOCTH MO MEKYHAPOIHBIM CTaHapTaM.

- IlogpoGHee 03HAKOMHUTHCS C TpeOOBAaHUSIMU CTaHAAPTOB
ISO/IEC 27001, PCI DSS u ux npuMeHeHueM B MTPaKTHKE.

- IIpoBecTn aHaIu3 rporecca cepTuduraun
MH(POPMALIMOHHOM 0€30MacHOCTH B OpPraHU3aLUAX PA3IMYHOTO
MmacuTaoa.

- M3yuutrs  cneuupuky — TOIy4YeHUs  cepTU(DUKATOB
COOTBETCTBUS CTaHAapTaM MH(OPMaLMOHHON 0€30IacCHOCTH U
X OOHOBJICHHUSI.

ABamus u

- IlpoBecTn aHaimM3 COBPEMEHHBIX TEHJICHIMA B 00JaCTH




ONTUMU3ALIMS unpopmanmonHor 6e3omacHoctu  (loT, WHW, ob6nauynbie
MIPOU3BOJIUTEIIBHOCTH | TEXHOJIOTUN).

MH()OPMAITMOHHBIX - 3yunTh METOABI M1 HHCTPYMEHTHI 3aIUTHI HHPOpPMAIIH OT
CUCTEM HOBBIX BUJIOB YIPO3 U aTak.

- PaccmoTtpeTs MPUMEPBl  YCIEWIHOW  peanu3aluu
MHHOBAIIMOHHBIX PEUICHHH B 00J1acTH 0€301aCHOCTH.

- Pa3zpaboTaTh CTpaTervio BHEIPECHHS HOBBIX TEXHOJIOTHUA H
MOJXO0JI0B B o0ecrieueHnu MHPOPMAIMOHHON 0e30MacHOCTH C
Y4eTOM TEeKYIIMX TEHJACHIUN PHIHKA.

9. | PezepBHoe - M3yunTh MeETOIBI MOHUTOPUHTA CETEBOrO TpaduKa st
KOIMPOBAHUE U BBISIBJICHHS] aHOMAJIMI M MHIMACHTOB 0€30MacCHOCTH.
BOCCTAaHOBJICHHE - IlpoBectn anamu3  WHOUAEHTOB  HMH(MOPMAMOHHOM
JAaHHBIX O0e3omacHOCTH W pa3paboTarh IJIaH JCHCTBHHA UIS  HX

yIIpaBJICHUSI.

- W3yunts mnpouenypsl pearupoBaHus Ha UWHLMJICHTHI,
BKJIIOYAs ~pacclieloBaHUe, YCTpaHEHHE YysI3BUMOCTEH U
BOCCTaHOBJICHUE CHCTEMBI.

- IlpunATh ydacTHME B TPEHHPOBKAX M CUMYJSALHUAX IO
yIpaBJICHUIO HHIUJICHTAMH HH()OPMAIIMOHHOH 0€3011acHOCTH.

10. | Otuka u 3aKkOHHOCTb B | - M3yunTh MeTO/bl OOyU€HHs COTPYIHHKOB IO BOIIpOCAM
MH(POPMAIIMOHHBIX MH(pOpMaLOHHON Oe3omacHoCTU u MOBBILICHUS
cuUcTeMax MH(OPMALIMOHHON TPAMOTHOCTH.

- Pazpabortare oOpa3zoBaTenbHBIE MaTepUabl U HPOTPAMMBI
o0y4eHHs JUIsl IEPCOHAIa OPTaHU3aIUH.

- IlpoBecTn TpEHWHTH W CEMHUHAPHI IS COTPYTHHKOB IIO
nmpaBujaM oOpamieHus ¢ uHPoOpMaUed W 00CCIICUCHHIO
0€301MacHOCTH.

- Onenuts 53(QEeKTUBHOCTh NPOBEIEHHOIO OOYYEHUs H
pa3paboTaTh IJIAHKI 110 €70 COBEPIICHCTBOBAHHMIO.

11. | Crparerus pa3BuTHs - Ilpoananu3upoBaTh KeCbl MHIMJIEHTOB HWH(OPMAIMOHHOMN
MH(OPMALIMOHHBIX 0€3011acCHOCTH B Pa3IMYHbIX OpraHU3alMSIX.
CUCTEM - BbIABUTH OCHOBHBIE IPUYMHBI U TIOCIIEACTBHSA HHLIUICHTOB, a

TaK)Xe YPOKH, KOTOPbIE MOXKHO U3BJI€Ub U3 MPOILJIOrO OMbITA.
- IlpoBectn  CcOOCTBEHHBIM  Kelc-aHaIM3  MHLUAEHTA
MH(OpMaLOHHON 0€30MMacHOCTH, pazpaboTaTh
PEKOMEHIALINU IO €r0 NPEJOTBPALICHHUIO.

- Ilogenuthes pe3ynbTaTamMu KeHc-aHAIM3a C KOJUIEraMu W
00CYIUTh BO3MOXHBIE MEpbI MO YIy4IIEHUIO 0€30MacHOCTH
MH(OPMALIMOHHON CUCTEMBI.

12. | 3amuTa unpopmarmu | - M3ydnTh OCOOEHHOCTHM 3alMThl JAHHBIX U OOeCHeueHUs
OT BHEITHUX U 0€301acHOCTH B 00JIAYHBIX Cpenax.
BHYTPEHHHUX yIpo3 - IlpoBectn aHanmu3 yrpo3 MHGOPMAIMOHHON O0e30MacHOCTH

MIPU UCTIOJIb30BaHUU OOJJAYHBIX TEXHOJIOTHH.

- W3yuntp w™meroapl mudpoBaHMS, KOHTPOJIS [OCTyHa H
MOHUTOPUHTA B 00JIAYHBIX Cpe/Iax.

- Pa3zpaborars cTpareruro Oe3omacHoCTH i PaOOTHI C
00JIAYHBIMH PECYPCaMH B YCITyTaMHU.

7. TekymMid KOHTPOJb MO IMCUHUILIHHE (MOIYJII0) B PAMKAX Y4eOHbIX 3aHATHI

B pamkax Tekymiero KOHTpPOJISI TPENoAaBaTelb CaMOCTOSTENIbHO MOXET MPOBOJUTH
CIIEYIOIINE MEPOIIPUITHSL:



lij?[ KonTposaupyemblie pa3jesibl (TeMbl) HaumeHoBaHuUe OLIEHOYHOI0 CPeICTBA
1 | BeeaeHue B uH(pOpMaMOHHBIE Omnpoc, TecTUpOBaHUE.
CHCTEMBI
2 | Mertoabl ¥ TEXHOJIOTMH Pa3pabOTKU Omnpoc, TecTUpOBaHUE.
MH(OPMAIIMOHHBIX CHCTEM
3 | bezonacHocTh MHPOPMALMOHHBIX Omnpoc, TecTUpOBaHHUE.
CUCTEM
4 | YopasneHue HHPOPMALMOHHBIMU Omnpoc, MH(POPMALMOHHBIN IPOEKT,
pecypcamu TECTUPOBAHUE.
5 | CoBpeMeHHbIE TEHAECHIIUH B Omnpoc, MH(POPMALMOHHBIN IPOEKT,
pa3paboTke nHPOPMAITMOHHBIX CUCTEM | TECTHPOBAHUE.
6 | Ympasienue npoekramu B 00JacTu Omnpoc, MH(OPMaLMOHHBIN IIPOEKT,
MH(GOPMALMOHHBIX TEXHOJIOTHH TECTHPOBaHUE.
7 | MaTerpamus nHGOPMAITMOHHBIX Omnpoc, MH(OPMaLMOHHBIN IIPOEKT,
CHCTEM TECTHPOBAHUE.
8 | Ananu3 u onTHUMHU3ALUS Omnpoc, MH(OPMaLMOHHBIN IIPOEKT,
IIPOU3BOIUTEIILHOCTH TECTUPOBaHUE.
MH(GOPMAIIMOHHBIX CHCTEM
9. | Pe3epBHOE KOMpPOBaHUE U Omnpoc, UH(POPMALIMOHHBIN IPOEKT,
BOCCTAHOBJICHHE JJAHHBIX TECTHPOBaHUE.
10 | OTuka u 3aKOHHOCTH B Omnpoc, UH(POPMALIMOHHBIN IPOEKT,
WH(OPMAIIMOHHBIX CHCTEMAX TECTUPOBAHUE.
11. | Crparerus pa3BuTus Omnpoc, UH(POPMALIMOHHBIN IPOEKT,
MH(GOPMAIIMOHHBIX CHCTEM TECTUPOBAHUE.
12. | 3ammra HHPOPMALIMU OT BHELITHUX U Omnpoc, UH(POPMALMOHHBIN IIPOEKT,
BHYTPEHHHUX yTPO3 TECTUPOBAHUE.

8. IlepeyeHb OCHOBHOIH W OMOJHUTE/ILHOW Yy4eOHOI JHMTepaTypbl, HEOOXOAMMOI A5
OCBOCHUS TUCHMILIMHBI (MOAYJIs1)

8.1 OcHoBHas yyeOHasi JuTepaTypa:

1. [epsiOkun, B. I1. [IpoextupoBanne nHdopMaoHHbIX cucteM 1o merojonorun UML ¢
HCIIONb30BaHueM Qt-TEXHOJOTUU MpOoTrpaMMHUpoBaHus: yueoHoe nmocooue / B. I1. JlepsOkun, B. B.
KoznoB. — Camapa: Camapckuii rocyiapcTBeHHbIN TexHHueckuil yHusepcutet, ObC ACB, 2017.
— 156 ¢. — Tekcrt: 27eKTpOHHBIH // DnexkTpoHHO-O0nbmmoreunas cuctema [IPR BOOKS: [caiit]. —
URL: https://www.iprbookshop.ru/83601.html

2. HWudopmannoHHBIE CHUCTEMBI W TEXHOJOTMH B OKOHOMHKE W  yIPaBIICHUH.
[TpoexTrpoBanue HHPOPMALIMOHHBIX cucTeM: yuyebHoe nocobue / E. B. Akumona, /1. A. Axumos, E.
B. Karynmos, A. b. MaxoBukoB. — CapatoB: By3oBckoe oOpazoBanue, 2016. — 178 ¢. — Tekcr:
INEeKTPOHHBIA // DOnekTpoHHO-OMOMMoTeuynass cuctema [PR  BOOKS: [caiit]. — URL:
https://www.iprbookshop.ru/47671.html

8.2. lonoJHUTeIbHASA YieOHasl JUTEepPaTypa

1. Kykmuna, W. I'. MeTtoabl u cpencTBa NMPOEKTHPOBaHHS HH()OPMALMOHHBIX CHUCTEM:
yaebnoe nocobue / U. I'. Kykmmna, K. A. CadonoB. — Hwxuuit Horopon: Hwxkeropoackuit
rOCYJJapCTBEHHBIN apXUTEKTypHO-CTpouTenbHbIi yHuBepcuter, ObC ACB, 2020. — 84 ¢. — ISBN
978-5-528-00419-8. — Texkcr: a5eKTpoHHBIHN // DnekTpoHHO-O0MOMoTeunas cuctema IPR BOOKS:
[caiit]. — URL.: https://www.iprbookshop.ru/107378.html



https://www.iprbookshop.ru/83601.html
https://www.iprbookshop.ru/47671.html
https://www.iprbookshop.ru/107378.html

2. TlanemoB, C. B. Metoasl U cpencTBa MOJEIMPOBAHMS MPOTPAMMHOTO OOCCTICUCHHUS:
koHcrekt sekuuit / C. B. IlampmoB. — Camapa: [ToBOIDKCKMET rocynapCTBEHHBIH YHHBEPCHTET
TenekoMMyHUKauid 1 uHpopmaruku, 2016. — 105 ¢. — Tekcr: 37meKTpOHHBIN // DIEKTPOHHO-
oubnuoreunas cucrema IPR BOOKS: [caiit]. — URL: https://www.iprbookshop.ru/71855.html

8.3. lepuoanueckne U3IaHusA

1. DkoHOMHMKAa W MEHEIKMEHT CHCTEM YIpaBlieHUs [DJIEeKTpOHHBIA pecypc| -
http://www.iprbookshop.ru/34060.html

2. DKOHOMHKA U COBPEMEHHBIH MEHEPKMEHT: TCOpHUs B IPaKTUKa[ DIEKTPOHHBIN pecypc] -
http://www.iprbookshop.ru/48512.html

3. Poccuiickuit SKOHOMHUYECKHI KypHaI [DneKkTpoHHbIN pecypc]
http://www.iprbookshop.ru/45530.html

9. Ilepeuennb pecypcoB HH(OPMANMOHHO-TEJIEKOMMYHUKAIMOHHOH ceTH «HTEepHET»
(nanee - cerb «AHTEpHET»), HEOOXOAMMBIX VISl OCBOCHUS JUCHUILIMHBI (MOIYJIS)

1. bubnmoreka MaTepuanoB IO HKOHOMHUYECKOW TeMaTUK [DJIEKTPOHHBIH pecypc]—
https://www.libertarium.ru/library
2. Marepuansl 0 COUAITBHO-?KOHOMUYECKOMY MOJIOXKEHHUIO U pa3BUTHIO B Poccun
[DnexTponHbIit pecypc]-http://www.finansy.ru
3. MonHuTtopuHr SKOHOMMYECKHUX noKas3aTesen [D71eKTpOHHBII pecypc|—
http://www.budgetrf.ru
4. Odummaneueiii  caiit  LlentpanbHoro Oanka Poccum [DnexTpoHHBIH pecypc]|—
http://www.cbr.ru
5. PocbusnecKoncantunr [DnekrpoHHsiid pecypc|-http://www.rbc.ru
Poccrat [DnexTponnsiit pecypc]— http:// www.gks.ru
XKypnan «Bompocsl 3KOHOMHKI» [ DIEKTpOHHBIH pecype]-http://vopreco.ru
Kypnan «bankoBckoe aeno» [ DaeKTpoHHbIH pecypc]-http://www.bankdelo.ru
XKypnan «PuHaHCH 1 S5KOHOMHKa» [ DeKTpoHHBIN pecypc]-http://finans.rusba.ru
10. XKypnan «Dxcrepr» [DnekTpoHHbId pecypc] — http://www.expert.ru

©CoN®

10. MeToauuecKkue YKazanusd 1Jist oﬁyqaloumxca 0 OCBOCHHIO JTUCHMUIIJIMHBI (MOI[yJ'lﬂ)

VYcneniHoe 0CBOGHHE TaHHOTO Kypca 0a3upyeTcsl Ha pallMOHAJIbHOM COYETaHMHM HECKOJBKHUX
BUJIOB Y4€OHOH JESATEIbHOCTH — JIEKLUH, CEMUHAPCKUX 3aHATHH, caMocTosTeabHON padoTel. IIpu
3TOM CaMOCTOSITENIbHYIO pabOTy ClIelyeT pacCMaTpUBaTh OJHUM U3 IJ1aBHBIX 3BEHHEB MOJHOLIEHHOTO
BbICIIIEr0 00pa30BaHus, Ha KOTOPYIO OTBOJUTCS 3HAYUTEIbHAS YaCTh Y4€OHOTO BPEMEHH.

CamocTrosTenbHas paboTa CTYJAEHTOB CKJIAJAbIBAETCS U3 CIEIYIOIINUX COCTABISIONIMX:

- paboTa ¢ OCHOBHOM W JIONOJIHUTENBHOW IUTEpaTypoil, ¢ MaTepuallaMd HHTEpHETa U
KOHCHEKTaMU JIEKITHH;

- BHEAY/IUTOPHAsI MOATOTOBKA K KOHTPOJIbHBIM PaboTaM, BBIIOJIHEHHE JJOKIIA/10B, pedepaTos;

- BBIMOJIHEHHE CAMOCTOSTENbHBIX MPAKTHYECKUX PadoT;

- IOJIFOTOBKA K 9K3aMEHAM HEIIOCPEACTBEHHO NEPE]] HUMH.

Jlns mpaBWIIBHOM OpraHu3aluu  paboThl HEOOXOIMMO YYWUTHIBaTh MOPSIOK HU3YyYEHUs
pa3nenoB Kypca, HaXOISAIIMXCSA B CTPOTOM JIOTMUECKOH mocienoBaTesnbHOCTH. [loaToMy xopoiee
YCBOGHHME OJHOM YacTW AHUCLUHUIUIMHBI SIBISIETCS NPEINOCHUIKOW JJisi YCHEIIHOTO Iepexoaa K
crenytomend. 3aganus, npoOiIeMHbIe BOMPOCHI, MPEIOKEHHBIE Il U3YYEHHs! TUCIMILIIMHBI, B TOM
yuciie W JJI1 CaMOCTOSATEIbHOIO BBIIOJHEHUS, HOCAT MEXIUCUUIUIMHAPHBIA XapakTep U
0a3upyroTcsi, TpexkJIe BCEro, Ha MPUYUHHO-CIEACTBEHHBIX CBS3AX MEXAY KOMIIOHEHTaMHU
OKpY’Karollero Hac Mupa. B Tedenue cemectpa, HEOOXOIUMO MOATOTOBUTEL pedepaTsl (POEKTHI) C
UCIOJIb30BAHUEM PEKOMEHAYEMON OCHOBHOM M JOMOJIHUTENBHOM JUTEpaTyphl U caaTh pedeparsl
IUI TIPOBEPKHU IPEMNOJAaBaTel0. BaXKHBIM COCTABIISIOIIMM B M3YyYEHUM IAHHOIO Kypca SIBIISETCS
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pellleHrne CUTYallMOHHBIX 33Ja4 U paboTa Haa NpoOJEeMHO-aHATUTUYECKUMHU 3aJaHUSMHU, YTO
IIPEATOJIaracT 3HaHue COOTBETCTBYIOIIEH HAYYHOU TEPMUHOJIOTUU U T.J.

Jlns mydimiero 3amOMHMHAaHMS MarepHalia enecooOpa3HO MCIMONb30BaTh WHIWBUIYyalbHbIC
0COOEHHOCTH M pa3HbIe BHUJBI MaMSTH: 3PUTENBHYIO, CIYXOBYIO, aCCOIMATUBHYIO. Y CIEUITHOMY
3alIOMUHAHUIO TAaK)KE CIOCOOCTBYET MPHUBEACHUE SIPKUX CBUICTENLCTB M HATJIATHBIX NPUMEPOB.
Y4eOHbIi MaTepual J0JKEH OCTOSTHHO ITOBTOPATHCS U 3aKPEIIATHCS.

[Ipy BBIMOJHEHUU JOKJIAJA0B, TBOPYECKUX, HWH(OPMALMOHHBIX, HCCIEI0BATEIbCKUX
MIPOEKTOB 0c000e BHUMAHME CIIeAyeT o0panarh Ha MoJ00p UCTOYHUKOB MH(OPMAIIMH U METOJTUKY
paboOTHI C HUMH.

Jns yenenrHoi ciaum sK3aMeHa peKOMEHIYeTCs COONIoaTh CIEIYIOIIUE ITpaBuia;

1. HOI[FOTOBKa K 3K3aMEHY AOJI)KHa IIPOBOAUTHECA CUCTEMATUYCCKH, B TCUHCHHUE BCEI'0 CEMECTpPA.
2. HMHTeHCcuBHAs MIOATOTOBKA JIOJDKHA HAYaTHCSI HE O3JHEC, YEM 3a MECAL 10 5K3aMCHaA.
3. BpeMH HEIMMOCPECACTBCHHO IEPC 3K3aMCHOM JIYUIIC HMCIIOJIb30BATHh TAKHM 06pa30M, YTOOBI

OCTaBUTh MOCJIEIHUNA JI€Hb CBOOOJHBIM IS MOBTOPEHUs Kypca B IIEJOM, JUIsl CHUCTeMaTH3alUU
MaTepuaia U JopaboTKU OT/IEIbHBIX BOIIPOCOB.

Ha »skx3amene BBICOKYIO OIIEHKY MOJy4YaloT CTYACHTHI, HCIOJIB3YIONINE JaHHBIC, TIOJyUCHHbIS
B IIPOIIECCE BHIMOJHEHUSI CAMOCTOSATEIBHBIX PabOT, a TaK)Ke MCIOIB3YIOUINE COOCTBEHHBIE BBHIBOJIBI
Ha OCHOBE U3YUYE€HHOI0 MaTepHuaa.

YuuThIBas 3HAUUTENbHBII 00BEM TEOPETHYECKOrO MarepHala, CTyAEHTaM pPEeKOMEHIyeTcs
PEryJsipHOE MOCEIIEHUE U MOAPOOHOE KOHCTIEKTUPOBAHUE JIEKLIUH.

11. Mepeyenbr MH(POPMAUMOHHBIX TEXHOJOIHH, HCMOJb3yeMbIX NPH OCYUIECTBJIECHUH
o0pa3oBaTeILHOI0 Mpouecca Mo JUCHMILVINHE (MOAYJIK), BKJIKYas NepeYyeHb NMPOrpaMMHOI0
obecrnieyeHusi 1 HHGOPMANMOHHBIX CIPABOYHBIX CHCTeM (IIPU HEOOXOIMMOCTH)

1. Microsoft Windows Server;

2. CemeiictBo OC Microsoft Windows;

3. Libre Office cBoboaHO pacmpocTpaHseMblii O(UCHBIA MakeT € OTKPHITBIM HMCXOJHBIM
KOZIOM;

4. HpopMalmoHHO-CIIpaBOYHast cucrema: Cucrema Koncynsrantllnoc
(Koncynprantllntoc);

5. UndopmanmonHo-npaBoBoe  obecneueHue ['apaHT: DIEKTPOHHBIA  MEPUOJUUECKUI
cnpaBoyHuK «Cucrema 'TAPAHT» (Cucrema TAPAHT);

12. Onucanue MaTepuaIbHO-TEXHUYECKOH 0a3bl, HeOOXOAMMOW I OCYIIeCTBIEHUS
00pa3oBaTe/ILHOIO NPoLecca MO0 AMCHUIINHE (MOTYJIIO0)

12.1. VYueOHas ayauTopusi nis TPOBEACHUS YUEOHBIX 3aHATHH, MPEeTyCMOTPEHHBIX
nporpamMmoii 0akanaBpuara, OCHaIlleHHas 000pYIOBAHUEM U TEXHUYECKUMH CPEICTBAMH 00yUeHHUsI.

Crneunanu3upoBaHHasi MeOEb:

Kommekt yuebHoil meOenu (CToJ, CTYI) MO KOJUYECTBY OOYYAIOLIUXCS; KOMIUIEKT MeOenu
JUTS TIPETIOIaBaTeIsl; JoCcKa (MapKepHasi).

TexHuueckue cpencTBa 00ydeHus:

KommnbroTep B cOope [uist iperno1aBaTensi, KOJOHKH, POEKTOP, SKPaH.

[lepedyeHp JIMIIEH3UOHHOTO MPOTPAMMHOIO OOECNeUYeHUs, B TOM YHCJIE OTEYECTBEHHOTO
npousBojacTBa: Windows 10, KorcynwsranTlImtoc, Kaspersky Endpoint Security.

IlepeuyeHb cBOOOTHO PACIIPOCTPAHIEMOT0 MPOrPAMMHOI0 0OECTICUECHUS:

Yandex Browser, nmaket LibreOffice, MTC Jluuk, Gimp, FreeCAD.

1) IDE Visual Studio Community (Harpy3ka «Pa3paboTka KJIaCCHYECKHX NPHIOKEHHH Ha
C++» ¢ komnorenToM «llognepxka C++/CLI»; mognepxka MFC)

2) CYBJ MySQL (knueHT-cepBepHasi)

3) Ramus Modelio

4) Cisco Packet Tracer (Bepcuu 7.X u 8.X)

5) Oracle Virtual Box



6) Adobe Reader
[Momkmrouenne k ceru «MHTepHET» U oOecleyeHHWe JOCTylma B JJIEKTPOHHYIO
nH(pOpMaMoOHHO-00pa3oBaTeIbHyI0 cpeny MMY.

12.2. Tlomemenue Jyisi CaMOCTOSATEILHON PabOThI 00YYaIOIIUXCSI.

CrnennanusupoBaHHasi MEOEb!

KommiekT ydaeOHON MebOenu (CTo, CTyJ) MO KOJMYECTBY OOYUYAIOIIUXCS; KOMIUIEKT MeOeIn
JUTSL TIPETIoaBaTes; Jocka (MapKepHasi).

TexHnuueckue cpeacTBa 00y4eHUS:

KomnbroTep B cOope [uist MpernoaaBatelist; KOMIbIOTEpPBI B cOope A1l 00yJaromuXcst; KOJIOHKH;
MIPOEKTOP, IKPaH.

[lepedyeHp JMIEH3UOHHOTO TMPOTPAMMHOIO OOECIIEYEHHsI, B TOM YHCJIE OTEYECTBEHHOTO
npousBojcTBa: Windows 10, KoncynsranTlImtoc, Kaspersky Endpoint Security.

[lepedyenb cBOOOTHO PACIIPOCTPAHSIEMOTO IPOTPAMMHOI0 00ECTICYECHUS:

Adobe Reader, Yandex Browser, naker LibreOffice, MTC Jluuk, Gimp, FreeCAD.

[Tomemienue a7 CcaMOCTOATEIBHOW pabOThl OOYYAKOMIMXCS OCHAIIEHO KOMIBIOTEPHON
TEXHUKOW C BO3MOXKHOCTBIO TOAKIIOYEHHS K cetu "HMHrepHer" u obecrnedueHueMm A0CcTyna B
ANEKTPOHHYIO HH(OPMALIMOHHO-00pa3oBaTeNbHy0 cpeay MMY.

13. 06p830BaTeJﬂ>Hble TEXHOJOTUH, UCITOJIB3YEMBIC IIPH OCBOCHUHU NUCHUIIJIMHBI

I[JI?I OCBOCHHUA AUCHUINIMHBI HUCIIOJIB3YIOTCA KaK TpaJuIIMOHHBIC (1)OpMI)I 3aHATUN — JICKOUHN
(TUMBI TEKUMA — YCTAaHOBOYHAs, BBOAHASI, TEKyIlas, 3aKJIIOYUTENbHAsl, 0030pHAasi; BUABI JEKIUN —
npoOneMHas, BH3yallbHAs, JIEKIHA KOH(EpeHIus, JEeKIHUS KOHCYJIbTAllMs); M CEMHUHApPCKUE
(mpakTUYEeCKUe) 3aHATHUS, TaK U aKTUBHBIE U HHTEPAKTHUBHBIE (JOPMBI 3aHATHI - 1€JIOBBIE U POJIEBBIC
UTPBI, pEellIeHNEe CUTYAl[MOHHBIX 3a/1a4 U pa300p KOHKPETHBIX CUTYaIUH.

Ha y4eOHBIX 3aHATHIX HCIONB3YIOTCSA TEXHUYECKHE CPENICTBA OOYUYEHHs] MYIbTUMEAMMHON
ayTUTOPUHU: KOMIIBIOTEP, MOHUTOpP, KOJIOHKH, HAaCTEHHBIH 3KpaH, MPOEKTOpP, MUKPOQOH, IMaKeT
nporpamMMm Microsoft Office mist qemoHcTpanuu npe3eHTanuii u MenuadanioB, BUACOIPOSKTOP IS
JIEMOHCTPAIIMH CIIaliI0B, BUICOCIOKETOB | JIp. TecTrupoBaHne 00y4aeMbIX MOXKET OCYIIECTBISATHCS C
HCIOJIb30BaHNEM KOMIIBIOTEPHOTO 000pYIOBaHUSI YHUBEPCUTETA.

13.1. B ocBoeHuu y4eOHOIl JMCHMIIMHBI HCHOJb3VIOTCH CjeAyIolie TPaAHIHOHHbIE
o0pa3oBaTebHble TEXHOJIOTHH:

- YTeHUE NPOOIEMHO-UH(POPMALIMOHHBIX JIEKLIUH ¢ UCTIOIBb30BAaHUEM JJOCKU U
BHJICOMATEPHAJIOB;

- CEMHHAPCKHE 3aHATHUS Ul 00CYKACHUS, TUCKYCCUI 1 0OMeHa MHEHUSIMU;

- KOHTPOJIbHBIE OMIPOCHI;

- KOHCYJIbTaIUH;

- CaMOCTOSATENbHAs paboTa CTYJICHTOB C YUE€OHOH TUTEpaTypoil U IEpBOMCTOUYHIKAMH,

- IOJITOTOBKA U 00CYXk/IeHUE pedepaToB (MIPOEKTOB), IPe3eHTANN (Hay4yHO-
uccienoBarenbckas pabora);

- TECTUPOBAHUE 110 OCHOBHBIM T€MaM JIUCIUIUINHBI.

13.2. AKTHBHbIE M MHTEPAKTHBHbIE MeTO/1bl H ()OPMbI 00YYeHUSsI

N3 mepeunst BumoB: («moseosou wmypmy, aumanuz HIIA, ananuz npobaemmuwvix cumyayuil,
AHANU3 KOMKPEMHLIX CUumyayui, UHYUOEeHMbl, UMUMAYUs KOJIEKMUBHOU NpOoPecCUOHATbHOU
0esmenbHOCIU, Pa3blepbléaHue poaell, MmeopuecKas paboma, C8A3AHHASL C OC80EHUEM OUCYUNTUHDI,
ponesast uepa, Kpyeablii cmoa, oucnym, 6Oeceda, OUCKYCCUsl, MUHU-KOHGpepeHyus u op.)
UCTIOJB3YIOTCS CIIEAYIOMIHE:




- oucnym

- AQHAU3 NPOOIEMHBIX, MBOPYECKUX 3A0AHUL, CUMYAYUOHHBIX 3A0aY
- ponesas uepa,

- Kpyeavlil Cmoii;

- MUHU-KOH@hepeHyus

-0ucKyccus

- beceoa.

13.3. OcoGenHocTH 00YyYeHHS] HHBAJIW/IO0B U JHIL C OTPAHUYEHHbIMHU BO3MOKHOCTSIMH 3/10POBbS
(OB3)

[lpu opranmzanuu oOy4yeHHs IO AUCUMUILUIMHE YYHUTBIBAIOTCS OCOOEHHOCTH OpraHU3aliH
B3aUMOJICICTBUS C MHBAJIUMAAMM U JHULAMHU C OTPAaHMYEHHBIMU BO3MOXHOCTSIMH 3/10pOBbS (Jlajee —
uHBanABl U juua ¢ OB3) ¢ mensto oOecnieuenust ux mpas. [Ipy oOydeHHMH YUUTBIBAIOTCS
0COOEHHOCTH MX TCUXO(PU3UYECKOTO PA3BUTHSA, WHAWBHUIYAIbHBIE BO3MOXXHOCTH M IPH
HE00X0AUMOCTH O0OeCIeunBaeTCss KOPPEKLUs HapyUIeHUH pa3sBUTHS M COLMAJbHAs aJanTanus
YKa3aHHBIX JIULI.

Beibop MeronoB  oOydeHuss — omnpedensercs — ColAepXKaHUEeM  OOYy4YeHHs, YPOBHEM
METOJIMYECKOTO U MaTEPUAIbHO-TEXHUYECKOTO 0OecreueHusi, 0COOEHHOCTSIMU BOCTIPUATHUS yueOHOI
uHGOpMalUU CTYACHTOB-UHBAIUJOB U CTYACHTOB C OIPaHUYEHHBIMH BO3MOKHOCTSIMHU 3710POBbS U
T.1. B 00pa3oBareabHOM Mpolecce UCTIONB3YIOTCS COIMATbHO-aKTUBHBIE U PEe(ICKCHBHBIE METOIBI
Oo0y4YeHMsl, TEXHOJOI'MH COLMOKYJIbTYpHOH peabuauTaluy ¢ 1eJbl0 OKa3aHHWs IIOMOLIM B
YCTaHOBJICHUM IIOJHOLICHHBIX MEKJIMYHOCTHBIX OTHOLICHHHW C JIPYrUMHU CTYIAEHTaMH, CO3/IaHHUH
KOM(OPTHOT'O NICUXOJIOTHYECKOT0 KJIMMaTa B CTYJICHUECKON TpYIIIE.

[Tpu oOydeHuu U1 ¢ OTPaHUIEHHBIMU BO3MOYKHOCTSIMH 370POBbS AJIEKTPOHHOE 00yUeHHE 1
JIMCTAaHIIMOHHBIE O00pa30BaTeNbHbIE TEXHOJOTUM IMPEAYCMATPUBAIOT BO3MOXKHOCTb IIpHEMa-
nepeaadn MHGOPMAIUK B JOCTYIHBIX I HUX (opMax.

OOyuaromiyecs U3 4YUCIa JMIl C OrPAaHUYEHHBIMH BO3MOXXHOCTSMHU 3/10pPOBbsI 0OECIIEUEHBI
MEYaTHBIMU M DJIEKTPOHHBIMU 00pa30BaTelbHBIMM pecypcaMu B (opmax, aganTHUPOBaHHBIX K
OTPaHUUYEHUSAM UX 3/I0POBBSI.
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1. IlepeyeHb KOA0B KoMNeTeHUHH, GOPMUPYEMBbIX TMCHUILIUHON B Mpolecce 0CBOEHUsI
o0pa3oBaTe/ibHOI NPOrpaMMBbl

Ipynna Karteropusi komnereHumi Kon
KOMIIeTeHIN ) [IK-2
- [1K-7

2. KoMnerennuu u HHAUKATOPLI UX JOCTUKCHUS

Kon ®opMy.THpPOBKA
NHaukaTopbl 10CTHKEHUS] KOMIIETEHIIUH
KOMIIeTeHIIUH KOMIIeTeHIIUH
Crniocoben IIK-2.3. CriocobeH ucronp30BaTh €CTECTBEHHOHAYYHBIE
MK-2 OCYILECTBIISATh U MaTeMaTHYeCKHe 3HaHMsS sl OPUEHTUPOBAHUS B
KOH(QHUTYpHpPOBAaHNWE | COBPEMEHHOM MH(POPMALMOHHOM ITPOCTPAHCTBE.
ONEPALMOHHBIX IIK-2.4. Cobupaer u aHaIU3UpyeT HHPOPMAIHUIO IO
CHCTEM WU CETEBBIX | pelIaeMOl 3ajade, COCTABIAECT €€ MaTeMaTHYECKOoe
YCTPOMCTB. onucaHue, o0ecleynBaeT HAKOIUJICHWE, aHalIu3 M
CHCTEMaTHU3aLHNI0 COOpaHHBIX JTAHHBIX C
HCIOJIb30BAHUEM COBPEMEHHBIX JOCTHKEHMH HAayKd U
WH(POPMAIMOHHBIX CHCTEM;
IIK-2.5. BeoisBaser u  ¢QopMynupyeT axTyaJbHbIE
Hay4YHble TpoOJeMbl; OOOCHOBBIBATH aKTYaJbHOCTH,
TEOPETUYECKYI0 M IPAKTUYECKYI0 3HAYUMOCTh TEMBbI
HAyYHOTO HCCIICZIOBAaHUS, pa3pabaTeiBaTh IUIaH W
[IpOrpamMMy NPOBECHHs HAYYHOT'O MCCIIEIOBAHHUS;

MK-7 Cnocoben IK-7.1. TIloHumaer NOpPUHUOUOBI U  ONpEIENsIeT
yIpaBIATh napameTpsl obecriedeHusi Oe30MacCHOCTH U 3alIHTHI
paboramu M0 | MPOTPAMMHOTO 00ECIIEYEeHHS CETEBBIX YCTPOMCTB.
compoBokaeHnto U | IIK-7.2. TloHnmaer OCHOBBI paboOTBI € TEXHOJOTHEH
IIPOEKTaMU OmokueitH, ee unHrerpauueid B MC opranuzanuum ans
CO3JIaHUs o0ecrieyeHnss  MpPO3payHOCTH,  O€30MacCHOCTH U
(MoauduKaum) LETOCTHOCTH JAHHBIX U TPAH3AKIUI
NcC, IIK-7.3. PerynspHoe oOHOBIEHME U MOAU(DUKALUSL
ABTOMATH3UPYIOIUX | MHPOPMALIMOHHBIX ~ CHCTEM B COOTBETCTBUH  C
3a1a4n M3MEHSIOIIMMUCS OU3HeC-OTPEOHOCTIMU U
OpPTraHU3aIMOHHOTO | TPEOOBAHUSIMH PHIHKA.
yIpaBiIeHUSA u | IIK-7.4. Pa3paboTka noapoOHOro mnijiaHa Moau(pUKaIIH

OM3HEC-TIPOIIECCHI.

CYIIECTBYIOIIMX  MH()OPMAIMOHHBIX ~ CHCTEM  HJIH
CO3JIaHMs HOBBIX, YUUTHIBAIOLIETO OU3HEC-TPEOOBAHUS U
MOTPeOHOCTH 3aKa3urKa.

IIK-7.5. Ouenka  3pPEKTUBHOCTH  BHEIPEHHBIX
WHPOPMAIIMOHHBIX CHUCTEM H TIPOIECCOB, a TaKKe
BHEJDEHHE Me€p MO ONTUMHU3ALUK M  YIYYIICHHIO
MIPOU3BOIUTENIFHOCTH WH(POPMAIIMOHHON CHCTEMBI B
paMkax OHU3HEC-TIPOLIECCOB.

IK-7.6. [IpoekTrpoBaHKEe ONTUMAIBHON CTPYKTYPHI Oa3
JAHHBIX, YCTAHOBKA M HACTPOIKa MpOIeyp pe3epBHOTO
KOIMPOBAHUs, OOecreueHrne KOHTPOJS 3a JIOCTYIIOM K
0a3aM JaHHBIX M MX pErylspHOoe OOHOBJCHHE B




COOTBETCTBUM C TOTPEOHOCTIMH M TpeOOBaHUSIMHU
OpraHu3aLMH.

IIK-7.7. Brimonnenune aHaian3a TEKYIIUX
MHPOPMALIMOHHBIX CHUCTEM M OW3HEC-NPOLIECCOB B
OpraHu3alliil  JJs  BBIABICHHUA IOTpEOHOCTEH B
W3MEHEHMSIX M aBTOMAaTH3alHH.

3. Onucanue MIAHUPYEMBIX Pe3yIbTATOB 00y4eHH s M0 AUCHUILINHE

3.1. Onucanue IJIAHUPYEMBIX Pe3YJbTATOB 00VUEHHSI 110 AMCIIHILIHHE

[Tnaampyembie pe3ynabTaThl OOyYEHHs M0 JAUCHUIUIMHE MPEACTABICHBI JIECKPUIITOPAMU
(3HaHUS, YMEHUS, HABBIKH).

JleckpumToph! 3HaTB Ymern Baagers
10 JMCHHUIIHHE
Kox MK-2

KOMIIeTeHIIUH
OcHoBBI Koundurypuposats IIpakTueckumu
OIlepallMOHHBIX OllepallMOHHBIE HaBbIKaMU
CUCTEM: CUCTEMBI: KOH(HUTYPHUPOBAHHS:
3HaTh apXUTEKTypy U | YMETb yCTaHaBJIMBaTh U | Biagers  HaBbIKamMu
OCHOBHBIE HacTpauBaTh YCTaHOBKH u
KOMITOHEHTHI OIlepallMOHHBIE HACTpONKN
ONEPALIMOHHBIX CUCTeMBbl s BeO- | ONepalvoOHHBIX
cucreM  (Hampumep, | pa3paOOTKH. CHCTEM B cpelax BeO-
Windows, Linux). YMmeTn VIPaBIATh | Pa3pabOTKH.
3HaTh IIPUHLMIBL | IIOJIB30BATEISAMHU u | Bnagerp  HaBbIKaMu
paboTel  (QalyIoBBIX | MpaBaMu  JIOCTyHna B | KOHQUTYpUPOBAHUS
CUCTEM U YIIPABJICHMS | ONEPALlMOHHBIX CETEBBIX  YCTPOMCTB
MIPOLIECCAMM. CUCTEMAX. JUTS ONTUMMU3ALNH
CereBble npoTokonbl: | HactpauBath  ceTeBble | pabOTHI BeO-
3HaTh OCHOBHBIE€ | YCTpOMCTBA:! MIPUIIOKEHUH.
CeTeBbIE IPOTOKOJBI | YMETH Pa6oroit c
(TCP/IP, HTTP, | konpurypupoBath JOKYMEHTAITUEH:
HTTPS, FTP) u wux | mapupyTuzaTopsl u | Bnaners YMEHHUEM
GbyHKIUH. KOMMYTAaTOpbI JUISL | YATATh u
3HaTh NPUHIUNBI | OOECTIeYeHUsT  CEeTeBOM | MHTEPIPETHPOBAThH
paboThI CETEBBIX | CBSI3HOCTH. TEXHUUYECKYIO
YCTPOMCTB YmMmetp HACTPanBaTh | TOKYMEHTAIUIO 1o
(MapHpyTH3aTOPOB, OpanaMay’ pbl JUISL | ONepaliOHHBIM
KOMMYTaTOpOB, 3aIUTHI BeO- | cUCTeMaM U CETEBbIM
OpaHIMay>poB). TIPUIIOKEHUM. yCTpOHCTBaM.
HNHcTpymeHTsI Hcnons3oBarts Pemmenuem npobiem:
KOH(UTYpHUPOBAHUS: WHCTPYMEHTHI Bnagerp  HaBbIKaMu
3HaTb MHCTPYMEHTHI | KOMaHJHOM CTPOKHU: JTUarHOCTHKHU "
W YTAIUTBl I | YMETb  MCIOJIb30BaTh | YCTPAHEHMS
KOH(UTypUPOBaHUS KOMaHIHYIO CTPOKY ISl | HETIONAI0K B
OIIepalIMOHHBIX BBITIIOJHEHUS 3a/1a4 | ONepanoOHHBIX




CUCTEM M CETEBBLIX
YCTPOMCTB
(manpumep,
KOMaHJIHasi ~ CTPOKa,
PowerShell, SSH).
beszomacHoOCTE:
3HaTh OCHOBHBIE
MPUHITUATIBI U METOJIbI
obecneucHuUs
0e30macHOCTH
OTIepaIMOHHBIX
CHCTEM M CETEBBIX
YCTPOMCTB.

aIMUHUCTPUPOBAHUS U
KOH(UTYPUPOBAHUS.
YmMers [IPUMEHATH
CKPHUITHI TUISt
ABTOMATH3AINH
IPOLIECCOB
KOH(HUTYPUPOBAHHSL.
ObecneunBaTh
0€30MaCHOCTh CUCTEM:
YmeTh MIPUMEHSTh
MeToAbl MU(pPOBaHUS U
ayreHTU(UKAIUA Ui
3aIUThI JaHHBIX.

VYMeThb MPOBOJIUTH
aynuT 0e30MacHOCTH U
BBISIBJISITH YSI3BUMOCTHU B
CUCTEMaX.

CUCTEeMaX U CETEBBIX
YCTpOMCTBAX.
Pabotoii B komanze:
Bnagerp  HaBbIKaMu
B3aUMOJICHCTBUS c
OpYyTUMU
CreruaIucTaMu
(pa3paboTunkamu,
CHUCTEMHBIMU
aJIMUHHUCTPATOPaMH )
it 3hdexTuBHOTO
KOH(MUTYpUpPOBaHUS U
MOJIJICPKKH BeO-
MIPUIIOKEHUH.

Koxa
KOMIIeTeHITHH

IK-7

- 3HaTb AapXUTEKTYpy
MH(OpPMaLMOHHBIX
cucTeM u ux
KOMITOHEHTHI
ITonumarts
AJIEMEHTBI
UH(PPACTPYKTYPHI
MH(OPMaLMOHHBIX
CUCTEM, BKJIFOYAst
CcepBephl, ceTu, Oa3bl
JAHHBIX U  CHUCTEMBI
XpaHEHUs JaHHBIX, a
TaKxXe ux
B3aMMOJICHCTBHE B
paMKax opraHu3aliu.

- 3HaTh METOMOJIOTHH
YIpaBJICHUS TPOEKTaMHU

OCHOBHBIC

B chepe UC
Oco3HaBaTh KJIHOYEBbIE
METOJI0JIOTUU
yIpaBIeHUS
MPOEKTaMH, TaKHe Kak
Agile, Scrum u
Waterfall, u ux
MIPUMEHEHUE npu
CO3aHUU "
COIPOBOXKACHUH
WH(pOPMaAITMOHHBIX
CHUCTEM.

- 3HaTh CTaHAAPTHI H
JTy4lIne MIPAKTUKU
aJIMUHUCTPUPOBAHUS
nC

- YMeTh IIaHUPOBATh H
OpPTraHU30BBIBATH
IPOEKTHI 110 CO3/IaHUIO U
moupukarm UC

CriocoOHOCTE
pa3zpabaThiBaTh
IIPOEKTHBIC IIJIaHBI,
YCTaHABIIMBATh  CPOKH
BBITTOJTHECHHUS 3aj7a4,
pacipenensaTb pecypehbl
u KOHTPOJHPOBATh

BBITIOJTHEHUE PadOT JIst
YCIIEIIHOTO 3aBEPLICHUS
MIPOEKTOB.

- YmMers
mporeccaMmu
COIIPOBOKICHHUS
MH(OPMALIMOHHBIX
cHCTEM

YMenue
KOOPAMHUPOBATh
paboTHI MO MOJAEPKKE U
00CITy’)KUBaHUIO HC,
BKIIFOYAasi ~MOHHUTOPWHT
COCTOSIHUS CHCTEM,
yIIpaBlIcHUE
WHIMIEHTaMU u
BBITIOJTHEHHE
perysipHbIX
OOHOBJICHUH.

- YMerb HpOBOJUTH
aHaIN3 PHCKOB u
OIIeHKY 3¢ dexTuBHOCTH

YIPaBIATH

- Brnamerr HaBBIKaMU
paboThI c
MHCTPYMEHTAMHU
yIpaBIICHUS
MIPOCKTaMHU

VYMeHue ucmnoiab30BaTh
COBPEMCHHBIC
WHCTPYMEHTBI
yIpaBIeHUs
MPOEKTaMHU
(Hampumep, Jira,
Microsoft Project) mns
TUTAHUPOBAHUS 3aj1ad,
OTCIIEKUBAHMS
mporpecca u
YIIpaBICHUS
pecypcamu.

- Bmagerr MmeTomamMu
MOHHUTOPHHTA 51
aJIMHHHCTPUPOBAHUS
ncC
OcBoenne
MOHHUTOPHHTA
MTPOU3BOTUTEIIEHOCTH
UH(OPMAITMOHHBIX
CUCTEM W YIPaBJICHUS
nX 0€30IaCHOCTBIO C

JUIA

TEXHHUK

HCIIOJIL30BAHUEM
CHeUaIn3UupPOBAHHBIX
MIPOTrpaMMHBIX
CPEACTB.

- Bnagerr HaBRIKaMU
B3anMMOICHCTBUS C




HmeTb mpejncTaBieHUE | IPOCKTOB 3aWHTEPECOBAHHBIMU
0 MeXyHapoaHbIX | CrocoOHOCTh CTOpPOHAMHU
CTaHJgapTax B OOJIACTH | UACHTHU(PHUIHUPOBATH Ymenue 3¢pQPEeKTUBHO
a/IMUHUCTPUPOBAHUS NOTEHIMAJIbHBIE PUCKU | OOLIAThCA c
UH(POPMALMOHHBIX B TIIpPOLIECCE CO3[aHMA | KIIMEHTAMH,
CHCTEM, BKIto4asg | win Mopubukanuu MC, | moap3oBaTensiMu u
0e30macHOCTb JAHHBIX, | @ TaKXKe OICHHMBATh | KOMAHIOW  TMPOEKTa
ylpaBjIeHUuEe J10CTyNoM | 3((HEeKTUBHOCTh s YTOUHEHMUSI
u MOHUTOPHHT | BHEAPEHHBIX peIIeHUH | TpeOOBaHUH,
IPOU3BOUTENBHOCTH. Ha OCHOBE KJIKOYEBBIX | IOJy4eHHUs OOpaTHOH
HoKa3aTelei CBSI3U U OOEcIreueHus
IPOU3BOIUTEIBLHOCTH YCIIELIHOTO
(KPI). BBITIOJTHEHHSI
IIPOEKTOB 1o
aBTOMaTH3aIUU
OpraHU3aLOHHOTO
yIpaBJIeHUSI.

3.2. Kpurepun onieHKH pe3yJbTAaTOB 00VUEHHS IO JHCIHMILJIHHE

MIxana
OLICHUB
aHud

Nugukaropbl
JTOCTHKEeHHUS

IToxa3aTeu oeHMBaHNUS Pe3yJIbTATOB 00y4eHHUS

OTJIMYHO/3AYTEHO

3Haer:

- CTY/ICHT IJIyOOKO M BCECTOPOHHE YCBOWJI MaTepHaj, YBEPECHHO,
JIOTUYHO, IOCJICJIOBATEIILHO U TPAMOTHO €ro M3jIaraeT, OMHpasCh
Ha 3HAHUS OCHOBHOM U JOMOJIHUTENBHOMN TUTEPATypPHI,

- Ha OCHOBE CHCTEMHBIX HAYJYHBIX  3HAHUHU
KBATM(UIIMPOBAHHBIE  BBIBOABI W 0000MIEHUS,
OTICPUPYET KATCTOPHUSIMH U TTOHSITHSIMH.

JIeNaeT
CcBOOOIHO

Ymeer:

- CTYIEHT yMEeT CaMOCTOSITeNIbHO U MPaBUJIBLHO periath yueOHO-
npoeCCUOHANIBHBIC 3a/la4ll WJIM 3a/IaHHs, YBEPEHHO, JIOTMYHO,
MOCJIEIOBATEIbHO U apryMEHTUPOBAHO M3JlaraTh CBOE PEIICHHE,
WCIIOJIB3Ys HAyYHBIE TIOHSTHS, CChIIAsICh HA HOPMATUBHYIO 0a3y.

Bnaneer:

- CTYHEHT  BJAJE€eT  pAlUOHAIBHBIMU  MeToAamMu  (C
WCIIOJIb30BAHUEM PAllMOHATBHBIX METOJWK) PEIICHUSI CIOKHBIX
npodecCHOHANBHBIX 3a7a4, MPEICTaBICHHBIX JEIOBBIMH HUTPAMU,
KeiicaMu | T.J.;

[Ipu pelreHnn NpoAEMOHCTPUPOBATT HABBIKU

- BBIJICJICHUS TJIAaBHOTO,

- CBSA3KOH TEOPETUUYECKUX
PYKOBOJISIIIIUX JOKYMEHTOB,

- U3JI0KEHUS MBICJIEH B JIOTUYECKOM MOCIIe0BaTEILHOCTH,

- CaMOCTOSITENBHOTO aHamm3a (aKThl, COOBITHH, SBJICHHH,
MIPOIIECCOB B MX B3aMMOCBSI3U M TUAJIEKTHUYECKOM Pa3BUTHUHU.

MMOJIOKEHUH C Tpe6OBaHI/I$IMI/I

XOPOMLIO/3A
YTEHO

3Haer:

- CTYJIEHT TBEPJO YCBOWJI MaTepuall, JOCTaTOYHO I'PaMOTHO €ro
U3JIaraeT, ONMpasCh HA 3HAHUSA OCHOBHOM U JONOJHUTEIBHOU
JUTEPaTyphl,

- 3arpyaHsercs B  (OPMYJIHMPOBAHUHM KBaTM(PUIHUPOBAHHBIX
BBIBOJIOB M O0OOIIEHUI, ONEPUPYET KAaTETOPUSMU U TOHSTHIMU,
HO HE BCETr/la MPaBWIbHO UX BepUPHUIIUPYET.




VYwMmeer:

- CTYIEHT yMEET CAMOCTOSATEIbHO M B OCHOBHOM IPaBUIbHO
pematy ydyeOHO-TIpoeccHoHaNIbHBIE 3aJauyd  WIM 3a/aHus,
YBEPEHHO, JIOTMYHO, IIOCJIEI0BATEIbHO U apryMEHTHUPOBAHO
M3JIaraTh CBOE PEIICHHUE, HE B IIOJIHOM MEpE UCIIOJIb3ysl HAyYHbIE
TIOHSTHSI M CCBUTKH HA HOPMATHBHYIO 0a3zy.

Bnaneer:

- CTYIEHT B 1IE€JIOM BJIaJIcET pPalMOHAIBHBIMU METOJaMHU
pelicHuA CJIOKHBIX HpO(I)CCCI/IOHaJIBHBIX 3ajaa4,
MPEJICTaBICHHBIX JICJIOBBIMA UTPAMH, KecamMu U T.1.;

[Ipu pemenun cMOr NPOAEMOHCTPUPOBATH AOCTATOYHOCTH, HO
HE TUIYyOMHHOCTh HAaBBIKOB

- BBIJACJICHUA I'JIaBHOI'O,

- U3J10’KEHUS MBICIICH B JIOTHYECKON MOCIEA0BATCILHOCTH.

- CBSI3KHN TCOPCTUICCKUX HOJIOKEHUN C Tpe6OBaHI/I$IMI/I
PYKOBOJISIIINX IOKYMEHTOB,

- CaMOCTOSITENILHOTO aHaiu3a (aKThl, COOBITHH, SBICHUM,
MPOIECCOB B UX B3aUMOCBSI3H U TUAJICKTUUYECKOM Pa3BUTHH.

YAOBJETBOPUTEJIBHO/3AYTEHO

3Haer:

- CTYJICHT OPUEHTHPYETCS B MaTepuayie, OJHAKO 3aTPYAHSAETCS B
ero M3JIOKCHMU,

- TIOKa3bIBaeT  HEJOCTATOYHOCTH 3HAHWM  OCHOBHOM U
JIOTIOJIHUTEIbHOM JINTEpaTyphl;

- c11abo apryMEeHTHPYET Hay4YHBIC MTOJI0KECHHUS;

- TpPaKTHUYECKH HE Ccrmoco0eH c(hOpMyIUpoBaTh BBIBOJABI H
000011IeHH S ;

- YJACTHYHO BJIaJIc€T CUCTEMON IMOHITUH.

Ywmeer:

- CTYJICHT B OCHOBHOM YMEET PEIIUTh y4eOHO-TPO(ECCHOHATBLHYIO
3aJjayy WM 3aJjaHue, HO  JIOMYCKAaeT  OIMMOKH, clabo
apryMEHTHUPYeT CBOE€ pEIIEHUE, HEIOCTATOYHO HCIOIb3YeT
HaquBIC IIOHATUA U pYKOBO)IﬂHII/Ie }IOKYMCHTI)I.

Bnaneer:

- CTYACHT BJIAJACCT HCKOTOPBIMU pPallMOHAJIBbHBIMHU MCTOdaMU
pelIeHusl CIOXKHBIX MPOodeCCHOHAIBHBIX 3a7ad, MPEICTaBICHHbBIX
JIETTOBBIMUA UTPaMH, KEWCAMH U T.1.;

[Ipu penreHnn NpoaEeMOHCTPUPOBAII HEJOCTATOYHOCTh HABBIKOB

- BBIJICJICHUS TJIABHOTO,

- U3JI0KEHUSI MBICJIEH B JIOTUUECKOM MOCIEA0BATEIbHOCTH.

- CBS3KU TCOPCTUICCKUX MHOJIOKEHUU C Tp€60BaHI/I$IMI/I
PYKOBOJSIIIUX JOKYMEHTOB,

- CaMOCTOSITENBHOTO aHaim3a (aKThl, COOBITHI, SBJICHHH,
MPOLIECCOB B MX B3aMMOCBSI3U U IUAJIEKTHYECKOM Pa3BUTHUHU.

KOMHCTCHL{I/IH HC NJOCTUTHYTA

HEVJIOBJIE
TBOPUTEJIh

3Haer:

- CTYZICHT HE YCBOMJI 3HAYUTEIHLHOW YaCTH MaTepHaa;

- HE MOXET apryMEHTHUPOBATh HAYYHbBIE MOJOKEHNUS,

- He (hopMyHUpyeT KBATU(DHUITMPOBAHHBIX BHIBOJIOB U 000O0IICHUIA;
- HE BJIAJEET CUCTEMOU MOHATHM.

A VAVia A nis W A il

Ywmeer:

CTYACHT HC IIOKa3aJl YMCHHEC pCUIATh y‘-IC6HO-Hp0(I)CCCI/IOHaHLHy}O
3agavy WA 3alaHUC.




Bnaneer: HE BBHINIONHEHBI TPeOOBaHUs, TMPEABABISAEMbIE K HaBBIKaM,
OIICHUBAEMBIM ‘‘YJIOBJICTBOPUTEIILHO .

Ilpu omeeme Ha 60npochl 8 pAMKAX NPOXOHCOEHUS NPOMENCYMOUHOU ammecmayuu (3avem/
3auem ¢ OyeHkol/ IK3ameH) OONYCKAemcs B601bHAS (HOPMYIUPOBKA OmMEemd, MNo CMbICIY
packpulearowas cooepaiicanue omeemad, YKA3AHHO20 6 (PoHOe OYEHOUHbIX CPeoCme, 8 Kauecmee
6epHo20 omeema.

IIpu noocomosxe omeema 8 pamrax npPoXoAHCOEHUs: NPOMENHCYMOUHOU ammecmayuu (3avem/
3auem ¢ OYeHKoU/ IK3aMeH) O00YYarWUMC paspeuiaemcs UCHOIb308AMb KANbKYIAMOp U
Ccnpagounvie madoauybl.

4. TunoBble KOHTPOJbHBbIE 3aJaHUS (3AKPBITOr0, OTKPBHITOr0 W HMHOI0 THIA) IS
NpoBeJeHUs TPOMEKYTOUHOIl aTTecTalluM, HeOOXOAUMbIe /ISl OLEHKHU JOCTHKEHHS
KOMIIETEHI[HH, COOTHECEHHOI ¢ pe3yJIbTaTaMu 00yUYeHHs M0 JUCIUILIHHE

7 CEMECTP
MK-2

Pa3paborka, conpoBoxieHue U odecrneyeHue 6€30NMaCHOCTH HH(POPMAIMOHHBIX CHCTEM

1. JlomonHWTe TMpeIIOKEHHe: ... - OSTO COBOKYMHOCTh OJHOTO WIM HECKOJBKUX
KOMITHIOTEPOB, TIPH HEOOXOAMMOCTHU CETEBOHM cpeabl U mepudepuitHoro o00pyI0BaHUsA, a TaKkKe
MPOrpPaMMHOTO O0ecTieueHus, OpraHn30BaHHas s 00paboTKu uHGOpMaIuu. YKaKUTE TEPMUH:

OTBeT: BHIYUCIUTEIbHAS CHCTEMA

2. ... CHTHaja — 3TO TPOIEeCC CO3JaHMs MH()OPMAIMOHHOTO CHTHAjla Ha OCHOBE OWTOBOM
nocse10BaTelbHOCTH Kajpa ((peiima). Ykaxute Ha3BaHHE Ipoliecca.

OTBer: KOAMpOBaHHE

Bo3MOKHBIN BApHAHT 0TBETA: KOAMPOBAaHHME CUIHAJIA

3. OO6menpuHsaToe 0003HAYEHHE pacIlpe/eIeHHOW aTakd OTKa3a B  0OCITYy)XKMBaHUU
(anrnuiickas abOpeBuarTypa):

OtBer: DDoS

Bo3Mmoskubiii BapuaHT orBera: DDoS-araka

4. ... - 3TO MOJy4YEHHE JOCTyNna K MH(OpMAIMM C HApyIIEHHEM IPaBHJ, YCTAHOBJIEHHBIX
3aKOHOJATEIbCTBOM WJIM BIIA/IENIBLIEM.
OTBeT: HECAHKIIHOHMPOBAHHBIN JOCTYI

5. 3ammta goctyna k JaHHbeIM B B/ ocymectBisercs nmpukinaaaeiM 10, oTHOcsAmuUMES K
KaTerOpHHu:

OtBer: CYB/]

Bo03MOKHBII BADMAHT 0TBETA: CHCTEMbI YIIPABJIeHUs 02a3aMH JaHHBIX

Bo3mo:kHBII BADHAHT OTBETa: CHCTEMa yIpaBJieHHs 0a3aMH JaHHBIX



6. ApxuTekTypa pacmupeelieHHbIX WH(GOPMAIMOHHBIX CHCTEM C IIEHTPAIM30BaHHBIM
JOCTYIIOM K 001IeMY pecypcy:

OTBeT: KJIMEHT-cepBep

Bo03MOKHBI BADHAHT OTBETA: KJIMEHT-CepBePHast

Bo3MoO:KHBIN BADMAHT 0TBETA: KJIMEHT-CePBEPHAsi apXUTEKTypa

7. B COBpEeMEHHBIX MHTEIPUPOBAHHBIX CETSAX HamboJee BOCTPEOOBAHHBIM METOJOM
B3aUMOJICHCTBHS T€TEPOr€HHBIX CETEH ABIAETCA:

OTBeT: TYHHe/IMPOBaHHUE

Bo03MOKHBI BADHAHT OTBETA: HHKAINCYJISIIIAS

8. KomnbroTepHble mporpaMMbl MWIM YCTPOMCTBA JJsl 3axBaTa M aHaiu3a Tpaduka
(mampumep, Wireshark) oTHOCcSTCS K KaTeropuu:

OTtBer: cHupep

Bo3mo:xHblii BapuaHT oTBeTa: sniffer

Bo3moxkHbIiH BapuaHT oTBeTa: CHU(PDepbI

Bo3mo:xHblii BapuaHT oTBeTta: sniffers

9. KoMMNOHEHTHl BBIYMCIUTENBHBIX CETEeH, Ui KOTOPBIX OMpesesieHbl (PYHKIIMOHAIbHBIE
pOJH KIIMEHTA U cepBepa:

A. IlporpammMHbIe mpouecchl Ha y3Jax

B. Kanansl cBs13u (cpeasl nepegaun)

C. HnadopmanroHHbIE COOOIICHUS

D. Ceressie unrepdeiico

Otser: A. IIporpaMMHbIe IPOLECCHI HA y3/1aX

10. ITpumepbl akTHUBHBIX YIpo3 (M3MEHSIOIMX CTPYKTYpy U COJAEp)KaHHE KOMIIOHEHTOB
MH(OPMALIMOHHON CUCTEMBI):

A. HeCaHKIIMOHUPOBAHHBIA JOCTYI

B. BbIMorarenb-mudpoBaabuuk ¢aiijion

C. IP-cnygdunr

D. otka3 B o0cinyXUBaHUU

Ortsert: B. BeiMorareas-mudposaasumk ¢aiinos; C. IP-cnypdunr

11. BeiOepure KOMOMHUPOBAHHBIE THIIBI CETEBBIX aTaK:
A. sniffing

B. araka s3kcmioiToM

C. araka nocryma DoS

D. cereBas pa3Beaka

OtBet: B. araka s3kcnioiitom; D. cereBasi pa3Beaka

12. Bwioepure 3amaun OC 10 YIIpaBJICHUIO MPOTPAMMHON (OTIEPAIIHOHHON CPEJION ):

A. ympamieHHe ¢ TOMOIIbBIO IpaiiBEpOB

B. naucnerdyepusanusi NpOrpaMMHBIX IPOLECCOB

C. CcHHXpOHH3aUHs MPOIECCOB MO OTHOLIEHHIO K OOIIUM pecypcaM BBIYHMCIUTEIbHOM
CUCTEMBbI

D. cereBoe B3aumoeiicTBUE

Oteet: B. nucneryepusanmusi MporpaMMHBIX npomneccoB; C. CHHXPOHH3AIUA MPOLECCOB
10 OTHOIIIEHUIO K 00IIMM pecypcaM BbIYUCIUTEIBHOH CHCTEMBbI



13. Jlna OC ypoBHEBO# (CI0€BOI) apXUTEKTYPhI XapaKTEPHO:

A. TmpukiagHas TporpaMMa  MOXKET IOJNYYUTh JOCTYH K OOOpYJOBAHUIO TOJBKO
nocpeactsom siapa OC

B. BpeMeHHass mpeaACKa3yeMOCTb  BBIYHCJIUTEIBLHOW  CHCTEeMBI B  YCJIOBHSIX
0HO32/1a4YHOCTH

C. mnpukjIagHas NMPorpaMMa MoOKeT MOJYYUTh JOCTYN K 000PYA0BAHHIO PA3IHYHBIMU
crnoco0aMu, B T.4. U HEMOCPEACTBEHHO

D. crabunpHOCTH pabOTHI B YCIOBHSIX MHOT033a4HOCTH

OtBer: B. BpeMeHHasi NpeaAcKa3yeMOCTh BbIYHUCIUTEIbHONH CHCTEMBbI B YCJIOBHAX
oaHo3anayHocTu; C. mpUKIAaIHAsA NPOrpaMMa MOXKeT MOJYYHMTh JOCTYNl K 00OpPYyI0BAHHIO
Pa3JIMYHBIMU CNIOCO0AMHU, B T.4Y. H HENOCPEeACTBEHHO

14. K mMeToay CHHXpOHH3AIMH MPOLECCOB ¢ OIOKHPOBKO B OC OTHOCATCS MPUEMBI:
A. anroputm Ilerepcona

B. OnokupoBaHUWE IMIMHBI TAMSATH

C. cemadop HdeiikcTpsl

D. wMbIOTEKC

OrtBet: C. cemadop deiikcrpsoi; D. MbroTexe

15. ... - 310 1ABa MiM OoJsiee MPOrPaMMHBIX IPOLIECCA, BBHITOJIHAIOIIMECS HA Pa3HBIX Y3Jax,
MOCPEJICTBOM ~ MH(MOPMALMOHHOTO  B3aUMOJEHCTBHS IO  CETH  PEAIM3YOLMX  OOIIyro
BBIUHUCIUTENbHYIO 3a7auy (OKa3aHWE YCIyrd NOTPEOUTEN0 - TMOJb30BATENI0 WIM JIpyrou
nporpamme).

A. TpOTOKOJBHBIN CTEK

B. nokanpHas mporpammHas ciyx0a

C. cereBasi mporpaMMHas CJIy:k0a

D. cereBoii unTepdeiic

Ortset: C. ceTeBasi nporpaMMHasi cJ1yx0a

16. Otkyna npoucxoaut 3axBat Tpaduka cauddepom tuna Wireshark?
A. TpOTOKOJBHBIN MOPT

B. 0Oydep DNS-knuenra

C. 0Oydep cereBoii KapThl

D. ¢aiin nogkauku OC

Otser: C. Oydep ceTeBoii KapThl

17. CpenctBa 3alIMTHI JaHHBIX OT HECAHKIIMOHUPOBAHHOTO aocTymna (ACL) mpuCyTCTBYIOT B
(haliIOBBIX CHCTEMAX:

A. extd

B. NTFS
C. FAT32
D. HPFS

OtBer: A. ext4d; B. NTFS

18. ... - a0 mpouenypa pacno3HaBanus cyorekra MC no ero uaeHTudukaTopy npy mornbITKe
CcyObeKTa BOWTH B CUCTEMY.

OTtBer: naeHTUPUKALNS

Bo3MOKHBIH BapUaHT OTBeTa: HAeHTHQUKANUSA Cy0ObeKTa

Bo3mo:xHbIii BapuaHT oTBeTa: naeHTH(puKkanusa cyobexra UC

Bo3mo:kHbIli BApHAHT 0TBeTa: HAeHTH(PHKanus cydbekTa MH(GOPMAIHOHHOI CHCTEMBbI

19. Ha nerkoBepHOCTH TIOJIK30BATENsI OCHOBAHA CETEBAst yrpo3a:



OtBet: Phishing
Bo3moxkHbIi BapuaHT oTBeTa: OUIIMHT

20. ... - 3TO0 mpoLeaypa MPOBEPKHU MOATUHHOCTH UACHTHPHUIMPOBaHHOTO cyobekTa 1C.
OTtBeT: ayTeHTH(PUKALHS

Bo3mo:kHBIi BADHAHT O0TBeTa: ayTeHTH(UKAI U cCy0beKTa

Bo3moxkHbIi BapuaHT oTBeTa: ayreHTH(puKanns cyobekra UC

Bo3mo:kHbIi BaApHAHT O0TBeTa: ayTeHTH(UKaNUs cy0beKTa HHPOPMALMOHHON CHCTEMBbI

3ajaHust OTKPHITOTO TUIIA:
1. Ha3zoBuTe OCHOBHBIC METO/IbI 3aIIUTHI HH(pOpManuu?

2. JlaiiTe ompenencHue MPaBOBBIM METOIaM 3aIUTH HHPOPMAITUH?
3. Uro Takoe opraHM3alMOHHBIC METOIbI 3aIUThI HHpOpMaIuu?

Ne Bomnpoc OtBer
1 HazoBute ocnoBubie MeTonbl | [lludpoBanue, ayreHTH(UKAIUSA, KOHTPOIb JOCTYIIA,
3amuThl HH(QOpMAAN? pe3epBHOE KOMUPOBAHHE, AHTUBHUPYCHAs 3alllHTa,
ME)KCETEBbIE KPaHbl, MOHUTOPUHT U ayIHT.
2 Haiite onpenenenue | [IpaBoBeie MeTOJBI 3amIUTHI WHPOPMAIUU — 3TO
MIPaBOBBIM METOJaM 3aIlIMUThHI | COBOKYITHOCTh HOPMaTHUBHO-TIPABOBBIX aKTOB,
nHpopmanun? pEerIaMeHTUPYIONIUX  TOPANOK  oOpaimieHust ¢

HHq)OpMaHHeﬁ, OTBCTCTBCHHOCTb 3a €€ 3alluTy H
HaKa3aHHWA 3a HAPYUICHUC 3TUX ITPABUIIL.

3 Yro Takoe opraHu3alvoHHble | OpraHu3alMOHHbIE METO/bI 3aIIUTHl UH(OPMAIMA —
METO/IbI 3alUTHI | 3TO MEpbI U NpaBUia, HANpPaBICHHbIE HA YIpPaBJIEHUE
uHpopmanuu? JocTynmoM K uH(opmanuu, oOecrnedeHue — e€

Oe3onacHoCcTH u KOHTPOJIb BBITTOJTHEHHS

YCTaHOBJIEHHBIX TPOLIETYP.

7 CEMECTP
IK-7
1. .. - 5710 craryc uHpOpMalMH, OTPAHUYMBAIOIIMN JOCTYN K HEH Y3KOMY Kpyry

ABTOPHU30BAaHHBIX I10JIb30BATEIEH.
OtBer: KOHQUACHINATBHOCTD
Bo03MOKHBIN BAPHAHT 0TBETA: KOHQPUIACHIHMATBHOCTH HH(POPMALIMHU

2. ... IOJB30BATENS - 3TO COBOKYIHOCTh PETUCTPAIIMOHHON WH(OPMAIMU O TOJIb30BaTelNe, a
TaK)K€ MHBIX JAaHHBIX, HEOOXOJIMUMBIX NJsl ero ayreHTHduKanuu u aBTopusanuu B MC. Ykaxute
TEPMUH.

OrtBer: y4éTHas 3anHUCh
B03MOKHBI BAPDHAHT OTBETA: Y4eTHAs 3allUCh

3. Jucneruep 3aaad B OC, B OCHOBHOM, YIPABIISAET JTOCTYIIOM K PeCypCy:
OtBer: BpeMsi pa0doThI Ipoueccopa

Bo3MoOKHBII BADMAHT 0TBETA: IIPOLECCOp

Bo03MOKHBIN BAPMAHT 0TBETA: HEHTPAJbLHBIN Npoueccop

Bo3moxknbiii Bapuant orBera: HITY



Bo3moxknbiii BapuanT orBera: CPU

4, AnmapatHas aOCTpakius OCHOBHOW mamMatu OBM, B KOTOpPOH KaXIOMy IMpOIECCY
co3JlaeTcs COOCTBEHHOE apecHOEe MPOCTPAHCTBO, HE 3aBHUCAIIECE OT aJPECHBIX IPOCTPAHCTB IPYTUX
MIPOLIECCOB:

OTBeT: BUpTYaJIbHAS NAMATH

Bo3Mo:kHBIIi BADHAHT O0TBETA: BUPTYaJbHasi NaMATh KOMIIbIOTEpa

5. ... - 9TO MHoromaroas omnepauus nepeoaa bJl W3 0IHOTO IENIOCTHOIO COCTOSHUSA B
JPYroe LEJIOCTHOE COCTOSIHHE, KOTOpas BBIMOJIHSAETCS LEIMKOM WM HE BBIIOJHIETCS BOOOIIE.
YKaxure TepMUH

OTBer: TpaH3akuus

6. .. - 9TO COCTOSHHWE BHYTPCHHEH HEMPOTHUBOPEYMBOCTH HHQOpPMAIMHM B Mporecce e
XPaHEHUs WIH Nepeayn.

OTBeT: 1EJOCTHOCTD

Bo03MOKHBI BAPHAHT OTBETA: IEJOCTHOCTH HH(pOpMAIIUU

7. CeteBoiil MPOTOKOJ MEpelayn YIPABISIOMUX COOOIICHUI B MEKCETEBOU Cpeie:
OtBer: ICMP
Bosmo:knbiii Bapuant orBera: Internet Control Mesge Protocol

8. MeHio ¢ HabopamMu KOMaHJ | IO3UIMOHUPYIOIIEE YCTPOHCTBO BXOISIT B COCTaB
KOHIIEIIIUH TOCTPOCHHUS MOJIh30BATEILCKOTO HHTep(erica ... YKaxute abOpeBuarypy.
OtBer: WIMP

9. .. - DJTO KOJMYECTBEHHAs BEPOSATHOCTh peaJu3alMyd YIrpo3bl HH(GOPMAIIMOHHOMN
0€30MacCHOCTH. YKaXKUTE TEPMHUH.
OtBer: puck

10. OTHOCUTENBHO ANUTENBHYIO 3aJIEPKKY TUCIETUEpPH3alMU BaXXHOW MPUKIAIHON 3amadu
n3-3a pabOoTHI sA/Ipa JA0IMycKaeT ... apxutekrypa OC.
OTBeT: MOHOJIMTHAS

11. Metoa B3auMOJICHCTBUS TE€TEPOTCHHBIX CETEH, NMPU KOTOPOM OCYIIECTBISETCS TOJTHOE
nepegopMaTHPOBAHKE MTAKETA:

OTBeT: TpaHCJASIINUS MAKETOB

Bo3MoKHBIi BApHMAHT OTBETA: TPAHCJISIIUS

12. CumBoNBHBIN (CUMBOJIHYECKH) (popMaT aapeca y3ia ATHHON A0 255 0alT UCTIONb3yeTCs
B ceTH VIHTepHET B cucTeMe ajpecaiy (yKa)kKUTe Ha3BaHUE):

Otet: DNS

Bo03MO:KHBII BADMAHT OTBETA: CHCTEMA JIOMEHHbIX HMEH

Bo3Mmoskubiii BapuaHT orBera: Doin Name System

13. Cereoii npoToko ajs onpeneneHus C-aapeca Ipyroro KOMIbIOTEpa 1Mo U3BecTHOMY [P-
azpecy:

OtBer: ARP

Bo3mo:xnbiii Bapuant orBera: Address Resolution Protocol

14. TInanupoBanue UHGOPMAITMOHHON OE30MACHOCTH TPEOYET yueTa pUCKOB paclpeaeeHHOM
aTakM «4eJI0BEK-B-CEpEIMHEY», 0003HaYaeMO# B CIIEIMaIbLHOM JInTepaType Kak (ab0peBuarypa):



OtBer: MITM
Bo3Mmo:kubiii BapuanT orBera: MITM-araka
Bo3moxxnbiii BapuanT oTBeta: araka MITM

15. ®daiinoBass cucremMa CO  BCTPOSHHBIMHM  CPEACTBAaMH  3AIUTHl  JAaHHBIX  OT
HecaHKLUHOHMpoBaHHOTO noctyna (ACL), koTopyro pekomeHayetcst ucnoib3oBars B OC cemeiicTBa
Windows NT:

Otser: NTFS

16. Meron B3aUMOJEUCTBUSI TETEPOTCHHBIX CETEH, MPH KOTOPOM MAKEeT IIPEOI0JIeBaCT
TPAH3UTHYIO MOJCETH B MTOJI€ JAHHBIX ITAKETA 3TOW TPAH3UTHOMU MOJCETH:

OTBeT: TYHHeJIMPOBaHUE

Bo03MOKHBI BADHAHT OTBETA: HHKAINCYJISIIIAS

17. ... - 310 cBOMCTBO MHbOPMAIUK, KOTIa JIETaIbHBIA TOCTYI K HEM MOXKET OCYIIECTBISATHCS
OecCIpensITCTBECHHO.

OTBeT: 10CTYIHOCTD

Bo3Mo:KHBIN BApMAHT 0TBETA: JOCTYNTHOCTH MHGOPMaIIUK

18. K mpobnemam ucronbp30BaHus PU3NICCKON aMsITH 0e3 a0CTpaKIHiA OTHOCSATCS:

A. Bo03MO:KHOCTH BMeLIATEJLCTBA NMPOrpaMM B padoTy ApYr Apyra mpu adco.Il0THOI
aapecanuu

B. 3anepxka nucneruepuzanuu

C. HuBepcus npuopuTETOB

D. ledunur ¢pusndeckoi namsiTu

OtBer: A. B03MOXKHOCTH BMeWIATEJIBCTBA MNPOrpaMMm B padoTy apyr Apyra ImpH
a0couroTHol agpecanun; D. lepunur ¢pusndeckoit namsTi

19. K mexanuszmam gucrnieTyepusaliy 3a/1a4 B BBIYUCIUTEIHHON CUCTEME HE OTHOCSITCS:
A. Tlpuopurtuzamnus 3anaqy

B. BrITecHs0Ias MHOT03aJa9HOCTh

C. KgsanToBanme BpeMeHH pabOTHI ITpoIieccopa

D. Cunxponu3auus 3agaqy

Ortser: D. CunxpoHu3anus 3a1a4

20. Brox4eiH - 3TO TEXHOJIOTHS TIOCTPOCHHUS CETEBBIX MPOTPAMMHBIX CITYK0, OCHOBaHHas Ha:

A. LeHTpanM30BaHHOM JOCTYyIE K HH(OPMALIMOHHOMY PECypCy

B. 1emenTpasiu3oBaHHOM J0cTyne K MHGOPMAIIMUOHHOMY pecypcy

C. OTKpPBITOCTH peecTpa TpPaH3aKIMUi

D. xpuntorpaduueckom mudpoBaHuu peectpa

OtBer: B. jemnenrpanu3oBaHHOM jaoctyne Kk wuHpopmanuonHomy pecypey; C.
OTKPBITOCTH peecTpa TPaH3aKI Ui

33Ilal-ll/lﬂ OTKPLITOI'0 TUIIA:

1. HazoBuTe OCHOBHBIE METO/IbI TPOTUBOACHCTBUS CHUDPUHTY.
2. Y10 TaKoe rocyapcTBeHHas TaiHa?
3. Yrto Takoe KoMMepueckas TaifHa?

Ne \ Bompoc Otser




HazoBute OCHOBHBIC MCTOObI
IIp OTHBOHeﬁCTBHH

caudunry.

[[udpoBaHre MaHHBIX, UCIIOJIB30BAHUE 3AIMUIIEHHBIX
nporokosioB (HTTPS, VPN), cermenranus certu,
bubTpanus MAC-anpecos, OTKJIFOYEHHE
HEUCIIOJb3YEMbIX IOPTOB, MOHUTOPUHT CETEBOTO
Tpaduxka.

Uro Takoe rocymapcTBEHHas
Tarua?

locynmapctBenHas TailHa — 93To HHGopMaIus,
oXpaHseMasl rocyJapCTBOM, PAaCKpBITHE WM YTEUKa
KOTOpOM MOXET HaHecTH yiiepd Oe30macHOCTH,
000pOHOCTIOCOOHOCTH WJIM MHBIM JKH3HCHHO Ba’KHBIM
MHTEpECaM CTpPaHBI.

Uro Takoe KomMMepyecKas
TaitHa?

Kommepueckass TaiilHa — 3T0 KOH(pHICHIMATbHAS
uHpopManus, CBSI3aHHAs c JESATENBHOCTBIO
OpraHu3anuu, KOTOpas IIPEIOCTABIIACT en

KOHKYPEHTHOE TMPEUMYIIECTBO M OXPAHSETCS 3aKOHOM
OT pa3rJalicHusl.
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