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1. IlepeyeHsr KOOOB KoOMIleTeHUMH, (POPMHPYeMbIX IMCHMIUIMHON B Ipouecce
0CBOeHHs1 00pa30BaTeJIbHOI MPOrpaMMbl

I'pynna koMnereHuui Kareropusi komnereHumi Kon

[1K-4

[TpodeccuonanbHbIe -

2. KoMneTeHIIMU U MHAUKATOPBI HX JIOCTHKEHUSA

Kon DopMyJIHPOBKA
NuaukaTopsbl 10CTHKEHUSI KOMIIETEHIIMU
KOMIIeTeHIIUH KOMIIeTeHIIUH
IIK-4.1. Apnantanus  OM3HEC-TIPOIIECCOB K
Bo3MokHOCTsIM THIOBoM MC. Pa3paborka mopemnu
ousHec-mporeccoB. [IpoexktupoBanue u ausaiin C
IIK-4.2. Co0p maHHBIX 0 3ampOCax U MOTPEOHOCTIX
3aKa3ynka mnpuMeHutenbHo K Tunooi UC.
JIoKyMEeHTUpOBaHHE  COOpaHHBIX  JAHHBIX B
COOTBETCTBHUH C perjaMeHTaMH OpraHU3aI1u.
IMK-4. Cnocoben | IIK-4.3. CornacoBanue u yTBepxaeHne TpeOoBaHUM
obecrieunBaTh K tunosor UC.
TEXHUUYECKYIO IIK-4.4. Paspaborka mnpororunoB HNC Ha 0aze
MOJJIEPKKY tunoBoid IC B cOOTBETCTBUU C TPEOOBAHUSIMHU.
MPOLECCOB MK-4.5. Unrerpanuss UC ¢ cymectByromumu MC
CO3/IaHUA 3aKa3zyuKa
K-4 (mogudukanuun) u | I[MK-4.6. MopynsHoe u WHTETPAIIMOHHOE
i COTIPOBOXKICHUS tectupoBanue VC.
UG, IIK-4.7. Co3nanue pyKkoBOJACTBAa aJMUHHUCTPATOpA,
ABTOMATU3UPYIOII | PyKOBOJCTBA MPOrPaMMUCTA U TMOJIb30BATEIbCKON
ux 3a/1auM | JOKYMEHTalMu K MOAW(UIMPOBAHHBIM 3JIEMEHTaM
oprauzauoHHor | tunosoil C
o ympasnenuss u | [IK-4.8. 3nanme  oTpacieBoil  HOpPMaTHBHOMN
OM3HeC-TIPOLIECCHl | TEXHUYECKON TOKyMEHTAllUuU
MK-4.9. IIpoBeneHune IIPUEMO-CIaTOYHBIX
ucnbiTanui  (Banmpauun) MC B cooTBeTCTBUH €
YCTaHOBJIEHHBIMU PETJIaMEHTaMHU.
IIK-4.10. JoxymeHnTanbHOe odopmiieHne
pe3yibraTta IMpPUEMO-CAATOYHBIX HCIBITAHUH B
COOTBETCTBUH C YCTAHOBJICHHBIMU PETJIAMEHTAMHU.
IIK-4.11. CornacoBanue JOKyMEHTAINH.

3. Onucanne IJIAHUPYEMBLIX PE3YyJAbTATOB OﬁyquI/Iﬂ o TMCHMIIJIMHE

3.1. Onucanue naanupyemuix pe3yiomamos 00y4enus no OUCYUnIUHe
[Tnanupyembie pe3yabTaThl 0OYUEHHUS MO AUCHUIIIMHE MPEACTABICHBI TECKPUTITOPAMU
(3HaHMS, YMEHMSI, HABBIKH).

€CKPHIITOPBI
Hleckp p 3HATDL YMeThb Biaajgern
nmo IUCIUIIJINHE

Kon IIK-4

KOMIICTCHIUU




- METoAbl
00BeMOB U
BBITIOJTHEHUS
TEXHOJIOTUHI
BBHITIOJTHEHUSI paboOT B
OpraHu3aIuy;

- ApPXUTEKTYPY,
YCTPOMCTBO u
(byHKIMOHUPOBAHUE
BBIUHCIUTENbHBIX
CHCTEM,
KOMMYHHKAIIHOHHOE
obopyoBaHue,
CETeBbIE MTPOTOKOJIBI;

- OCHOBBI
COBPEMEHHBIX
OTIepaIMOHHBIX
CHCTEM, OCHOBEI
COBPEMEHHBIX CHCTEM
ymnpaBieHusi  0azamu
JAHHBIX, YCTPOMCTBO U
(GyHKIIMOHUPOBAHUE
COBpPEMEHHBIX UG,
Teoputo 0a3 JTaHHBIX,
CUCTEMbl XPaHEHUS H
aHajgn3a 0a3 JaHHBIX;

- OCHOBBI
IPOrPaMMHUPOBAHUS,
COBpPEMEHHBIE
00BEKTHO-
OpUEHTUPOBAHHBIE
SI3BIKH
MPOrPaMMHUPOBAHUS,
COBpPEMEHHBIE
CTPYKTYpHBIE  SI3BIKH
IPOrPaMMHUPOBAHHS,
S3BIKM  COBPEMEHHBIX
OM3HEC-TIPUIIOKEHUI;
- COBpPEMEHHBIE
METOTUKH
TECTUPOBAHUS
pa3zpabaThIBa€MBbIX
ncC, COBPEMEHHBIE
CTaHJAPTHI
UH(OPMAIMOHHOTO
B3aUMOJICUCTBUA
CHCTEM;

- MIPOTPaMMHEIE
CpeicTBa u
m1aTGopmbl

UHPPACTPYKTYPHI
MH(OPMaLMOHHBIX

OLICHKHU
CPOKOB
pabor,

- pabortath c
COBPEMEHHBIMH
CUCTEMaMH
MIPOrpaMMHUPOBAHHSI,
KOHCTPYHPOBATh
MPOrPaMMHOE
obecneueHre U 0asbl
JTaHHBIX, pa3padaThIBaTh
OCHOBHBIC TMPOrPAMMHBIC

JIOKYMEHTHI,

- OLIGHMBATh OOBEMBI U
CPOKH BBITTOJTHCHHS
pabor;

- pa3zpabaThIBaTh
PYKOBOJICTBO
MPOTpaMMHUCTA K
MOIH(PHUITIPOBAHHBIM
aneMeHTam tunosoin MC;
- pa3pabaThiBaTh
PYKOBOJICTBO
aMUHHUCTpaTOpa K
MOIU(DHITMPOBAHHBIM
asiemenTam turoBoi MC;
- pa3pabaThiBaTh
PYKOBOJICTBO
II0JIB30BaTEIIS K
MOAUGUIIUPOBAHHBIM

aneMeHTam tunosoi MC;
- pa3pabateiBaTh T3.

- HaBBEIKAMH
KOHCTPYHPOBaHUS
MIPOrPaMMHOTO
obOecrieuenus u 0a3
JAHHBIX

- HaBBIKAMH
pa3paboTku
uHTepericoB
oOMeHa JaHHBIMH,
dbopmatoB oOMeHa
JAHHBIMH,
TEXHOJIOTHI
oOMeHA JaHHBIMHU
mexay UC u
CYIIECTBYIOIUMHU
CHUCTEMaMU B
COOTBETCTBUU c
TEXHHUYECKUM
3alaHHEM.




TEXHOJIOTUI
OpraHu3aIui;

- COBPEMECHHEIC
MOJXO/Ibl U CTAaHAAPTHI
ABTOMATH3AINH
OpraHu3aluu
(manpumep, CRM,
MRP, ERP, ITIL,
ITSM);

- OCHOBBI  TE€OpHUH
CUCTEM M CHCTEMHOTO
aHaIIN3a,

- METOJIUKH OTMCAHUS
u MOJIETTUPOBaHUS
OM3HEC-TIPOIIECCOB,
CpeacTBa
MOJICTTUPOBAHUS
OHM3HEC-TIPOIIECCOB;

- CUCTEMBI
KJIacCCU(UKALIAN u
KOJMPOBaHUS
uHpopmalnuu, B TOM
qrcie MIPUCBOCHUE
KOJZIOB JIOKYMCHTAM H
AIIeMEHTaM
CIIPAaBOYHHKOB;

- OTpacIIeBYIO
HOPMAaTUBHYIO
TEXHUUYECKYIO
JIOKYMEHTAITHIO.

4. MecTo IHCIMILIMHBI (MOIYJIs1) B CTPYKTYype 00pa3oBaTe1bHOIi MPOrpaMmbl

JucuumumHa «MHdopMamonHas 6€30MacHOCTh U 3alllUTa JaHHBIX» OTHOCUTCS K YacTH,
dbopmMHpyeMoii yuaCTHUKaMHU 00pa3oBaTeIbHbIX OTHOIIEHHUH yyeOHoro mana OITOIL.
JlaHHasg  JOUCHMINIMHA  B3aUMOCBsA3aHAa C  JAPYIMMH  JAUCHUIUIMHAMHM, TaKUMH  Kak:
«ANTOPUTMH3ALUSA U METOABI MPOrPAMMHUPOBAHMS», «OIEpallMOHHBIE CHCTEMBI U CPENBI»,
«KomnproTepHble ceTn», «YIpaBieHUE PUCKaMKW», «Teopusi CUCTEM M CHUCTEMHBIN aHAIM3»,
«ba3pl naHHBIX». B paMkax ocBoeHHs HmporpaMMbl OakajaBpUaTa BBITYCKHUKH TOTOBSTCS K
peIIeHHIo 3a/1a4 MPO(ECCUOHAILHON AEATEIBHOCTH CIEAYIOIINX TUIIOB:

ITpodunb (HanmpaBIEHHOCTH) IPOTPaMMbl YCTAHOBJICHA ITyTEM €€ OpHEHTAallH Ha cdepy
npoecCHOHANBbHOM  JEATENIbHOCTH  BBIMYCKHUKOB:  IIpoektupoBanue, pa3paboTka u
COITPOBOKJICHNE MH(POPMAITMOHHBIX CUCTEM

5. O0beM AMCHUILINHBI

Dopmul 00yuenus

Buowt yueonoit pabomot
Ounas

OO01ast TPY/10eMKOCTb: 3a4€THbIE €TUHHIIBI/9achl 4/144

KonrakTHasi pagora:

3aHATHA TEKIIMOHHOTO THIIA 20




3aHsTHs] CEMUHAPCKOr0 THIIA

40

[IpoMexyTouHas aTTecTalus: 3a4eT

0,1

CamocrositeabHas padora (CPC)

83,9

6. Conepxanue TMCUUIIMHBI (MOIYJIsl), CTPYKTYPHMPOBAHHOE 10 TeMaM / pa3eam

€ YKa3aHHeM OTBEJEHHOr0 HA HUX KOJHYECTBA aKAJAeMHYECKHUX YaCOB M BHI0OB YUeOHBIX
3aHATHNA

6.1. Pacnpeodenenue uacoe no pazoenam/memam u euoam padoomut

6.1.1. Ounas ghopma ooyuenus

Buabl yueOHoii padoThl (B 4acax)

KonTakTHas padora

No 3ansaTusn
3 Pa3nes/Tema JIEKIHOHHOTO | 3aHATHSA ceMUHapcKoro Tuna | Camocro
H/H THIIA ATEeJIbHAsA
Jlexyuu | Hnvie Ipakmu | Cemu | Jlabopa | Hneie padora
y‘{€5Hbl€ yeckKkue Hapwl mopHbvie
3AHAMUA| 3AHAMUA pa60mbl
OcHOBBI
1. | uadopmanmoHHoOM 5 9 11,9
0€30MacCHOCTH
CpencrtBa 3alMThl OT
2. | Bpenonocuoro I10 wu 3 9 12
JIOBEPEHHOM 3arpy3Ku
MexcereBble  3KpaHbI
3 |1 CHUCTEMBI 5 9 12
MpEeA0TBpAIEHUS
BTOPKCHUI
4 MOHHT?pI/IHFPI aHau3 7 11 12
3aIMIIEHHOCTH
N3onnpoBaHHbIe
5. | cpensl Hu 9 10 12
BUPTYyaJIA3aIus
Kpunrorpaduueckas
6. | 3ammra W pe3epBHOE 8 10 12
KOIUPOBAHUE
3amura
7. | omepaloOHHBIX 10 10 12
cucrem U cucrem MU
IIpome:xxyTounas 01
aTrecranus '
Hroro 50 | | 68 | | 83,9
6.2 Ilpocpamma oucuuniunsvt, CMpyKmypupoeannas no memam / pazoenam
6.2.1 Cooepoicanue 1ekyuonno2o Kypca
\ Ne \ HaunmeHnoBanue pa3aeia Coaep:xanue pa3jena IMCUUILIHHBI




n/n

AUCHHUILTHHBI

OcHoBBI HHGOPMAITMOHHON
0€30MMacHOCTH

[TonsiTne mHGOPMAITMOHHON 0€30MacHOCTH, €€ e 1
3agauyd. OCHOBHBIE  yrpo3bl  MH(POPMALMOHHOM
0€30IacHOCTH. [TpuHIUIBL o0ecrieueHus
MH(POPMALMOHHOM 0€30MaCHOCTH:
KOH(HICHIIHATBHOCTh, IIEJIOCTHOCTh, JOCTYITHOCTb.
HopmartuBHo-1ipaBoBast 6aza B obmactu
nH(}pOpMaAITMOHHOM 0€301acHOCTH (P3 Ne 149,
®3 No 152, @3 Ne 187 u nip.).

CpenctBa 3a1uThl OT
BpenonocHoro [10 u
JIOBEPEHHOM 3arpy3Ku

Knaccudukamuss ~ BpeZOHOCHOTO  HPOTPaMMHOTO
obOecnieueHus. CpeacTtBa aHTUBUPYCHOM — 3allUTHI:
OPUHONOBL  pabOThl, BHIBI, TPHUMEPHl PEHICHHUH
(Kaspersky, Dr.Web, ESET wu T.1.). Cpencrsa
JIOBEPEHHOM 3arpy3KH: Ha3HAYeHHE, MEXaHHU3MBI
KOHTPOJII ~ IIEJIOCTHOCTH, IPUMEPBl  pean3aluii
(manpumep, «Axkopa-AMJI3», «Co0omby).

MexceTeBble S5KpaHbl U
CUCTEMBI IPEJOTBPAIICHHUS
BTOP>KECHUI

MexcereBoit 3kpan (Firewall): d¢yakuum, THmIs!
(makeTHbIe (QUIBTPHI, I[UIFO3bI CEAHCOBOTO YPOBHS,
NpUKIIaAHbIe TLUTI0361), mpuMepsl (Cisco ASA, iptables,
pfSense). MeskceTeBoi IKpaH YPOBHS
BeO-pmiioxenut  (WAF): HazHaueHue, creHapuu
npuMmenenus, mnpumepbl (ModSecurity, Cloudflare
WAF). Cucrema npenotBpaiienus Bropsxkeruid (IPS):
OPUHIUIBL  pa0OThl, HMHTErpalus ¢  JAPYTUMH
CpeJICTBAMU 3alWTHI, MpuMepk! (Snort, Suricata).

MOHUTOPUHT ¥ aHAJIU3
3aMUIIEHHOCTHA

Cucrema MOHHUTOPHHTA uHGOPMaIMOHHON
6e3onacHoctu (SIEM): Ha3zHaueHue, apXUTEKTypa,
byHKIUH (COOp U KOppemnsiius COObITHIA, OTYETHOCTS ).
CpenctBa  aHanm3a  3alIMOIEHHOCTH:  CKaHEPHI
ySI3BUMOCTEM (Nessus, OpenVAS),
MEHTECT-UHCTPYMEHTHI (Metasploit). Mertobl
BBISIBJICHUSI U pearupoBaHus Ha HHIMIEHTHI Ub.

N3omupoBaHHbIE Cpebl U
BUPTYyaJIH3aLUs

W3onmupoBaHHass cpeAa  HUCIOJHEHUS  I[porpamm
(mecouyHuIla): Ha3HAUYCHHE, TEXHOJIOTHH peau3alluu
(Sandboxie, Cuckoo Sandbox). C3U1 BupTyaiu3aiuu u
KOHTEHHEpHU3alUHU: 0COOEHHOCTH 3aIIUThI
BUPTyaJIbHBIX MamMH U KoHTelHepoB (Docker,
Kubernetes), TUIIEPBU30PBI c MOJIEPIKKOM
6e3onacHocTd. OJIHOHAINPABICHHBIN NUTI03: MPUHLUI
paboTel, oOnacTM  mOpuUMEHeHus  (KpUTUYecKas
uHdpactpykrypa, ACY TII).

Kpunrorpaduueckas 3ammura
U PE3EpBHOE KOMMPOBAHUE

OcHoBBI Kpunrtorpaduu: CUMMETPUYHBIE u
aCUMMETPUYHBIE AT OPUTMBI (AES, RSA),
X3MI-()YHKIUH. Cpencrsa Kpunrorpapuieckoin
sanmtel uHpopmanmu: CK3U (ViPNet, Kpunrollpo
CSP), mpoTokoibl 3alMINEHHON Tepefadynd JTaHHBIX
(TLS, IPsec). CpencrBa pe3epBHOTO KOIHMPOBAHUS:
CTpaTeruu (TOHBIN, WHKPEMEHTAJIbHBIN,
muddepenimanbablii - Odkam), pemenus  (Veeam,
Acronis, Backup Exec).




3amuTa onepanoHHbIX
cucreM u cucrem M1

3amumEHHbIe ONepalMOHHBIE CUCTEMBI: TPEOOBAHMS K
OC ¢ TIOBBIIICHHBIMH MepaMH  0€30MacHOCTH
(SELinux,  Astra  Linux). 3ammra  CHCTEM
HCKYCCTBEHHOI'O MHTEJUIEKTa: YIrpo3bl (OTpaBlieHHE
JaHHBIX, COCTA3aTCJIBbHBIC aTaKI/I), METOAbI 3alIUThI
Mojesneit u naHHbix. CpeactBa 3amMThl HH(DOpMaLUU
oT HecaHkuuonupoBanHoro jgocryna (C3U HCH):
ayTeHTU(UKalKs, aBTOPU3ALMSA, KOHTPOJb JAOCTyIa
(Active Directory, LDAP).

6.2.2 Cooepoicanue npakmuueckux 3aHamuil

n/n

HaunmenoBaHmue pa3aejia
AUCHHUIIIIMHBI

Conep:kaHue NPaKTHYECKUX 3aAHATHI

OcHOBBI HH(POPMALIMOHHO
0€e301acHOCTH

[Tonstue nHGOPMAMOHHON Oe30MacHOCTH, e€ e U
3agaun. OCHOBHBIE  Yrpo3bl  HH()OPMAIMOHHOU
0€30MacHOCTH. [IpuHnums! obecrieueHus
HH(pOpMaITMOHHOM 0e30MacHOCTH:
KOH(HUIEHIIMATBHOCTh, IEJIOCTHOCTh, JOCTYITHOCTD.
HopmartuBHO-TIpaBoBas 0aza B o0acTu
UH(POPMALMOHHOM 0e30macHOCTH (D3 Ne 149,
@3 Ne 152, @3 Ne 187 u 1p.).

CpencTBa 3aiuThl OT
BpenoHocHoro 110 u
JIOBEPEHHOM 3arpy3Ku

Knaccupukanuss ~ BpeIOHOCHOTO  IPOTPaMMHOTO
obecrieuenns. CpeincTBa aHTUBUPYCHOW — 3aIlUTHI:
OPUHIKNBL  paOOThl, BUJABL, TPUMEPHl PEIICHUN
(Kaspersky, Dr.Web, ESET wu Tt.1.). CpencrBa
JIOBEPEHHOW  3arpy3K: Ha3HaueHHE, MEXaHU3MBI
KOHTPOJII ~ IEJNOCTHOCTH, TIPUMEPHl  peanu3anuit
(manmpumep, «Akkopa-AM/I3», «Cobomb).

MexceTeBble dKpaHbl U
CHUCTEMBI IIPEIOTBPAILCHUS
BTOPKECHUI

MexcereBoit skpan (Firewall): ¢ynkuuum, Tunsl
(maketHble (GUIABTPHI, IUIIO3bBI CEAHCOBOTO YPOBHS,
NpUKJIaaHbIe UTI03b1), TpuMepsl (Cisco ASA, iptables,
pfSense). MexcereBoi IKpaH YPOBHS
BeO-npunoxennit (WAF): Ha3zHaueHue, clieHapuu
npumenenus, npumepsl (ModSecurity, Cloudflare
WAF). Cucrema npenotBpamienusi Bropsxkenuit (IPS):
OPUHIUIBL  pa0OTBl, HWHTETpAlUst C  JPYTHMH
CpeJICTBAMU 3allHUThI, MpuMepkl (Snort, Suricata).

MOHUTOPHHT U aHAIU3
3aIIUIIEHHOCTU

Cucrema MOHUTOPHHIA MH(OPMaLMOHHON
6esonacHoctu (SIEM): Ha3HaueHHe, apXUTEKTYypa,
byHKIMM (COOp U KOppemnsuus COOBITUH, OTYETHOCTH).
CpeactBa  aHanmM3a  3AIUMINEHHOCTU:  CKaHEPHI
YSI3BUMOCTEM (Nessus, OpenVAS),
MEHTECT-UHCTPYMEHTBI (Metasploit). MeTtopl
BBISIBJICHUSI U pearupoBaHus Ha HHIMIeHThl Ub.

N3onupoBaHHBIE Cpeabl U
BUPTYalIU3aus

W3omupoBaHHass cpefa  HWCIOIMHEHUS — MPOrpaMM
(mecoyHuIa): Ha3HAYCHHE, TEXHOJOTMM peaau3aluu
(Sandboxie, Cuckoo Sandbox). C3U BupTyanu3saiuu 1
KOHTEHWHEpU3aLWu: 0COOEHHOCTH 3aILUTHI
BUPTYyalbHBIX MammuH U KoHTeiHepoB (Docker,
Kubernetes), TUIIEPBU30PBI c MOAIECPKKOU




6e3onacHoctd. OHOHANPABICHHBIN NUTIO3: MPUHIIMII
paboTbl, oOsacTh  TpUMEHEHHUs  (KpUTHYECKas
undpactpykrypa, ACY TII).

Kpunrorpaduueckas
3alUTa U pe3epBHOE
KOIMPOBaHUE

OcHOBBI Kpunrorpaduu: CUMMETPUYHbIE u
aCUMMETpPUYHBIE AITOPUTMBI (AES, RSA),
X3U-QYHKIUH. CpencrBa  kpunrorpaduyeckoit

sanuThl nHpopmanuu: CK3U (ViPNet, Kpunrollpo
CSP), mpoTokoabl 3amUIIEHHOW Tepenavyd JaHHBIX
(TLS, IPsec). CpenctBa pe3epBHOTO KOIMHMPOBAHUS:
CTpaTeruu (TOHBIH, MHKPEMEHTAIbHBIMH,
muddepeHmanbablii  Ookam), pemenus (Veeam,
Acronis, Backup Exec).

3anuTa onepanuoHHbIX
cucrteM u cucrem NN

3amuniéHHbIE ONepaliOHHbIE CUCTEMBL: TPEOOBAaHUS K
OC ¢ TOBBIICHHBIMH MepaMH  0€30IacHOCTH
(SELinux, Astra Linux). 3ammra  CHCTEM
HCKYCCTBEHHOI'O MHTEJUIEKTa: Yrpo3bl (OTpaBiieHUE
JAHHBIX, COCTA3ATENbHBIC AaTaKh), METOIbl 3aIUThHI
Mojenedl u naHHbX. CpeAcTBa 3amuTsl HHGOPMAIHH
OoT HecaHKIMoHUpoBaHHOro poctyna (C3U HC/):
ayTeHTH(UKaLKs, aBTOpU3AIMs, KOHTPOJb JIOCTYIa
(Active Directory, LDAP).

6.2.3 Cooepoicanue camocmoamenvHol pabomol

Ne
n/n

HaumenoBanue pasaesna
JUCHUILINHBI

Coaep:xaHue caMOCTOATEIbHOH padoThI

OcHOBBI HTHGOPMAITUOHHOK
0€30I1aCHOCTH

[TonsiTre MHPOPMAIMOHHOM 0€301acHOCTH, €€ e U
3agauyd. OCHOBHBIE  Yrpo3bl  HH(DOPMAITMOHHOU
0€301acHOCTH. [TpuHLMTIBI o0ecrieueHus
MH(pOpMaLOHHON 0€30MacHOCTH:
KOH(HIEHIIMATBHOCTb, LEJIOCTHOCTh, JOCTYIHOCTb.
HopmaTtuBHo-nipaBoBas 6a3a B oOnactu
uH(OPMALIMOHHON 0€e30I1acCHOCTH (D3 Ne 149,
®3 No 152, @3 Ne 187 u np.).

Cpencrsa 3aluThl OT
BpenonocHoro [10 u
JIOBEPEHHOM 3arpy3Ku

Knaccugukanuss ~ BpeIOHOCHOTO  HPOTrPaMMHOTO
obOecnieuenus. CpencrtBa aHTUBUPYCHOM — 3aIlMTHI:
OPUHIMUIBL  paboOThl, BUABI, TNPUMEPHl pPELICHUN
(Kaspersky, Dr.Web, ESET wu Tt.1.). CpeacrBa
JIOBEPEHHOM  3arpy3kKu: Ha3Hau€HHe, MEeXaHU3MBI
KOHTPOJIST ~ HEJOCTHOCTH, TPHUMEPHl  peau3amui
(Hampumep, «Akkopa-AM/I3», «Cobomb).

MexkceTreBble DKpaHbl U
CUCTEMBI IPEOTBPALLICHUS
BTOP>KEHUI

MexcereBoit 3kpan (Firewall): ¢yHknum, TtHIbI
(makeTHbIe (UIBTPBI, ILIIO3bI CEAHCOBOTO YPOBHS,
MpUKIIaHbIe UTI03bI), MpuMepsl (Cisco ASA, iptables,
pfSense). MexceTeBoit 9KpaH YPOBHS
BeO-pmwoxkenut (WAF): HasnadueHue, creHapuu
npumeHenus, mnpumepsl (ModSecurity, Cloudflare
WAF). Cucrema npenotBpaineHus Bropxenuit (IPS):
OPUHIUIBL  PabOThl, HMHTErpauuss C  JAPYTHUMHU
Cpe/ICTBaMU 3aIllUTHI, MpUMepHI (Snort, Suricata).




MOHUTOPHHT U aHATTU3 Cucrema MOHHTOPHHTA nH(OPMATMOHHON
3aMUIEHHOCTH o6e3onacHoctr (SIEM): Ha3HaueHue, apXUTEKTypa,
byHkunu (cO0p U KOppensus COObITUIH, OTYETHOCTD).
CpenctBa  aHanmm3a  3aIUINEHHOCTH:  CKaHEPHI
ySI3BUMOCTEM (Nessus, OpenVAS),
MEHTECT-UHCTPYMEHTHI (Metasploit). Mertonsl
BEISIBJICHHSI U PearupoBaHus Ha HHIHISHTHI UbB.

N3omupoBaHHbBIE CPEIbl U W3onmupoBaHHass cpeJa  HCHOJIHEHUS  IPOTrpaMm
BUPTYaJIU3aLMS (mecoyHua): Ha3HAYEHHME, TEXHOJOIMM pealu3aluu
(Sandboxie, Cuckoo Sandbox). C3U BupTyanu3zaiuu 1
KOHTEHWHepU3aLuu: 0COOEHHOCTH 3alIUTHI
5. BUPTyaJibHBIX MamuH W KoHTeitHepoB (Docker,
Kubernetes), THUTIEPBU30PBI c MOAJICPKKON
6e3onacHocTH. OJHOHAIPABIECHHBIN NUITI03: MPUHIIUIT
paboTbl, oOsacTh  TpUMEHEHUs  (KpUTHYECKas
uH¢pactpykrypa, ACY TII).

Kpunrorpaduueckas OcHOBBI Kpunrorpaduu: CUMMETPUYHbIE u
3aIlUTa U pe3epBHOE aCUMMETpPUYHBIE AITOPUTMBI (AES, RSA),
KOIMPOBAHUE X3UI-()yHKIUH. CpenctBa  kpunrorpaduieckoit
sammtel uHpopMmarmu: CK3U (ViPNet, Kpunrollpo
CSP), mpoTOKOJBI 3alUIIEHHOW TIepenayd JaHHBIX
(TLS, IPsec). CpenctBa pe3epBHOTO KOIMUPOBAHUS:
CTpaTeruu (TIOJTHBIH, MHKPEMEHTAJIbHBIH,
muddepeHmanbHplii  Ookam), pemenus (Veeam,
Acronis, Backup Exec).

3amuTa onepanoHHbIX 3amuiEHHbIe ONePalMOHHbIE CUCTEMBL: TPeOOBAHUS K
cucrem u cucrem MU OC ¢ T[OBBIIIEHHBIMH MepaMu  0O€30MacHOCTH
(SELinux, Astra Linux). 3ammra  CHCTEM
HCKYCCTBEHHOI'O MHTEJUIEKTa: Yrpo3bl (OTpaBiieHUE
7. JaHHBIX, COCTA3AaTEJIbHBIE AaTaKh), METOABI 3ALIUTHI
Mojene u naHHbeIXx. CpeacTBa 3aluThl HHPOpMALUU
0T HecaHKIMOHHpoBaHHOro Jnocrtyna (C3UW HC):
ayTeHTU(UKalKsl, aBTOpU3alMsl, KOHTPOJIb JOCTyNa
(Active Directory, LDAP).

7. TekymMid KOHTPOJIb MO IMCUHUILIHHE (MOIYJII0) B PAMKAX Y4eOHbIX 3aHATHI

B pamkax Tekyiero KOHTpOJsl MPEnojaBareib CAMOCTOATEIbHO MOXET INPOBOJIUTH
CJIEIYIOIIAE MEPOIIPUATHS:

Ne
u/n KountpoJsnpyemsle pa3ienbl (TeMbl) HaumeHoBaHMe OLICHOYHOI'O CPeACTBA
1 OCHOBBI uHpopmanmonHoi | Ompoc, npoOIeMHO-aHATUTHIECKOE 3aJaHHe.
' 0€30I1aCHOCTH
2 Cpenctsa 3amuthl oT BpegonocHoro [10 | Ompoc, mnpoOieMHO-aHATUTHYECKOE 3a/laHue,
" | ¥ JOBEpEHHOM 3arpy3KH TECTUPOBAHUE.
3 MexcereBbie 3KpaHbl H  cucTeMbl | Ompoc, TpoOIeMHO-aHATUTHYECKOE 3a/IaHue.
' MPEAOTBPALIEHUS BTOPKEHU I




4 MOHUTOPHHT U aHaNU3 3alKIIEHHOCTH | Ompoc, MpoOJieMHO-aHATUTUYECKOe 33/1aHue,
' TECTUPOBAHUE.

5 N3onupoBaHHbIE Cpelibl u | Onpoc, npo0IeMHO-aHAIUTUYECKOE 3a/laHuUE.
" | BUpTyaIM3anus

6 Kpunrorpaduueckas 3amuTa u | Onpoc, npoOIEMHO-aHAIUTUYECKOE 3a/laHue,
" | pe3epBHOE KOIMPOBAHUE TECTHPOBAHUE.

7 3amuTa omepauMoOHHBIX cucreM U | Onpoc, mpoOIeMHO-aHAIUTUYECKOE 3a/laHue,
" | cuctem U1 TECTUPOBAHUE.

8. IlepeyeHb OCHOBHOW M JOMOJHUTEIbHOH Y4eOHOH JIUTEPATYpPhl, HEOOXOAUMOI
JJIs1 OCBOEHMS TN CHUIIIHHBI (MOIYJIA)

8.1. Ocnoenas numepamypa:

1. [laserun, B. ®. Uadpopmannonnas Oe3onacHOCTh M 3amurta wHbopmanuu / B. @.
[Manprun. — 3-e u3n. — Caparos : [IpodoOpazoBanue, 2024. — 702 ¢. — ISBN 978-5-4488-
0070-2. — Texkcr : anekrponnslii // LHudposoii oOpazosarensHsliii pecype IPR SMART : [caiiT].
— URL: https://www.iprbookshop.ru/145912.html

2. HudopmarmoHnHas 6€30MaCHOCTh M MPABOBBIC OCHOBBI 3aIIUTHI IEPCOHABLHBIX JIAHHBIX
: yueoHoe mmocodue / A. B. Tepexos, B. H. Uepnsbiios, A. B. [Tnarenkun, A. B. Cene3neB. —
Tam6o0B : TamOoBCcKuUii rocyqapcTBeHHbIN TexHnyeckuit yauepeuret, ObC ACB, 2023. — 80
c. — ISBN 978-5-8265-2648-4. — Tekct : anekrpoHHbd // 1{udpoBoit 0OpazoBaTEIbHBIN
pecypc IPR SMART : [caiit]. — URL: https://www.iprbookshop.ru/141049.html

3. Cysoposa, I'. M. Madopmarmonnas 6e3onacHocTs : yaeoHnoe nocooue / I'. M. CyBoposa.
— 2-e u3n. — CapatoB : ByzoBckoe oOpa3oBanue, 2024. — 214 ¢. — ISBN 978-5-4487-1026-
1. — Texkcr : anekrponHsiid // Ludposoit odpazoBarensubiii pecypc IPR SMART : [caiiT]. —
URL: https://www.iprbookshop.ru/142805.html

8.2. /lononnumenvuas rumepamypa:

1. Dxonomuueckas u nH(pOPMAITMOHHAS 0€30IMacHOCTb. udposbie u
ABTOMATHU3UPOBAHHBIEC MMPOMBIIIIIEHHBIE dJIEKTPOHHBIE YCTpoicTBa. JIabopaTOpHBIN MpaKTUKYyM
: yauebnoe nocodbue / A. H. bpeicun, 0. A. XKypasnesa, C. A. MuxkaeBa, A. C. MukaeBa. —
MockBa, Bonorna : Undpa-NUnxenepus, 2024. — 264 c. — ISBN 978-5-9729-1842-3. — Tekcr
: anekTponHblii // Ludposoit obOpazoBarensHbiii pecypc IPR SMART : [caiir]. — URL:
https://www.iprbookshop.ru/143637.html

2. HWudopmarmonnas Oe3omacHocTh : ydeOHoe mocobme / WM. b. Tecmenko, JI. B.
Bunorpaznos, A. M. I'ybepHatopoB [u ap.] ; non penakuueit U. b. Tecnenko. — Brnaaumup :
W3natenbeTBo Biiamumupckoro rocynapcTBeHHOTo yHuBepcurtera, 2023. — 212 ¢. — ISBN
978-5-9984-1783-2. — Tekcr : anextpoHHbl // L{udpoBoit obpazoBatenbhbiii pecypc [PR
SMART : [caiiT]. — URL.: https://www.iprbookshop.ru/143816.html

8.3. Ilepuoouueckue uzoanus

1.  BectHuKk MOCKOBCKOI'O TOCYAapCTBEHHOTO TEXHUYECKOTO YHHBepcuTeTa uMeHu H.D.
baymana. Cepus EctecTBeHHBIC HayKH. ISSN 1812-3368.
https://www.iprbookshop.ru/23124.html

2. OTKpBITHIC Cucremsl. CYBA. ISSN 1028-7493.

https://www.iprbookshop.ru/76383.html
3. HMHdpopmannoHHBIE TEXHOJOTHH MonenupoBaHus u ympasieHus. ISSN 1813-9744.
https://www.iprbookshop.ru/43350.html

9. Ilepeyenb pecypcoB HH(POPMANUOHHO-TEJEKOMMYHMKAIMOHHON  CeTH


https://www.iprbookshop.ru/145912.html
https://www.iprbookshop.ru/141049.html
https://www.iprbookshop.ru/142805.html
https://www.iprbookshop.ru/143637.html
https://www.iprbookshop.ru/143816.html
https://www.iprbookshop.ru/23124.html
https://www.iprbookshop.ru/76383.html
https://www.iprbookshop.ru/43350.html

"UnrepHer" (majee - cerb '"WHTepHer'), He0OXOAUMBIX IJISI OCBOCHUS JAUCHMILIHHBI
(Mmomyuis)

1. ®epepanbubiii mopran «Poccuiickoe obpazosanuex» http://www.edu.ru

2. DneKTpoHHO-OuMOmmoTeunass cucrema «HaydHas  ayekTpoHHass  OmOIMOTEKa
eLIBRARY.RU» https://www.elibrary.ru

3. DnekTpoHHO-OubMMoTeyHas cuctema IPR BOOKS https://www.iprbookshop.ru

4. DnexTpoHHas oubimoreynas cucrema https://biblioclub.ru

10. MeToanyeckne yKa3aHusl JJ O00y4AKOIIMXCA 10 OCBOCHUIO IWCIHUIIHHBI
(Mmomyuis)

YcnemHoe OCBOGHHE JAaHHOTO Kypca Oasupyercs Ha pPalUOHAIBHOM COYETaHHUH
HECKOJIbKUX BUJIOB YU€OHOMU E€ATEIbHOCTH — JIEKINI, CEMUHAPCKUX 3aHATUN, CAMOCTOSTEIbHON
pabotsl. [Ipu 3TOM camoOCTOSTENbHYIO PadOTy cieayeT paccMaTpuBaTh OJAHMM M3 TJIaBHBIX
3BEHBEB IMOJIHOIICHHOTO BBICIIETO 00pa30BaHUs, Ha KOTOPYIO OTBOJUTCS 3HAYUTENbHAS 4acTh
y4eOHOT'0 BpEMEHH.

CamocTosiTenpHast paboTa CTYACHTOB CKJIAIBIBACTCS U3 CICIYIOIINX COCTABIISIFOIINX:

1. PaGoTta ¢ OCHOBHOH M JOIOJHUTEIBHON JTUTEPATYpPOl, C MaTepruaiaMd UHTEpHETA U
KOHCIIEKTaMH JICKITHIA;

2. BHeaynutopHas TMOATOTOBKA K KOHTPOJBHBIM pPAa0OTaM, BBIMOJIHEHHE JOKIIAJIOB,
pedepaToB u KypcoBbIX padoT;

3. BoinmonHeHne caMOCTOATEIbHBIX MPAKTUYECKUX paboT;

4. TlonroroBka K sK3aMeHaM (3aueTaM) HEMOCPECTBEHHO Mepe] HUMH.

Jlyis mpaBUIBHONM OpraHu3aluu padoThl HEOOXOAMMO YYHUTHIBATH MOPSIOK HM3YUYCHHS
pa3nenoB Kypca, HaxOMSIIMXCS B CTPOrOM JIOTMUECKOM mociienoBarebHOCTU. [loaTomy
XOpollee YCBOEHUE OJHOM YacTH AMCLMIUIMHBI SIBISETCS MNPEANOCBUIKOM JUIsl YCHEIIHOTO
nepexoja K cienyromied. 3agaHusi, TpoOJIEMHBIE BOMPOCHI, MPEIJIOKEHHBIC I HU3y4YeHUs
JUCLHUILIMHBL, B TOM YUCJIE U JIJIs1 CAMOCTOSITEIbBHOTO BBIIIOJIHEHHUSI, HOCSIT MEXANCIIUTUIMHAPHBIN
Xapaktep W 0a3upyrloTcs, NPEXKIE BCEro, Ha MPUYUHHO-CICICTBEHHBIX CBS3SIX MEXIY
KOMIIOHEHTaMH OKPY’KaroIIero Hac Mupa. BaXKHbIM COCTaBIISAIOIIMM B U3yUY€HUH JAHHOTO Kypca
SBJISICTCSI PEIICHHE CUTYallMOHHBIX 3a/lad W paboTra HaA MTPOOIEeMHO-aHATUTUYECKUMHU
3aIaHUSIMU, YTO TIPEATNOJaraeT 3HaHue COOTBETCTBYIOIIEH HAYYHOU TEPMUHOJIOTHH H T.]I.

J1ist Tydiiero 3aloMUHAHKS MaTepHaia 1ejiecoo0pa3Ho UCTOIb30BaTh MHIANBUYaTbHbBIE
OCOOCHHOCTH U pa3Hble BUBI MAMSITH: 3PUTEIBHYIO, CIIYXOBYIO, aCCOLIMATUBHYIO. Y CIICIIHOMY
3alIOMUHAHUIO TAK)KE CITIOCOOCTBYET MPUBEACHHUE SIPKUX CBUICTEILCTB U HATJISITHBIX IIPUMEPOB.
Y4eOHblil MaTepHrall JOKEH MOCTOSHHO MOBTOPSATHCS U 3aKPETUIATHCA.

[Ipy BBIMOTHEHUU [OKJIAJOB, TBOPUYECKHX, WH(POPMAIMOHHBIX, HCCIIEIOBATEIHCKUX
MPOEKTOB 0co00e BHHUMaHWE clieAyeT oOpamiarh Ha MOAOOp HCTOYHMKOB HWH(GOpMalUU H
METO/IMKY pabOThl C HUMHU.

Jlng ycmemrHoW caayu 2K3aMeHa (3aueTa) peKOMeHIyeTcs coOIoJaTh CIeAyHoIIue
npaBuia;

1. TloxroroBka K 3k3aMeHy (3aueTy) JOHKHA MPOBOJUTHCS CUCTEMATUYECKH, B TEUCHUE
BCET0 CEMECTpA.

2. VlnTeHCHBHAs MOATOTOBKA JIOJDKHA HAYATHCS HE TIO3HEE, YeM 3a MECSI] 10 dK3aMeHa.

3. Bpemst HEmoCpeACTBEHHO TIepe] SK3aMEHOM (3a4€TOM) JIydIlle MCIIOJIb30BaTh TaKUM
00pa3oMm, 4TOOBI OCTAaBUTH MOCIEIHUHN JIeHb CBOOOHBIM I TOBTOPEHUS Kypca B IIENIOM, s
CHCTEMaTH3aI[iu MaTepraia U JOpaOOTKHU OT/IETHLHBIX BOIIPOCOB.

Ha »5k3aMeHe BBICOKYIO OLEHKY TMOJIYYarOT CTYAEHTHI, HCHOJb3YIOUIUE JdaHHbBIE,
MOJTYYCHHBIE B TPOIIECCE BBITIOJHEHUSI CAMOCTOSATENBHBIX PadOT, a TaK)Ke HCIOJIB3YIOIINE
COOCTBEHHBIE BHIBOJIBI HA OCHOBE M3YYEHHOTO MaTepuaa.

YuuTeiBass  3HAYUTENIBHBIN  O0BEM  TEOPETHYECKOTO  Marepuana, CTyIAeHTaM
PEKOMEHIYeTCSI PETYISIPHOE MOCEIIEHNE U MOAPOOHOE KOHCTICKTUPOBAHUE JISKITUH.


http://www.edu.ru/
https://www.elibrary.ru/
https://www.iprbookshop.ru/
https://biblioclub.ru/

11. Ilepeyenb  WHGOPMAIMOHHBLIX  TEXHOJOIHiH,  HCIOJb3yeMbIX  NpH
OCylIeCTBJICHHH 00pa30BaTeIbHOI0 MNpouecca Mo IMCHUILIHHE (MOAYJI0), BKJIIOYasi
nepeveHb NMPOrpaMMHOro odecrevyeHusi 1 MHGOPMALMOHHBIX CIPABOYHBIX cUcTeM (MpPHU
HEe00X0IUMOCTH)

1. Microsoft Windows Server;

2.CewmeiictBo OC Microsoft Windows;

3. Libre Office cB0601HO pacmpocTpaHsieMblii 0UCHBIN MAKET C OTKPHITHIM UCXOTHBIM
KOJIOM;

4, NudopmarnmonHo-cripaBoYHas cucrema: Cucrema Koncynbrantllntoc
(Koncynprantllntoc);

5. Mudopmannonno-npaBoBoe obecreueHue ['apaHT: DIIEKTPOHHBIN MEPUOIUICCKUIN
crpaBouHuk «Cuctema TAPAHT» (Cucrema 'APAHT);

[TepedyeHp UCTIOJIB3yEeMOT0 MPOTPAMMHOI0 00ECIICUCHHS YKa3aH B I1.12 naHHOW paboueit
MpOrpamMMbl TUCHUILIAHEI.

12. Onucanne MaTepuAJIbHO-TEXHHYECKOM 0a3bl, HEe00X0 MO IS
oCylleCTBJIeHHS 00pPa30BaTeJILHOIO MpoLecca 1o AUCHHUILIMHE (MOLYJII0)

12.1. Yuebnaa ayoumopusn 011 npoeedeHusn y4eOHbvIX 3aHAMUN, NPEOyCMOMPEHHBIX
o0pazoeamenvHoii  NPOZPAMMON, OCHAWIEHHAA 000PYy0OGAHUEM U  MEXHUYECKUMU
cpeocmeamu odyuenus.

Crnieunanu3upoBaHHasi MeOEIb:

Kommiekt yuebGHOM mebenu (CTON, CTyd) MO KOJUYECTBY OOYYAIOUIMXCS;, KOMIUIEKT
MeOeIH TS IperoaaBarels; 10cka (MapKepHas).

TexHuueckue cpencTBa 00ydeHus:

Komnerotep B cOope A mpenogasartess, IpOEKTOp, 3KpaH, KOJIOHKU

[lepedyeHb JUIIEH3MOHHOTO IPOrPAaMMHOI0 00ecreueH s, B TOM YHUCJIe OTEYECTBEHHOIO
IIPOU3BOJICTBA!

Windows 10, KoncynerautlInroc, Kaspersky Endpoint Security.

[Iepeuenb cBOOOAHO PacCIPOCTPAHSIEMOTO IPOIrPAMMHOTO 00ECTIEUEHHUS:

Sunexc bpaysep, LibreOffice, MTC Jlunk.

[lonkmouenne k cetu «VHTepHeT» U oOecriedeHHe JAOCTYNa B 3JIEKTPOHHYIO
UH(pOPMaLMOHHO-00pa3oBaTenbHyto cpeny MMY.

12.2. Ilomewienue 013 camocmoamenvHou padbomol 00y4aOuuUxcs.

Crneunanu3upoBaHHasi MeOEb:

Kommekt yuebHO#l mebenu (CTOJ, CTYN) MO KOJUYECTBY OOYYAIOUIUXCS; KOMILJIEKT
MeOenH JI7Ist TpernoiaBaTesis; 1ocka (MapKkepHas).

TexHuueckue cpencTBa 00ydeHus:

Kommnbrotep B cOope misi mperoaBaTesisi; KOMITBIOTEPEI B cOope UIsi 00yJarommxcs;
KOJIOHKH; TIPOEKTOP, SKPaH.

HepequL JIMOEH3UOHHOI'O IMPOrpaMMHOro O6CCHC‘ICHI/I$I, B TOM YHCJIC OTCUECCTBCHHOI'O
POM3BOJICTBA:

Windows Server 2016, Windows 10, Microsoft Office, KoucynprantlLimtoc, Kaspersky
Endpoint Security.

[lepedyeHb cBOOOTHO PACTIPOCTPAHIEMOTO MPOTPAMMHOTO 00ECTICYCHUSI:

Sunexc bpaysep, LibreOffice, MTC Jlunk, Gimp, Paint.net, AnyLogic, Inkscape.

[TomenieHne asi CaMOCTOSATENEHOW PabOTHl 00YJArOIIUXCsI OCHAIIICHO KOMITBIOTEPHOM
TEXHUKOH C BO3MOXHOCTBIO MOAKIIOYEHUsI K ceTu "MHTepHeTr" u obecneueHHeM JOCTyNa B
ANEKTPOHHYIO HHPOPMAIIMOHHO-00pa3oBaTenbHyio cpeny MMYVY.

13.00pa3oBaTe/ibHbIC TEXHOJIOTHH, HCII0JIb3yeMble IIPU 0CBOCHUHU TUCIHHUILIMHBI



JInst OoCBOGHHMSI NUCHMIUIMHBI HCHONB3YIOTCS KaK TPaJUIUOHHBIC (OpMBI 3aHATHH —
JeKIMU (THIIBI JIEKIUH — yCTAaHOBOYHAS!, BBOJHAS, TEKYIAsl, 3aKIIOUUTENbHAst, 0030pHast; BUIBI
JeKIui — mpoOieMHasi, BU3yalbHas, JEKUWsS KOH(pEpeHNHMs, JEeKIHsS KOHCYNbTAlMA); |
CeMHMHapCKHe (MPaKTUYECKUE) 3aHATHUS, TaK M aKTUBHBIE M MHTEPAKTUBHBIC (POPMBI 3aHATUH -
JIETIOBBIE M POJIEBBIC UTPHI, PEIICHUE CUTYAIIHOHHBIX 33/1a4 ¥ pa300p KOHKPETHBIX CHTYaI[H.

Ha y4yeOHBIX 3aHATHUAX  HUCHONB3YIOTCS  TEXHUYECKHE CpEICTBA  OOy4YCHHS
MYJIbTUMEUHHON ayTUTOPUH: KOMITBIOTEP, MOHUTOP, KOJIOHKH, HACTEHHBIH dKpaH, IPOEKTOP,
MUKpooH, makeT mnporpamMm Microsoft Office mns ngemoHCTpanmmMu mpe3eHTauuil |
MenuadaiiioB, BHUAEONPOCKTOP JUI JEMOHCTpPAllMM CJIAalJ0B, BHICOCIOKETOB U JIp.
TectupoBanue 00y4aeMbIX MOMKET OCYIIECTBIATHCS C HCIOJIB30BAaHHEM KOMIIBIOTEPHOTO
000py/IOBaHUS YHUBEPCUTETA.

13.1. B océoenuu yueonoit oucyuniunbl UCHOJIbIYIOMCA CedyIouiue mpaouyuoHnvle
obpazoeamenvHble MEXHOIOZUN:

- YTeHHe MPo0IeMHO-UH(POPMAIIMOHHBIX JIEKIIUI C UCIOJIb30BAHUEM JOCKU U
BUJICOMATEPHUAJIOB;

- CEMUHAPCKUE 3aHATHUS 7151 OOCY>KICHHS, TUCKYCCHI 1 0OMEeHa MHEHUSIMU;

- KOHTPOJIbHBIE OMPOCHI;

- KOHCYIIbTaIUY;

- CaMOCTOATENbHAs paboTa CTYJICHTOB C YUeOHOI TUTEpaTypoil U IepBOMCTOUYHHKAMH;

- IOATOTOBKA U 00cyxieHue pedepartoB (IPOEKTOB), Mpe3eHTALMH (HaydHO-
uccleoBarenbckas padbora);

- TECTUPOBAHUE TI0 OCHOBHBIM T€MaM JIUCUHUIIINHBIL.

13.2. Akmuenvle u unmepaKmueHvle Memoovl U hopmvl 00yueHusn

W3 nepeunst BunoB: («moszeosoti wumypmy, ananuz HIIA, ananuz npobremuvix cumyayutl,
AHANU3 KOHKPEMHbIX CUMYayull, UHYUOEHMbl, UMUMAYUsL KOJIEKMUBHOU NpOoghecCUOHATbHOL
oesmenbHOCmU, pas3viepbleanue pofeli, meopuyeckas paboma, C6A3aHHASI C OCBOEHUeM
OUCYUNTIUHBL, PONe8as uspa, Kpy2ivlil Cmoi, Oucnym, beceda, OUCKyccus, MUHU-KOHepenyus u
Op.) UCTIOJIB3YIOTCS CIIEAYIOIINE:

- ducnym,

- aHanu3 nPooIEeMHbIX, MEOPUECKUX 3A0AHUL, CUMYAYUOHHBIX 3A0aY,

- poesas uepa,

- Kpyenvlii cmoi;

- MUHU-KOHGhepenyus;

- QucKyccusi;

- beceoa.

13.3. Ocobennocmu odyuenus un6aIU006 U 1UY ¢ 02PAHUYEHHBIMU 803MOHCHOCMAMU
300poevsa (OB3)

[Tpu opranuzanuu oOydeHus Mo TUCHUIUIMHE YYUTHIBAIOTCS OCOOEHHOCTH OpTaHU3aIuu
B3aMMOJICHCTBYS C HHBAJUIAMH U JIMIIAMU C OTPAHUYCHHBIMU BO3MOXXHOCTSIMU 37I0POBbsI (J1asee
— uHBanuael ¥ auna ¢ OB3) ¢ nenbio obecrneuenuss ux mpas. [Ipu oOyuyeHUN YUUTHIBAIOTCS
OCOOCHHOCTH HX TIICHXO(H3UIECKOTO PA3BUTHS, WHIUBUIyaTbHBIE BO3MOXHOCTH U TIPH
HEO00XO0IUMOCTH 00ecreunBaeTCs KOPPEKIUsS HAPYIICHUH Pa3BUTHUS M COIMATbHAS aTanTallus
YKa3aHHBIX JIHII.

Beibop MeTomoB o0O0yueHHsS OmpeaenseTcss Ccolep)KaHueM OOyuYeHHUs, YypOBHEM
METOJIMIECKOT0 W MaTepUaTbHO-TEXHHYECKOTO 00CCIeUeHHUsl, OCOOCHHOCTSIMH BOCTIPHSTHS
yueOHOM WHGPOpPMAIUN CTYJEHTOB C WHBATUAHOCTBIO M CTYIACHTOB C OTPaHHYEHHBIMH
BO3MOXXHOCTSIMHU 37I0POBbsSI U T.JI. B 00pa3oBaTensHOM IMpoIecce MCIOIb3YIOTCS COIHAIBHO-
AKTHUBHBIE U peIIEKCUBHBIE METOIBI O0YUYEHUS, TEXHOJIIOTUU COIIMOKYIBTYPHOU peabumuTanu
C IIETBI0 OKAa3aHWs IMOMOIIY B YCTAHOBJICHUH ITOJIHOIICHHBIX MEXJIMYHOCTHBIX OTHOIICHUH C



JIPYTMMU CTYAE€HTaMH, CO3AaHUU KOM(OPTHOTO MCUXOJIOTHYECKOr0 KIMMaTa B CTYAECHUYECKOM
rpyIIe.

[Ipn o0yyeHMM ULl C OrpPaHUYCHHBIMH BO3MOXKHOCTSIMH 37I0POBBSI DJIEKTPOHHOE
oOydeHre W JUCTAHIIMOHHBIC 00pa30BaTeIbHbIC TEXHOJIOTUN TPEyCMATPUBAIOT BO3MOXKHOCTh
npueMa-nepenaud nH(GopMalnuy B JOCTYIHBIX ISl HUX opMax.

OOyuaromyecs U3 YMCIIa JUI] C OTPAHUICHHBIMU BO3MOKHOCTSIMH 37I0POBbSI 00€CIICUeHbBI
MEYAaTHBIMHU U AJIEKTPOHHBIMH 00pa3oBaTelbHBIMU pecypcaMu B Gopmax, aJanTHPOBAHHBIX K
OTPAaHUYECHUSIM UX 3]J0OPOBbS.



[Tpunoxenue

ABTOHOMHAs1 HEKOMMepPYeCKasi OpraHu3anus BbICIIEro 00pa3oBaHust
«MOCKOBCKUU MEXIYHAPO/HbIA YHUBEPCUTET»

®OH/]] OIEHOYHBIX CPEJICTB
JIUISI TPOBEJAEHMS TPOMEKYTOYHOM ATTECTALIMM
MO JUCHUTJIMHE

NudopmanuonHas 6e30aCHOCTH U 3a1UTA JaHHBIX

Hanpaenenue noocomosku NudopmarimoHHbie CUCTEMbI U
TEXHOJIOTHH

Koo 09.03.02

Hanpaesnennocmo (npogunv) [IpoekTrpoBanue, pazpadboTka u
COMPOBOXKICHNE NHPOPMAITMOHHBIX
CUCTEM

Keanuguxayus (cmenenw) svinycknuxa  6axagaBp

Mocksa
2026



1. IlepeyeHbr KOI0OB KOMIETEHIIHIA,

(opmupyemMbIX JMCUMIUIMHON B Ipolecce

0CBOeHHs1 00pa30BaTeJIbHOI MPOrpaMMbl

I'pynna koMnereHuui

Kareropusi komnereHumu

Kon

[TpodeccuonanbHbIe

- TIK-4

2. KoMneTeHIIMU U MHAUKATOPBI HX JIOCTHKEHUSA

Kon DopMyJIHPOBKA
NuaukaTopbl 10CTHKEHUS] KOMIIETEHIMH
KOMIIeTeHIIUH KOMIIeTeHIIUH
nK-4.1. Apnantanius  OM3HEC-TIPOIIECCOB K
BO3MOKkHOCTsM TumnoBoir MC. Pa3paboTka mozpenu
ousHec-nporeccoB. [IpoektupoBanue u au3zaiin MIC
IK-4.2. Co0p AaHHBIX O 3alpocax W MOTPEOHOCTAX
3aKa3yuka MNpuMeHuTenbHo K  tunoBoit UC.
JlokymeHTUpOoBaHUE  COOpaHHBIX  JaHHBIX B
COOTBETCTBUU C periaMeHTaMH OpraHu3aluu.
IIK-4. Cnocob6en | IIK-4.3. CoracoBanue u yrBep:kIeHHe TpeOOBaHUI
obecrneunBaTh k Tunosoi UC.
TEXHUYECKYIO IIK-4.4. Pa3paborka mnporotunoB HWC Ha 06a3ze
MOJJICPIKKY tunoBoii IC B cOOTBETCTBUU C TPEOOBAHUSMU.
MPOLECCOB IIK-4.5. Unrerpanuss UC ¢ cymectBytomumu UC
CO3/IaHHUs 3aKa3z4ymKa
TK-4 (momudukanumn) u | IK-4.6. MonynsHOE u MHTErPALIMOHHOE
i COTIPOBOKACHHUS tectupoBanue 1C.
nc, IIK-4.7. Co3nanue pyKoBOACTBAa aJIMUHUCTPATOPA,
ABTOMATHU3HUPYIONI | PYKOBOJACTBA MPOrpPaMMUCTA M IMOJIb30BATEIHCKOM
ux 3a/1a4M | TOKyMEHTAllUU K MOJIU(UUMPOBAHHBIM 3JIEMEHTaM
opranusanuoHHor | tunosoi MC

O YIpaBICHHUS U
OM3HEC-IIPOLIECCHI

MK-4.8. 3nanme  oTpacieBoil  HOPMATHBHOMN
TEXHUYECKON JOKYMEHTAIINHU
IK-4.9. [IpoBenenune MPUEMO-CIIATOYHBIX

ucnbiTanuil (Banupganuu) MC B COOTBETCTBUH C
YCTaHOBJICHHBIMH PETIAMEHTAMHU.

ITK-4.10. JoxymeHTanbHOe odopmieHue
pesyibTata IMPHEMO-CAATOYHBIX HCIBITAHUA B
COOTBETCTBUH C YCTAHOBJICHHBIMU PETJIAMEHTAMHU.
ITK-4.11. CornacoBaHue JOKyMEHTALUH.

3. Onucanue NIAHUPYEMBIX Pe3yJIbTaTOB 00y4YeHH s MO AUCIUILINHE

3.1. Onucanue naanupyemuix pe3yibmamos 00yuenus no OUCHYUnIUHE

[Tnanupyembie pe3ynbTaThl O0yUEHHUS O IUCHUILIMHE MPEACTABICHBI TECKPUITOPAMHU
(3HaHUs, YMEHUS, HABBIKN).

€CKPUIITOPLI
Heckp p 3HaThL YMeThb Baanern
10 JUCIUILIHHE

Kon IK-4

KOMIICTCHIIMHU




- METoAbl
00BeMOB U
BBITIOJTHEHUS
TEXHOJIOTUHI
BBHITIOJTHEHUSI paboOT B
OpraHu3aIuy;

- ApPXUTEKTYPY,
YCTPOMCTBO u
(byHKIMOHUPOBAHUE
BBIUHCIUTENbHBIX
CHCTEM,
KOMMYHHKAIIHOHHOE
obopyoBaHue,
CETeBbIE MTPOTOKOJIBI;

- OCHOBBI
COBPEMEHHBIX
OTIepaIMOHHBIX
CHCTEM, OCHOBEI
COBPEMEHHBIX CHCTEM
ymnpaBieHusi  0azamu
JAHHBIX, YCTPOMCTBO U
(GyHKIIMOHUPOBAHUE
COBpPEMEHHBIX UG,
Teoputo 0a3 JTaHHBIX,
CUCTEMbl XPaHEHUS H
aHajgn3a 0a3 JaHHBIX;

- OCHOBBI
IPOrPaMMHUPOBAHUS,
COBpPEMEHHBIE
00BEKTHO-
OpUEHTUPOBAHHBIE
SI3BIKH
MPOrPaMMHUPOBAHUS,
COBpPEMEHHBIE
CTPYKTYpHBIE  SI3BIKH
IPOrPaMMHUPOBAHHS,
S3BIKM  COBPEMEHHBIX
OM3HEC-TIPUIIOKEHUI;
- COBpPEMEHHBIE
METOTUKH
TECTUPOBAHUS
pa3zpabaThIBa€MBbIX
ncC, COBPEMEHHBIE
CTaHJAPTHI
UH(OPMAIMOHHOTO
B3aUMOJICUCTBUA
CHCTEM;

- MIPOTPaMMHEIE
CpeicTBa u
m1aTGopmbl

UHPPACTPYKTYPHI
MH(OPMaLMOHHBIX

OLICHKHU
CPOKOB
pabor,

- pabortath c
COBPEMEHHBIMH
CUCTEMaMH
MIPOrpaMMHUPOBAHHSI,
KOHCTPYHPOBATh
MPOrPaMMHOE
obecneueHre U 0asbl
JTaHHBIX, pa3padaThIBaTh
OCHOBHBIC TMPOrPAMMHBIC

JIOKYMEHTHI,

- OLIGHMBATh OOBEMBI U
CPOKH BBITTOJTHCHHS
pabor;

- pa3zpabaThIBaTh
PYKOBOJICTBO
MPOTpaMMHUCTA K
MOIH(PHUITIPOBAHHBIM
aneMeHTam tunosoin MC;
- pa3pabaThiBaTh
PYKOBOJICTBO
aMUHHUCTpaTOpa K
MOIU(DHITMPOBAHHBIM
asiemenTam turoBoi MC;
- pa3pabaThiBaTh
PYKOBOJICTBO
II0JIB30BaTEIIS K
MOAUGUIIUPOBAHHBIM

aneMeHTam tunosoi MC;
- pa3pabateiBaTh T3.

- HaBBEIKAMH
KOHCTPYHPOBaHUS
MIPOrPaMMHOTO
obOecrieuenus u 0a3
JAHHBIX

- HaBBIKAMH
pa3paboTku
uHTepericoB
oOMeHa JaHHBIMH,
dbopmatoB oOMeHa
JAHHBIMH,
TEXHOJIOTHI
oOMeHA JaHHBIMHU
mexay UC u
CYIIECTBYIOIUMHU
CHUCTEMaMU B
COOTBETCTBUU c
TEXHHUYECKUM
3alaHHEM.




TEXHOJIOTUH
OpraHu3aIui;

- COBpPEMEHHBIE
MOJXO/Ibl U CTAaHAAPThI
aBTOMAaTHU3aIlU
OpraHu3aluu
(manpumep, CRM,
MRP, ERP, ITIL,
ITSM);

- OCHOBBI  TE€OpHUHU
CHCTEM M CHCTEMHOI'O
aHaJIn3a;

- METOJHKH OIIHMCAHUS

u MOJIETTUPOBaHUS
OM3HEC-TIPOIIECCOB,
CpeacTBa
MOJICIIMPOBAHUS
OHM3HEC-TIPOIIECCOB;

- CUCTEMBI
KJIacCCU(UKALIAN u
KOJMPOBaHUS
uH(popMaluu, B TOM
qrcie MIPUCBOCHUE
KOJIOB JOKYMEHTaM H
AIIeMEHTaM
CIPaBOYHUKOB;

- OTpacIIeBYIO
HOPMAaTUBHYIO
TEXHUUYECKYIO
JIOKYMEHTAITHIO.

3.2. Kpumepuu oyenku 3Hanuii cmyoenmoe

Mxana HNuauxarop
OLICHMBAH bl IMoka3aTeu olleHUBAaHUS Pe3yJIbTATOB 00yYeHUsI
AOCTHKEHH
ust a
3Haer: - CTYJIEHT ITyOOKO U BCECTOPOHHE YCBOWJI MaTepuall, YBEPEHHO,
o JIOTUYHO, MTOCIIE0BATEIbHO U IPAMOTHO €T0 M3JIaraeT, OMHpasich
E Ha 3HaHUS OCHOBHOH U JONOJHUTENBHOM JTUTEpaTypHl,
; - Ha OCHOBE CHCTEMHBIX HAyYHBIX 3HAaHHWHA JIelaeT
g KBAJM(HUIHUPOBAHHBIE BBIBOJBI U 0000IIEHHsS, CBOOOIHO
3 OTIEPHPYET KATETOPHSIMH U TIOHSTHSIMHU.
E Ymeer: - CTYZCHT yMEeT CaMOCTOSTEIbHO U NMPABWIBHO pemaTh yaeOHo-
E npodecCHOHANbHBIE 33/1a4l WIM 3aJaHMsl, YBEPEHHO, JIOTHYHO,
= HIOCJIEZIOBATEIBHO M apTYMEHTHPOBAHO M3J1araTh CBOE PEIICHHE,
© UCTIOJIb3Ysl HAYYHbIE TOHATHUS, CChIIAsICh HA HOPMAaTUBHYIO 0asy.




Brianeer:

- CTYIEHT BJaJeeT  palMOHAJbHBIMU  MeToAamMu  (C
WCIIOJIb30BAaHUEM PAllMOHATBHBIX METOAMK) PEIICHUsS CIIOMKHBIX
po(ecCHOHANTBHBIX 3a71a4, MPEACTABICHHBIX JICTIOBBIMU UTPaMH,
KeWcaMuy | T.JI.;

[Ipu pemieHny NpoOIEMOHCTPUPOBAII HABBIKH

- BBIJICJICHHS TJIAaBHOTO,

- CBA3KOM TEOpEeTHMYECKUX TIOJOKEHUH ¢ TpeOOBAHUAMHU
PYKOBOJISIIMX JIOKYMEHTOB,

- U3JI0)KEHUS MBICJICH B JIOTMYSCKOM IIOCIIeA0BATEIHbHOCTH,

- CaMOCTOSITEILHOTO aHajau3a (akThl, COOBITHH, SBJICHUH,
MPOLECCOB B UX B3aUMOCBSI3H U THAIIEKTUYECKOM Pa3BUTHUH.

XOPOUIO/3BAYTEHO

3Haer:

- CTYJIEHT TBEPJI0 YCBOWJI MaTepHa, JOCTATOYHO IPaMOTHO €ro
M3J1araeT, ONHUPASICh HA 3HAHUS OCHOBHOM M JONOJHUTEIbHOMN
JIUTEPATYPHI,

- 3arpynHserci B (OpMyIMpOBaHMHM KBAIM(UIIMPOBAHHBIX
BBIBOJIOB U 00OOIIECHHI, OTIEpUPYET KATETOPHUSIMHU U TTOHATUSIMH,
HO HE BCEr/ia MPaBUIIbHO UX BEpUPHUITUPYET.

YwMmeer:

- CTYyIEHT YMEET CaMOCTOSTEIbHO U B OCHOBHOM IPABHILHO
pemate yueOHO-TIpo(heCCHOHANBHBIC 3aadll WU 3aaHws,
YBEPEHHO, JIOTHYHO, TOCIIE0BATEIbHO U apryMEHTHPOBAHO
u3Jarath CBOC pCLICHUE, HE B IOJHOHW Mepe HCIOJb3Ys
HAay4YHBIC MIOHATHS M CCHUTKA Ha HOPMATHBHYIO 0a3y.

Bnaneer:

- CTYIEHT B LIEJIOM BJIAJICET pPAIMOHAIBHBIMU METOJIaMU
peleHus CIIOKHBIX podeCCHOHATBHBIX 3ajad,
MPEACTABICHHBIX JCJIOBBIMU UTPAMHU, KEicCaMu U T.1I.;

[Ipu pemieHnu cMor NpoAEMOHCTPUPOBATH JOCTATOYHOCTh, HO
HE TNIyOMHHOCTh HaBBIKOB

- BBIJICJICHUS TJIaBHOTO,

- U3JIOKEHUS MBICJICH B JIOTHYECKOM MTOCICA0BATEIILHOCTH.

- CBM3KM TEOPETHUYECKUX TMOJIOKEHUH C TpeOOBaHUSIMU
PYKOBOJSIIHNX JTOKYMEHTOB,

- CaMOCTOSITENBHOTO aHanmu3a (aKThl, COOBITUN, SBICHHIA,
MIPOIIECCOB B MX B3aMMOCBS3U U JUAIEKTUYCCKOM PA3BUTHH.

YJIOBJIETBOPUTEJIbHO/3AUTEHO

3Haer:

- CTYJ€HT OPUEHTUPYETCS B MaTepHalle, OHAKO 3aTPYAHSIETCS B
€ro U3JI0KEHHH;

- TIOKa3plBacT HENOCTATOYHOCTh 3HAHMW OCHOBHOW H
JIOTIOJIHUTEIIbHOM JINTEpaTypHI;

- 11200 apryMeHTHpYeT Hay4HbIe TOJI0KEHHUS;

- TPaKTUYECKH HE CIOCOOEH CQOpPMYIMpPOBaTh BBHIBOJBI U
00001IeHHS;

- YaCTHUYHO BJIaJIe€T CUCTEMOI MOHSITHH.

VYwmeer:

- CTYAGHT B OCHOBHOM  yMEeT pemHTh  y4eOHO-
npodeCCHOHATIBHYIO 3a/1auy WU 3aJJaHKe, HO JIOMYCKAeT OIINOKH,
c1abo apryMEeHTHPYET CBOE PEIICHHE, HEJOCTATOYHO HCIIONIB3YeT
HayYHbIE TOHATHUS U PYKOBOJSIINE JOKYMEHTHI.

Bnaneer:

- CTYAEHT BJIaJIe€T HEKOTOPHIMU PANUOHAIBHBIMH METOJAMHU
pEIIeHUs CIOXKHBIX MPOPECCUOHANBHBIX 3a/1a4, MPEICTABICHHBIX
JIETTOBBIMUA UTPaMH, KEWCAMH U T.1.;

IIpu pemieHny TpoIEeMOHCTPUPOBAII HEAOCTATOUYHOCTh HABBIKOB
- BBIJICNICHUS TJIaBHOTO,

- U3JI0KEHUS MBICJIEH B JJOTMYECKOM MOCIE0BATSIHHOCTH.




- CBA3KHU TeOpeTI/I‘IeCKI/IX HOJIO)KGHI/II\/'I C Tpe6OBaHI/I$IMI/I
PYKOBOJSIINX JTOKYMCHTOB,

- CaMOCTOSITENIPHOTO aHanmu3a (akKThl, COOBITHIA, SIBICHUH,
IIPOLIECCOB B UX B3aMMOCBSI3H U JHAJICKTHYCCKOM Pa3BUTHH.

KOMHCTCHHI/IH HC JOCTUTHYTA

HEYJOBJIETBOPUTEJIBHO/
HE 3AYTEHO

3Haer:

- CTYJICHT HE YCBOWJI 3HAYUTEILHOW YaCTH MaTepHaa;

- HE MOXET apryMEHTUPOBATh Hay4YHbIE TIOJIOKEHUS;

- He popMYyIUPYET KB (DUIIMPOBAHHBIX BBIBOJOB H 00OOIICHHMIA;
- HE BJIAJEET CUCTEMOU MOHSATUM.

VYmeer:

CTYJICHT HE noKasaii yYMEHHE pemars yuebHo-
npodeccuoHaNbHYIO 337a4y WU 3aJaHHe.

Bianeer:

HE BBINIOJIHEHBI TpPEOOBaHMS, MPEIbSIBISEMbIE K HaBBIKaM,
OIICHUBAEMBbIM ‘‘yJIOBJIETBOPUTEIIBHO .

Ilpu omeeme Ha 80MPOCHI 8 pPAMKAX NPOXONCOEHUS NPOMENCYMOUYHOU ammecmayuu
(3auem/ 3auem c oyeHKOU/ IK3ameH) OONYCKAeMCs BONbHASL YOPMYIUPOBKA OMEema, No CMbLCILY
PACKpbIBaOWaAs cooepicanue omeema, yKasaHHo2o 6 poHOe OYeHOYHbIX CpedCcms, 8 Kayecmee
8epHo2o omeema.

4. TunoBble KOHTPOJbHbIE 3aJlaHUSl W/MJIM HHbIe MaTepuajbl 1Js1 NPOBeIeHUs!
NMPOMEKYTOUHOI aTTecTaluu, Heo0XoAUMbIe [JIsi OLEHKH JOCTHKEHHS KOMIIeTEeHIUH,
COOTHECEHHOM ¢ pe3yjbTaTaMM 00yUeHusl MO JUCIHUIINHE

6 CEMECTP
IIK-4

1. Yro Takoe noBepeHHasi 3arpy3ka?

a) [Ipornecc 3arpy3ku oneparmoHHON CUCTEMBbI O€3 TPOBEPKH.

b) Ipouecc 3arpy3ku, Npu KOTOPOM NMPOBEPSIETCH HEJOCTHOCTh U MOJJIHHHOCTH
3arpy304HbIX KOMIIOHEHTOB.

c) [Ipouecc, He TpeOyIOUTNIT HUKAKOM MPOBEPKH.

2. Kakoii u3 cjie1ylommux MeTo10B HCIO0JIb3yeTCsl aHTUBHPYCAMHU /ISl 00HAPY/KeHUSsI

BHPYCOB?
a) CHrHaTypHbIii aHAJIH3.
b) Ananm3 noBeaeHus1 6€3 6a3bl TaHHBIX.
¢) MuTyuTHBHBIN aHANIN3.

3. UTo Takoe cuctemMa npeaorspamenus srop:kenuii (IPS)?

a) Cucrema, KOTOpasi TOIbKO PUKCUPYET UHLIUJEHTHI.
b) Cucrema, KoTOpasi aKTUBHO GJOKHPYET MOAO3PHTEIBHYI0 AKTHBHOCTb.
¢) Cucrema, He TpeOyroIIass HACTPONKH.

4. KakoBa ocHOBHas1 QyHKIIMSI MeKCETeBOI0 IKpaHa?




a) 3amuTa OT BUPYCOB.
b) ®uapTpanus Tpaduka MeKIy CETAMH.
¢) lludpoBanue qaHHBIX.

5. Kakoii 3 ciie1yrommx MeTo/10B MOHUTOPUHIAa 0€30MacHOCTH ABJIsieTcsl HauboJee
pacnpocTpaHeHHbIM?

a) Cucrembl SIEM.

b) PyuHoii ananu3 10roB.

¢) Mcnonb3oBaHue aHTUBUPYCOB.

6. UTo Takoe H30IUPOBAHHAS CpPeda UCIIOJHEeHHs mporpaMm?
a) Cpena, rae nporpaMMbl MOTYT B3aUMOJIEUCTBOBATh 0€3 OrpaHUYCHUM.
b) Cpena, B KOTOPOii MPOrpaMMbl HCIOJIHAOTCS B H30JIAIUH OT OCHOBHOI
CHCTEMBI.
c¢) Cpena, rae nporpaMMbl HE MOTYT OBbITh 3aIyILICHBI.

7. Kakoii u3 cjieyommux MeTo/10B 3allUThl HH(pOpMaIuu sABJIsETCS
Kpunrorpagpuyeckum?

a) daitnoBble npaBa AOCTYIIA.

b) llludpoBanue TaHHBIX.

¢) AHTUBHpYCHAs 3alUTA.

8. KakoBa ocHOBHasi 3a/1a4a CPeJCTB Pe3ePBHOI0 KONMMPOBAHMSA?
a) YjajneHrne HEHYKHBIX JaHHBIX.
b) BoccTaHoBJIeHHE JAHHBIX MOCJIE X YTPATHI.
¢) 3amuTa OT BUPYCOB.

9. Uto Takoe MexKceTeBOii IKPaH YPOBHS Bed-NPHIIOKEHUI?
a) YcTpoicTBO, GUIIBTPYIOLIEE TOIBKO NOYTOBBIN TpauK.
b) YerpoiicTBo, 3amumaroiiee Bed-nMpuIoKeHUs OT aTaK.
¢) YcrpoiicTBo, He Tpelyroliee KOH(UTYpaIiu.

10. Kakoii U3 c1eQyonux MeTo10B AaHAIN3A 3aIUIIEHHOCTH NCIOJIb3YeTCs IJIsl
OIIeHKH ysI3BUMOCTeHi ?

a) IleHTecTHHT.

b) Pyunoe tectupoBanue.

¢) MoHuTOpHHT Tpaduka.

11. Yrto Takoe OAHOHANIPABJIEHHBbIN 1LTI03?
a) YcTpoiicTBO, O3BOJISIIONIEE JBYCTOPOHHIOO Nepeiavy JaHHbBIX.
b) YcrpoiicTBo, no3BoJisiiolee MepeaaBaTh JaHHbIE TOJIbKO B OTHOM
HaINlpaBJICHUH.
¢) YcrpoiicTBo, He TpeOyroliee HaCTPOUKH.

12. Kakoii u3 ciie1ylonux 3JieMeHTOB SIBJISIETCSH YaCThI0 CUCTEMbl MOHUTOPHUHTA
HHpopManoHHOI 6e3onacHoCTH?
a) daitnoBas cucrema.
b) Cucrema ynpasiienusi coobITUsiMU 1 HHpopMmanmeii 6e3onacHoctu (SIEM).
¢) OnepanroHHas cucTema.

13. Kakoii u3 ciieqylommux MeTo/I0B 3alIUThI MPeIHA3HAYEH /1JIsl IPe0TBPAlleHusl
HECAHKIIMOHMPOBAHHOIO 10CTYyNa?



a) AyTeHTH(UKAIHS M0Jb30BaTeIeil.
b) PezepBHOE KONTMPOBaHKE JAHHBIX.
¢) lIudposanue daiinos.

14. Kakoii u3 ciiea1ylOUIuX acleKTOB BasKeH /sl 3a1IUThI CHCTEM MCKYCCTBEHHOI'0
HHTeJJIeKTa?

a) 3ammMTa JAHHBIX [JIs1 00yYeHHs U MPeI0TBPaIleHne MAHUITYJISIHIA.

b) YBenuueHHe BHIYUCITUTEIIBHBIX MOIIHOCTEH.

¢) OTKPBITHIN JOCTYI K aJTOPUTMaM.

15. Kakoii u3 ciieayomux MeTo/10B UCI0JIb3YyeTCs /sl 3aIHThI
BHPTYaJIM3MPOBAHHBIX cpea?
a) CpencrBa 3ammThl HHGOPMAIMH BUPTYAJIN3ANNH/KOHTeiHEPU3aAINH.
b) Ucnonb30BaHKe TOIHLKO AHTHBUPYCOB.
¢) OTkiroueHre ceTeBhIX HHTEP(EICOB.

16. Kakoii u3 cieqyonmx MeTo/10B pe3epBHOI0 KONMPOBaHUS sABJIseTCs HauboJiee
0e3omacHbIM?

a) PesepBHOE KOITMpPOBaHWE HA JIOKAIBHBIN JTUCK.

b) Pe3epBHOe KonMpoBaHue B 00,1aK0 ¢ U (POBAHUEM.

c¢) PesepBroe konupoBanue Ha USB-HakonuTes.

17. Kakoii u3 cieayloumx noaxoa0B HCHOJIb3yeTcs IJIsl 3allIMThHI JAHHBIX B 00/ 1a4HbIX
cepBucax?

a) lllndpoBanue TaHHBIX Nepe] 3arpy3Koii B 00J1aK0.

b) XpaHeHue JaHHBIX B OTKPBITOM BHJIE.

¢) Ucnonb3oBanue cTaHAApTHBIX MapoJieH.

18. Kakoii U3 c1e1yonmx MeTo10B aHAIN3A 3AIUIIEHHOCTH UCIOJIb3YeTCs IJIs
OIIEHKH YSI3BUMOCTeii?

a) CkaHnpoBaHue ySI3BUMOCTEN.

b) Pyunoe tectupoBanue.

¢) MoHuTOpHHT Tpaduka.

19. Kakoii u3 ciieaylonux MeToA0B NMpeI0TBPAIaeT aTAKU HA BeO-NPUJIOKEHHS?
a) OTKITI0UeHNEe BCEX BHEITHUX COCTMHEHUM.
b) Mcnosib30BaHHe MeKCETEBOT0 YKPAHA YPOBHSI BeO-NPUJI0KEHHIA.
¢) YcTaHOBKa aHTHBHpYCa Ha CEpBeEp.

20. Yo Takoe kpunTorpaduyeckas 3amura unpopmanuu?
a) [Iponecc, npu KkoTopoM nHGOpMaLHs CTAHOBUTCS JOCTYITHOM /IS BCEX.
b) Mpouecc mudpoBanus TAHHBIX 1JIs1 3AIHUTHI OT HECAHKIIMOHUPOBAHHOTO
AOCTyIA.
¢) [Ipouecc co3nanus pe3epBHBIX KOMUIA JaHHBIX.
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