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1. Ilepeuyenn kK010B KOMIIETeHINH, (POPMHUPYEMBIX TUCHHMILUINHON B IIpoLecce 0CBOCHUS

o0pa3oBaTeJIbHOM MPOrPaMMbI

I'pynna komnereHuuit Karteropus Kon
KOMIIeTEeHIH I
O6menpodeccrnoHambHbIE - OIIK-3
[IpodeccnonanpHbIC - I1K-2

2. KoMnerennuu u HHAUKATOPLI UX TOCTUKCHUS

Komneren | UngukaTopbl Jnoctuskenus | [lnanmpyembie pe3yJibTaThl 00y4deHHsI
M KOMIIeTeHI Ui 10 JUCHMILIHHE

OI1IK-3 Crocoben yrnpaBnath | OIIK-3.1 3naer mnoHsTHe, BUIB U
nporeccaMi  CO3JaHus UM | OCOOCHHOCTH MPOAYKTOB M yCIyr B chepe
ucnonb3oBaHus npoaykros u | UKT; OCHOBBI JITOPUTMU3ALIUH,
yCayr B cdepe | COBpeMEHHBIE METOJOJIOTHH Pa3pabOTKH
UH(POPMAaLIMOHHO- IPOTrPaMMHBIX CPE/ICTB; 3TaIlbl Pa3pabOTKU
KOMMYHHKAIIHOHHBIX IPOTPAMMHBIX CpEACTB; METO/IbI
TEXHOJIOTUH, B TOM uucie | o0ecrneyeHus MH(OPMAaLMOHHOM
pa3pabaTbIBaTh aqTrOPUTMBI U | OE30MACHOCTH.

IpOrpamMMBbl JUTSt ux | OIIK-3.2 Ymeer pa3pabaTsIiBaTh

NPaKTUYECKON pean3anuu QITOPUTMBI " IPOTPaMMBI ULt
NPaKTUYECKON peanu3aliy MPOIYKTOB M
ycayr B chepe UKT.
OIIK-3.3 Brnageer meronamMu yrpaBiIeHUS
MpoIrieccaMi CO3/IaHUSl M WCIOIB30BAHUS
npoayktoB u ycayr B chepe UKT, B
9aCTHOCTH, HaBBIKAMU pa3paboTku
QITOPUTMOB W TMPOTpaMM Il HX
NPaKTUYECKOHN pean3alui.

I1K-2 Ymeer npoektupoBats, | [IK-2.1. 3HaeT OCHOBBI 3J1EKTPOTEXHUKU U
CO3/laBaTh M BHEAPATH | DIEKTPOHHKH, 0COOEHHOCTH
KOMITOHEHTHI WT- | BBIYUCTUTENBHBIX CUCTEM, TEOPUIO CETEH U
UHPPACTPYKTYPHI TEJIEKOMMYHHUKAIHH, 0COOEHHOCTH
peNpUATHS, (YHKIIMOHUPOBAHUS KOPITOPAaTUBHBIX
o0ecrieunBaroIme WHPOPMAIIMOHHBIX ~ CHUCTEM,  OCHOBBI
JOCTH)KEHUE CTPATErMYeCKHUX | YIpaBICHHS MHTEIJUIEKTYyaIbHOU
neneil  TpeAnpHsITHS W | COOCTBEHHOCTBIO
HOIJEPKKY o6usnec- | [IK-2.2. Ywmeer paspabaTbiBaTh Ou3Hec-
IPOIIECCOB TUTaHBI, IPOBOJTUTH myOJINYHbIE

Npe3eHTallM, T[PUMEHATh 3HAaHUS B
o0nactTi WHGOPMALMOHHBIX TEXHOJOTHH
JUIl TPOEKTUPOBaHUS KoMmnoHeHToB MT-
WHOPACTPYKTYPHI PEATIPHUSITHN




T1K-2.3. Bmageer HaBbIKAMH HOCTAaHOBKH
3a/a4 M 3aKa3a Ha TEXHOJOTHYECKHE
uccaegoanusgs MT jgna  OusHeca, wuX
KOOPAVHHUPOBAaHUS M IOCIELYIOLIEro
aHaIM3a, ONPEIEIICHUS CTaTel pacxol0B U
JI0XOJIOB, Pa3pabOTKHU LIEHOBOM MOIUTUKHU U
crpaterun pa3Butus UT-undpactpyKkTypbl
OpeanpusaTus, nojadopa mepcoHana ajs
CO3JaHusl U BHEIPEHUs KOMIIOHEHTOB UT-

MH(PACTPYKTYyphl,  3aKa3a  IATEHTHOH
9KCHEPTU3bI TEXHOJIOTHYECKUX pa3paboTOK
OpraHM3aLH, aHanmza OuzHec-
3¢ HEeKTUBHOCTH CYLIECTBYIOLIUX y

OpraHu3ali aKTUBOB M (OPMUPOBAHUIO
NPEUIOKEHU 10 TPHOOPETEHUIO TIpU
HEOOXOJMMOCTH CTOPOHHUX aKTHBOB

3. Onucanue JIAHAPYEMBbIX Pe3yJbTaTOB 00y4YeHHs 10 JUCHHUILINHE
3.1. Onucanue nianupyemulx pe3yiomamos 00yuerus no OUCYUniuHe

[Tnaampyembie pe3yabTaThl OOYYCHHS O JUCHUIUIMHE MPEACTABICHBI JISCKPUIITOPAMHU
(3HaHUS, yMEHUS, HABBIKH).

Jeckpunropsi 3Hatb Ymersn Baaners
no
AUCHHUILINHE
Kon OIIK-3
KOMIICTCHIIUH
poib W 3axadu | - GOpMUPOBATH HaBbIKAMU peaju3aluu
UH(POPMALIMOHHOM KOMILIEKC Mep o | Mep Mo 0OOECIEeYeHHIO
0€30MacHOCTH Ha | ”HQOPMAITMOHHON Wb c yu€rom pemaeMbix
IIPEIIPUATHH; 0e30macHOCTH ¢ Y4€TOM | 3a/1a4 "
- TEXHUYECKOE U | €0 IIPAaBOBOM | OPraHU3aLMOHHON
IIPOrpaMMHOE 000CHOBAHHOCTH, CTPYKTYpBI 00BeKTa
o0ecrieueHue s | aIMUHUCTPATUBHO- 3aIUTHI, BHEILITHUX
peneHus 3a7a4 | yInpaBJIE€HYECKON U | BO3IECUCTBUI 51
H(pOpMaLOHHON TEXHUYECKON BEPOSATHBIX YIPO3;
6e3onacHoctu (Mb); | peanuzyemoctu U | - MHCTPYMEHTAIbHBIMU
- METO/Ibl U CPEJICTBA | SKOHOMUYECKON CpPEICTBAaMHU  3alIUTHI
3aILUTHI 1eJ1ecO00Pa3HOCTH; UHpOpMaLny;
uH(pOopMaLnu; - HCII0JIb30BATh - HaBbIKaMU
- BEPOSITHBIE YIPO3bI | BO3MOYKHOCTH obecreyeHus
Ub. COBPEMEHHBIX METOJOB U | LIEJIOCTHOCTH,
CPEJCTB, BKJIIOYasl | JOCTYIHOCTH u
pOrpaMMHbIE, 1o | KOHPHUAEHINATBHOCTH
o0ecreyeHnIo uH(pOpMaIHH;
nH(pOpMaAITMOHHON - HaBBIKaMHU PabOTHI 1O
0e3omacHoOCTH B | peaau3aluu IOJIUTUKH
npodeccuoHanbHOM nH(OpMaLMOHHON
IEATENLHOCTH. 0€30I1aCHOCTH.
Kon IK-2




KOMIETEHIIUH

[TpuHIIATIBI Pa3zpabartbiBath HaBpikamu paboTel ¢

MPOEKTUPOBAHUS TEXHUYECKHUE 3aJaHMsl U | MHCTPYMEHTAMH

UT- ApPXUTEKTYpPHBIC PEIICHUS | TIPOCKTUPOBAHUS

UHPPACTPYKTYPHI, s komnoHeHTtoB UT- | (mampumep, Microsoft

BKIIIOYas  CeTEBbIC | HHPPACTPYKTYPhI ¢ | Visio, Enterprise

APXUTEKTYPHI, y4EeTOM TpeboBanmii | Architect) u

CUCTEMBbl XpaHEeHUus | 6e30MacCHOCTH U | yrpaBiIeHUS

JAHHBIX U O0JIaYHbIe | MAacCIITAOUPYEMOCTH. KOH(UTypaIisIMHA

peLICHHS, (Ansible, Terraform).

COOTBETCTBYIOIIHE Koopauauposath

CTpaTeruu B3auMoJieiictBue Mexay | OnpiToM — BHEApPEHUs

MPEAIPUATHSL. MoApa3IeICHUSIMU ERP-, CRM-cucrem
(Ou3Hec-aHAIUTHKH, WIM  KOPHOPATHUBHBIX

CoBpeMeHHbIe pa3paboTUuKH, cepsucoB (1C, SAP,

TEXHOJIOTHH U | DKCILTyaTaIus) s | Microsoft Dynamics) B

craugaptel  (ITIL, | ycemHoro  BHEIpEHMs | COOTBETCTBHM ¢ OM3HEC-

COBIT, TOGAF) | UT-cucrem. TpeOOBAHHUAMHU.

s ynpasienust UT-

yclyramu U | AHanM3UpOBaTh pUCKU U | MeTtogamu

MHTETpalui OW3HEC- | mpeasiaraTh MOHUTOPHHTA M ayAWuTa

MPOLIECCOB. ONTUMH3ALUIO UT- | UT-undpactpykTypsl
UHPPACTPYKTYpBl  JUIs | [UIsi  oOecrieueHus: ee

MeTto b OLICHKH | CHIDKEHHUSI  3aTpaT U | COOTBETCTBUSA

3¢ (HEeKTHBHOCTH MTOBBIIIICHUS CTPaTErHYECKUM LEIISIM

BHenpsembix  UT- | HagexxHOCTH. KOMIIaHUH.

pemieHUd KU KX

BIIUSTHUS Ha

KJTIOYEBEIC

nokasarenu Ou3Heca

(KPI).

4. MecTo AUCHMILINHBI (MOAYJs) B CTPYKTYpe 00pa3oBaTeIbHOI IPOrpaMMbl

Juctumimna «MHopmaronHas 0e30MacHOCTb» OTHOCUTCS K 00s3aTenbHON

yuebHoro miaana OITOIL.

qacTHu

JlanHast JAucUMIUIMHA B3aMMOCBA3aHa C JpYTMMM JAMCLHUIUIMHAMM, TaKUMHU Kak
«upopmatuka», «TexHOIOrMM M METOJbl MPOrpaMMHUPOBAHUSN», «TEXHONOTUM U METOMAbI
porpaMMupoBaHus», «KoMmnelorepHas rpadguka u MyibTUMenay, «OnepaluoHHbIE CHCTEMBIY.

W3yueHne NUCHUIUIMHBI MO3BOJIUT OOYYAIOIIUMCS pPEan30BbIBATH YHHMBEPCAJIbHBIE U
OOLIEKYIbTYpHbIE KOMIIETEHIIUU B MPOPECCHOHATBHON AESITEIbHOCTH.

B pamkax ocBoeHHUs MporpaMMbl OakanaBpHaTa BHITYCKHUKH FOTOBSTCS K PELLICHUIO 3a7a4
npoecCHOHANBHOM  NIEATENbHOCTH  CIEAYIOIIMX  THUIOB:  HAYYHO-HCCIIENOBATEIbCKUM,
IIPOU3BOJICTBEHHO-TEXHOJIIOTHUECKUI, OPTaHN3aLlMOHHO-YIIPABIEHYECKUM, TPOEKTHBIM.

[Tpodune (HampaBI€HHOCTH) MPOrpaMMbl YCTAaHOBJIEHA IIyTEM €€ OpUEHTAIMH Ha cdepy
npodeCCHOHATIBHOMN AEATeNbHOCTH BBIMYCKHUKOB: VH(OpMaIlMOHHBIE CHCTEMBI U TEXHOJIOTUH B
YIpaBJICHUN OM3HECOM.

5. O0beM TUCHMILIUHBI

Buabl yueOHoii padoTsi Dopmul 00yuenusn

ouyHasAn d)opma OYHO-3a04YHan

dopma

OO01mas TPy/10eMKOCTh: 3a4eTHBIE 4/144 4/144




€IUHULbI/9aChl

KonrTakTHas pabdora:

3aHATHS JIEKIIMOHHOTO THIIa 40 12
3aHATHSA CEMUHAPCKOTO THIIA 40 16
[TpomMexyTodHas aTTecTanus: 3a4eT ¢ 0,1 0,15
OLICHKOM

CamocrosiTesibHas pa6ora (CPC) 63,9 115,85

6. Coaep:xxanue TUCHMIIMHBI (MOYJs), CTPYKTYPHPOBAHHOE MO TeMaM / pa3jesiaM
YKa3aHMeM OTBeJeHHOr0 HAa HHMX KOJIHYeCTBA AKAJeMHMYECKHX 4YacoB M BH/OB

Y4eOHBbIX 3aHATHH

6.1. Pacnpedenenue uacos no pazoeram/memam u 8udam pabomuol

6.1.1. Ounasn popma obyuenus

Paznen/rema

Buabl yueOHoi1 padoThl (B yacax)

KonraktHass pa6ora

SauaTusa
JEKIUOHHOI0
THIIA

Camoct

3ansgarus CEMUHAPCKOIo TUIa OAATCJIbH

as

Jlexyuu | Unvie
e

A

3ansamu

Ilpaxkmu

yuebHbl | uecKue

3aHAMuUA

Cemuna
pbl

Jlabopa
mopHbvie
pabomol

Hnvle pabora

OCHOBHBIE TOHATHUSA
MH(POPMAIIMOHHOM
0€30IIaCHOCTH U €€ MECTO
B CHCTEME HaIlMOHAITLHOH
oe3omacHocTu PD.

10

HopmarusHo -
3aKOHOIaTeIbpHas 0a3a u
CTaHJapTHI B 001acTU
MH(}OPMALIMOHHOU
0€301acCHOCTH

10

Yrpo3sl
nH(OPMALIMOHHOU
0e30IMaCHOCTH, UX
KJaccuukanus u
aHalu3.

10

Mertonbl 1 cpeacTBa
obecrnieueHus
nH(OPMALIMOHHOU
0€30MMacHOCTH.

11

Nudopmannonnas
0€301acHOCTb
aBTOMAaTH3MPOBAHHBIX
CHCTEM

11

Nudopmannonnas
0€301acHOCTb
KOMITBIOTEPOB U
KOMIIBIOTEPHBIX CeTel

11,9




IIpomexxyrounas
arTecTauus

0,1

HUroro

40

40

| 639

6.1.2. Ouno-3aoun

asn gpopma odyuenus

Paznen/Tema

Buabl yueOHoi padorsl (B 4acax)

KonTakTHas padora

SauaTus
JEKIIHOHHOI'0
THIA

3ansgarus CEMUHAPCKOIo TUIa

Camoct
OAITEJILH
as

Jlexyuu

Hnvie
yuebHbl
e
3anamu
ki

Ilpaxkmu
ueckue
3aHAMU

Cemuna
pbl

Jlabopa
mopHbvie
pabomol

HUnvie

padora

OCHOBHBIE TTOHSITHUSA
HH(pOPMAITMOHHOM
0e30IMaCHOCTH U €€ MECTO
B CHCTEME HAI[HOHAILHOM
0e3omacuHoctu PD.

19

HopwmatugHo -
3aKOHO/aTeIbHas 0a3a u
CTaHJapThI B 00J1aCTH
MH(POPMAIIMOHHOM
0€e30IacHOCTH

19

Yrpo3sl
MH(POPMAIIMOHHOM
0€30I1aCHOCTH, UX
KiaccuuKanus u
aHaJIM3.

19

Meroas! u cpencTa
obecrieyeHus
MH(}OPMALIMOHHOU
0€30I1aCHOCTH.

19

Nudopmannonnas
0€301acHOCTb
aBTOMAaTH3MPOBAHHBIX
CHCTEM

19

Nudopmannonnas
6€301acHOCTb
KOMITBIOTEPOB U
KOMIIBIOTEPHBIX CeTel

10,85

IIpomexxyrounas
aTTecranus

0,15

Hroro

12

16

| 115,85

6.2. Ilpozpamma oucuyuniaunsvl CmpyKmypuposannas no memam / pazoenam

6.2.1. Cooepiwcanue nekyuonnozo Kypca

Ne HaumeHOBaHMe TeMBI
n/n (pa3nena) MUCHUNJINHBI

CopepxaHue JeKIIMOHHOI0 Kypca




OCHOBHBIE TTOHSITHUSA
“H(pOpPMAITMOHHOM
0E30IMaCHOCTH U €€ MECTO B
CHCTEME HAIlMOHAILHOMN
oe3omacHoctu PD.

Ilenu u 3amauM Kypca, oOIIas XapakTepUCTHKA €ro
conepxanusa. OCHOBHBIE TOHATHS W OIPEACIICHUS.
[TonsiTne  HAIWOHANBHOW ®  WHGOPMAIMOHHON
oesomacuocty P®. (OcCHOBHBIE COCTaBIIIOLINE
uHpOopMaMOHHON Oe3omacHocTH. HanumonanbHbIE
UHTEpEChl, 0€30MacCHOCTh W  OCHOBHBIE  YIPO3bI
6e3omacuoctu Poccum B mHpopmanmonHo# cdepe.
locynapctBenHas  uH(QOpPMAalMOHHAs  MOJUTHUKA.
I'ocynapctBenHas TaiiHa. MecTto WH(POPMALMOHHOM
Oe3omacHOCTU SKOHOMUYECKHUX CUCTEM B
HAIIMOHAJIbHON 0€30IaCHOCTH CTPaHBbI.

HopmarugHo - OCHOBHBIE HOPMAaTHBHO-CIIPABOYHBIE JJOKYMEHTBI.
3aKOHOJaTeNIbHas 0a3a u 3akoHOIaTeIbHAS 6aza MH(POPMALMOHHOM
CTaHJapThl B 00J1aCTH 0€3011aCHOCTH. JlokTprHa UH(POPMALMOHHON
MH(POPMAIIMOHHOM oe3onacHoctu P®. OreuecTBeHHBIE U 3apyOeKHBIE
0e30macHOCTH CTaHJApThI B obnactu MHGOPMALIMOHHOM
0€3011acCHOCTH. PykoBonsiue JIOKYMEHTBI
denepanbHOM  Cy)kObl O TEXHUYECKOMY U
HKCIIOPTHOMY KOHTPOJIIO.
Yrpos3sl Ilonsatue yrposel. Buasl yrpos. Hapymmurenu
MH(OPMAIMOHHO# MH(}OpMaLIOHHON 0€30MacHOCTH. Xapaxrep
0e30MacHOCTH, HX NPOUCXOXKACHUS  YTPO3. Hcrounuku  yrpos.

KHaCCI/IQ)I/IKaHI/IH H aHaJIu3.

[Ipennocbuiku nosBiaeHus yrpo3. Knaccuduxanus
yIpo3 MO cI10co0aM X HEraTUBHOTO BO3/IEHCTBHS M Ha
OCHOBE METOJI0B CUCTEMHOTI'O aHaJu3a.
Knaccuguxkanus atak, ypoBHU 0€301aCHOCTH.

Mertonb! u cpeacTBa
obOecreyeHus
MH(POPMAIIMOHHOM
0C30ITacHOCTH.

Oprau3anroHHO-aIMIHUCTPATUBHBIC, TEXHUYECKUE,
KpUnTorpaguyeckue MeTo[bl 3alUThl MHMOPMALUK.
Mogenu kananoB mnepenaun wuHpopmarmu. Kopl,
OOHapyKUBAIOIIME€ M  HUCHPABISIONME  OIIMOKH.
3ammra wWHpOpMAIMA B aBTOMATH3WPOBAaHHBIX
cucreMax oOOpabOTKM JaHHBIX. ArmnapaTHas H
OporpaMMHasi  peain3alusi  CUMMETPUYHBIX |
ACUMMETPUYHBIX  KPUNTOTpaUUECKHMX  CHCTEM.
3amuTa cUcTeMbl UM JaHHBIX B coBpeMeHHbIX OC.
Mexann3msl UH(POPMALIMOHHOM 0e3onacHoOCTH
Unentuduxanus U ayTeHTUUKAIMS, YIpaBiIeHUE
JOCTYIOM.

Nudopmannonnas
6€301acHOCTb
aBTOMAaTH3MPOBAHHBIX
cHCTEM

WHpopManMOHHbIE CHUCTEMBI H CBS3aHHBIE C WX
(GYHKIIMOHUPOBAHUEM Yrpo3bl. [IpHunHBI HapylIeHHUs
[IEJIOCTHOCTH UHPOpMaITUU u BO3MOXHBIE
3JI0YMBIIIJIEHHbIE JIEHCTBUS B aBTOMATHU3MPOBAHHBIX
cuctemMax oOpaOOTKM NaHHBIX. Mojenb HapyluTes
UH(POPMAIIMOHHBIX CHCTEM. Monenu
UH(POPMAIIMOHHOM 0e30macHOCTH " 1704
UCMOJIb30BaHUE. TaKkCOHOMMS W aHalU3 CIOCOOOB
HapyIIeHUs nH(OpPMaMOHHON 0€301acHOCTH.
Mognenu  oueHkd  yrpo3.  Mojenn  3alUTHI
uHpopmanuu. Mertonpl onpezeneHuss TpeOOBaHUN K
3amuTe nHPpopmanuu. OyHKIUU U CTPATErUU 3aIUTHI
uHpOpMaMK.  APXUTEKTypa  CHCTEM  3allHTHI
uHpOpMaLUH.




Wudopmannonnas
0€301acCHOCTh KOMITBIOTEPOB
Y KOMITBIOTEPHBIX CETEN

enu, ¢dyHKIMM U 3aa4d 3alIUTHl WHQOpMAIUK B
KOMIIBIOTEpax u KOMIBIOTEPHBIX CeTsX.
NupopmanronHass  0e301acHOCTh B YCIIOBHSAX
¢ynkunonupoBanusi B Poccum rio0anbHBIX CETEH.
ApXHUTEKTypa MEXaHH3MOB 3allUThl HWH(OPMAIIHH.
Pa3paboTka 3alIMIIeHHBIX TPHUIOKESHUH B cpemax
nporpaMMupoBanus. [IpUHIMIBI U CpECTBA 3alIUTHI
AJICKTPOHHOM MOYTHI. METO/IbI 3aIUTHI MEKCETEBOTO
oOMeHa [aHHBIMH, MCIOJIB30BAHUE MEKCETEBBIX
9KPaHOB. KomrmsrotepHbie BHUPYCHI 31 150.4
kinaccudukanus. CrocoObl 3apaKeHHS IPOrpamM.
MeToapl  3amUTB.  AHTUBHUPYCHBIE IPOTPAMMBL.
[TporpaMMHO-TEXHUYECKHE CpencTBa 3aI{UTHI
nH(OpPMaIMU B KOMIIBIOTEPE.

6.2.2. Cooepirrcanue npakmuueckux 3aHAmuil

Ne HaumeHoBaHue TeMbI ConepxaHue NPAKTHYECKOT0 3aHATHA
n/n (pa3zaesia) IMCUMILIUHBI
1. | OcHOBHBIE TOHATHUSA Bonpocui:
nH(OPMALIMOHHOU 1. OcHOBHBIE COCTaBIAIOIINE HHHOPMAITMOHHON
0€30MaCHOCTH U €€ MECTO B | O€30MacHOCTH.
CUCTEME HAIlMOHAILHOM 2. HTepecsl u yrpo3bl B 001aCTH HAI[MOHATIBHOU
6e3onacHoctu PO. 0€301acCHOCTH.
3. IlepBoouepenHbie MEPOTIPUATHUS IO PeaTu3alun
rocy/1lapCTBEHHON MOJUTUKU 00eCrIeUeHUs
nH(pOpMaIMOHHOM 0€30MMacHOCTH.
4. 3agaun 3amuUThl HHGOPMAITMH HA COBPEMEHHOM
JTarme
5. OCHOBHbIE MOJOKEHHS TOCYAAPCTBEHHOM
WH(OPMAIIMOHHON TOJTUTHKHU.
2. | HopmartusHO - Bonpocwi:
3aKoHOAaTenbHas 0aza u 1. Yro Takoe 3aKOHOJATENbHBIM YPOBEHb
CTaHJapThl B 001acTH nH(popmanmoHHo# 6e3omacHocTH?
nH(OPMAIIMOHHOU 2. B yeM COCTOMUT OTIAMYHUTENbHAS 0COOEHHOCTh
0€e30MacHOCTH cranaapta mudposanus AESor DES?
3. Uro coboit mpeacTaBiseT KOHPpUACHIINATbHASL
uHpopmanusa?
4. Yto coboit mpeAcTaBiseT INEKTPOHHAS MOAMKCH?
5. Kaxkwue Bunpl TpeboBanuii BXoasat B «O01me
KpUTEpUN»?
3. | Yrpossl Bonpocwi:
MH(QOPMAIHOHHOH 1. HazoBute Hanbosee BEIpaKEHHBIE YTPO3bI
0e30MacHOCTH, HX nH(pOpMaIMOHHOM 0€30MacHOCTH
KTaCCH(UKALNS 1 aHATHS3. 2. KakoB xapakTep NpouCX0oXACHUs yTpo3?
3. KakoBeI IpenOCHIIKY MOSBIECHUS YIpo3?
4. HazoBHTE U3BECTHBIE BaM MOAXObI K
KJIaCCU(UKALIUU YIPO3.
5. Knaccudukanus yrpo3 mo cocodbam ux
HEraTHBHOI'O BO3/EHCTBHSL.
4. | Meroabl U cpeacTBa Bonpocui:

obecrieueHus




MH(POPMAIMOHHOM 1.9Yro  oTHOCMTCS K  OCHOBHBIM  acleKTam
0€30MacHOCTH. nH(popMaImoHHOM 6e30MmacHOCTH?
2.Yto co0oii mpeAcCTaBiAOT KpUNTOrpaduyuecKue
METOJIbI U CPEJICTBA 3AIIUTH HHPOPMAITIH?
3. AIMUHUCTPATUBHBIN YpOBEHb WH(OPMAITMOHHOM
0€3011aCHOCTH.
4. OCHOBHBIE KJIACCHI MEp MPOIIEYPHOTO YPOBHS
5.OCHOBHBIE TOHATHUS MPOTrPAMMHO-TEXHUUYECKOTO
ypoBHS UH(GOPMALITMOHHON OE30MaCHOCTH.
5. | Madpopmannonnas Bonpocwi:
0€30I1aCHOCTh 1. Yro Takoe Mozels 0e30I1acHOCTH?
ABTOMATU3HPOBAHHBIX 2. Mertobl OIICHKH ySI3BUMOCTH MH(OPMAIIUH.
CUCTEM 3. Meronsl CO3JIaHud 3aIUIIEHHBIX CHUCTEM
00paboTKK MHPOPMAITUH.
4. Mopenu NOTUTHK 6€30MACHOCTH U UX CPABHECHHE.
5. CocraBngoomuye TEOPETUUYECKUX OCHOB METO/OB
3anUThl HHPOPMAITMOHHBIX
6. | Madopmarmonnas Bonpocwi:
0e30macHOCTh KOMIIBIOTEPOB | 1. 3ajaun 3amuThl HHPOPMAIMA B KOMIIBIOTEpAX H
Y KOMIIBIOTEPHBIX ceTeit KOMITBIOTEPHBIX CETSX.
2. Uro Takoe kpuntorpaguuecKue mpoTOKOIbI?
3. KakoBsl pyHKIIMK MexceTeBOro 3KkpaHa’?
4. TIporpaMMHO-TEXHUYECKHE  CPEACTBA  3aAIIUTHI
nHdopmanuu B [TK
5. Kiaccugukanusi KOMIbIOTEPHBIX BUPYCOB.
6.2.3. Cooepicanue camocmoamenvHoil padomut
Ne HaunmeHnoBaHue TeMbI @DopMbI U TEMATHKA CAMOCTOSATEIbHOM PadoThI
n/n (pa3aesa) AIMCUMILINHBI

OCHOBHBIE MTOHITHS
MH(POPMAITMOHHOM
0€e30I1aCHOCTHU U €€ MECTO B
CHCTEME HALIMOHAJIBLHON
6e3omacHocTy PD.

[lepBoouepeHble MEpONPHUATHS IO peaTu3aluu
roCyJapCTBEHHOM MONMMTUKU oOecrieueHus M3yuenue
MH(OPMAaLIMOHHBIX [TPOLIECCOB.

PedepupoBanue aureparypsl
Pabora co cipaBoYHBIMU MaTepUaIaMu
Pab6ota ¢ nTepHer-pecypcamu

HopmatusHo -
3aKOHOAATeIbHAs 0a3za u
CTaHIapTHI B 00JIACTH

3aKOHOAATENbHBIM  ypOBEHb HWH(GOPMALMOHHON
0e30macHOCTH
PedepupoBanue nureparypsl

MH(OPMAIIOHHO# PaboTa co cripaBo4YHBIMU MaTepHaaMH
6e30macHOCTH Pabota ¢ aTepHer-pecypcamu
YTpo3sl Kraccudukarus yrpo3
MH(bOPMALHOHHO# PedepupoBanue nureparypsl

0C30IIaCHOCTH, MX
KJIACCU(UKAITUSA ¥ aHAJIH3.

PaboTa co cipaBo4YHBIMU MaTepHaIaMH
Pabora ¢ utepHeT-pecypcamu
WNuauBuayalbHbIE 3a1aHUS

Mertonb! ¥ cpeacTBa
obecrieyeHus
MH(POPMALMOHHON
0€30IMacHOCTH.

AJIMUHUCTPAaTUBHBIMN ypOBeHb HHG(OPMALMOHHON
Oe3omacHocTH
PedepupoBanue nureparypsl
PaboTa co cipaBo4YHBIMU MaTepHalaMH




Pab6ota ¢ uTepHeT-pecypcamu
WMuauBuayalbHbIE 3a0aHUS

Nndpopmanmonnas Mopnenu momuTHK 0€30MacHOCTH M MX CPaBHEHUE
0e301acHOCTb PedepupoBanue nureparypsl
aBTOMATH3MPOBAHHBIX Pabora co cipaBoYHBIMU MaTepUaIaMu
CUCTEM Pa6ota ¢ MHTepHET-pecypcamu
WuauBuayaibHbIE 331aHUS
Wudopmannonnas [IporpaMMHO-TEXHHUYECKHE  CPEACTBA  3ALIUTHI
0€30MacHOCTh KOMIIBIOTEPOB | pH(popMmanuu B [TK
1 KOMITBFOTEPHBIX CETEH PedepupoBanue nureparypsl

Pabora co cnpaBoYHBIMU MaTepUaIaMu
Pa6ota ¢ HTepHET-pecypcamu
WuuBuyalibHBIC 3aaHUs

7. Tekymumid KOHTPOJIb MO JUCUMUILIMHE (MOXYJII0) B PAMKAX Y4e0OHbIX 3aHATHI

B pamkax Tekymiero KOHTpOJIS MPENoJaBaTellb CaMOCTOSITEIBHO MOKET MPOBOAUTH
CJIEYIOIE MEPOIIPUITHSL:

Ne KonTtpouanpyemsbie pa3aeiisl (TeMbl) | @PopMbl TEKyLIero KOHTPOJIA
n/n

1. OcHoBHblIe OHATHA UH(OPMALIMOHHON | Bompocs! Kk 3aHATHIO, TECTUPOBAHUE.
0€30I1aCHOCTH U €€ MECTO B CUCTEME
HallMOHAIbHOU Oe3onacHocTu PD.

2. HopmartuBHo - 3akoHOaTenbpHast 6a3a u | Bompocsl kK 3aHATHIO, HHTEPAKTUBHBIC
CTaHJAapThI B 00JIACTH 3aHATHSL, TECTUPOBAHHUE.
UH(POPMALIMOHHON O€30MTaCHOCTH

3. Yrpossl Bonpocsl Kk 3aHATHIO, TPAKTUYECKUE
MH(POPMALIMOHHOM 6€30MacHOCTH, UX 3a/[aHNs1, TECTUPOBAHHE.
KJIacCU(UKALIMS U aHAJIU3.

4. Mertonpbl U cpeacTBa obecredeHus Bompocel k 3aHATHIO, NMPAKTUYECKUE
MH(}OpMallMOHHON 0€30M1aCHOCTH. 3aJlaHusl, TECTUPOBAHHUE.

S. HNudopmannonHas 6€30macHOCTb Bompocel k 3aHATHIO, NPAaKTUYECKUE
ABTOMATHU3UPOBAHHBIX CHCTEM 3a/laHus, THPOPMAIIMOHHBIE MPOEKTHI,

TECTUPOBAHUE.

6. WNudpopmanmonHasi 6e30nacHOCTh Bomnpocsr K 3aHATHIO,

KOMITbIOTEPOB U KOMITBIOTEPHBIX ceTell | MH(pOpMaIlMOHHbIE IIPOEKTHI,
TECTUPOBAHUE.

8. IlepeyeHb OCHOBHOM M JONOJTHUTEJIBLHOMH Y4eOHOI JINTepaTypbl, He00X0AMMOH 1JIA
OCBOCHUS TMCHMILUINHBI (MOYJIs1)

8.1. Ocnosnasn yueonas numepamypa

CyBopoBa, I'. M. Undopmanmonnas 6e3onacHocTs : ydyeOHoe nocodue / I'. M. CyBopoBa. —
2-e m31. — Caparos : By3osckoe oOpa3oBanue, 2024. — 214 c. — ISBN 978-5-4487-1026-1.
— Texkcer : anextponnslii // Ludposoit oOpazoBarensHsblil pecypc IPR SMART : [caiit]. —
URL: https://www.iprbookshop.ru/142805.html

anerun, B. ®. Madpopmanonnas 6e3omacHocTs U 3amuTa nHpopmaruu / B. @. [lanerus.
— 3-e u3a. — Capartos : [IpodobpazoBanue, 2024. — 702 ¢c. — ISBN 978-5-4488-0070-2. —
Texcr : anextponnsiii // Lludposoit oopazoBarensHblil pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/145912.html



https://www.iprbookshop.ru/142805.html
https://www.iprbookshop.ru/145912.html

3. Hudopmarnmonnas 6e3omacHocTs : yueoHoe mocodue / U. b. Tecnenko, /{. B. Bunorpanos, A.
M. T'y6epnaropos [u ap.] ; mox penakmueit U. b. Tecnenko. — Brnagumup : M3garenscTBO
Brnagumupckoro rocyaapcrBeHHoro yHuBepcuteta, 2023. — 212 ¢. — ISBN 978-5-9984-
1783-2. — Texkcr : snexrpounsiii // Ludposoit obpazosarensubiii pecypc IPR SMART :
[caiir]. — URL.: https://www.iprbookshop.ru/143816.html

8.2. /lononnumenvnasn yueonaa numepamypa

1. UundopmanronHas 6€30MacHOCTh U MIPABOBBIE OCHOBBI 3alIUTHI IEPCOHATBHBIX JAHHBIX :
yuebHoe mocobue / A. B. Tepexos, B. H. Uepnbimos, A. B. [lnarenkun, A. B. Cene3Hes.
— Tam60B : TaMOOBCKMI TrocymapcTBeHHBINM TexHudeckuid yHuBepcuter, DbC ACB,
2023. — 80 c. — ISBN 978-5-8265-2648-4. — Tekcr : anekTponHbiii // LudpoBoii
o0pasoBaTebHbBIN pecypce IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/141049.html

2. bacwns, E. A. CereBas nHbopmanronHasi 6e3omacHocTh : yueOHuk / E. A. bacbias. —
Mocksa : HanmonaibHbIN McCCIeI0BATENbCKUN siepHbld yHUBEpcUTET «MUDN Y, 2023.
— 224 c. — ISBN 978-5-7262-2949-2. — Tekct : anekrponHbii // I{udposoit
o0Opa3oBaTebHbBIN pecypc IPR SMART : [caitT]. — URL:
https://www.iprbookshop.ru/132693.html

3. ®owmun, JI. B. Undopmanmonnas 6e3onacHocTs : yueOnuk / 1. B. ®omuH. — Mockaa :
Aii ITu Ap Menama, 2022. — 222 ¢. — ISBN 978-5-4497-1548-7. — TekcT : 3JI€KTPOHHBII
/I Uudpporoit obpazoBarenbHblii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/118876.html

8.3. Ilepuoouueckue uzoanus
1. XKypnan «Komnbroteppay http://www.computerra.ru
www.corporateinformation.com — caiit International site on company information.
3. www.infra-m.ru — caiit Usgarensckuii Jlom "MUH®PA-M",

no

1. Ilepeuenv  pecypcoé  UHGOPMAUUOHHO-MENCKOMMYHUKAUUOHHOU  cemu
"UHnmepuem'" (0anee - cemov ""Hnmepnem''), neodxooumovix 011 oceoenus Oucyuniunl
(mooyns)

1. ®enepanbHblii moptan «Poccuiickoe odopazoBanuey. http://www.edu.ru/
2. DnekTpoHHO-O0ubaroTeuHas cucrema IPR BOOKS https://www.iprbookshop.ru /

10. MeToanueckue ykazaHusi AJ1si 00y4ar0IMXCH M0 OCBOCHUI0 TMCHMILINHBI (MOIYJIs1)
VYcnemHoe ocBOeHHME JAaHHOTO Kypca Oa3upyercss Ha palMoOHaJIbHOM COYETaHUU
HECKOJIbKUX BHJIOB y4EOHOW IESATENbHOCTH — JICKIIMOHHBIX 3aHATHH, MPAKTUYECKUX 3aHITHIA,
camMocCTosTeNbHOM padoThl. [Ipu 3TOM camocTOsITENbHYIO pabOTy ClIEyeT pacCMaTPpUBaTh OJJHUM
U3 TJIABHBIX 3BEHBEB TIOJHOILIGHHOTO BBICHIETO O0pa30BaHUsA, HA KOTOPYIO OTBOJIUTCS
3HAuUTENIbHAs YacTh y4€OHOTO BPEMEHHU.
CaMocTosiTenbpHast paboTa CTYACHTOB CKIIAJABIBACTCS U3 CICTYIOIINUX COCTABIISIONIHX:

. paboTa ¢ OCHOBHOH W JIOTIOJTHUTEIBLHOU JINTEPATYPOH, C MaTeprUalaMi HHTEPHETA
U KOHCTIEKTaMH JIEKIINH;

. BHEAYJIMTOPHAsT TMOJTOTOBKA K KOHTPOJBHBIM pabOTaM, BBITOJIHEHHE JTOKIIAJIOB,
pedepaToB 1 KypcOBBIX padoT;

. BBITIOJTHEHUE CAMOCTOSTEIBHBIX MPAKTHICCKUX PadoT;

. MOJIFOTOBKA K dK3aMeHaM (3aueTaM) HEMOCPEACTBEHHO TIepe]] HUMH.

Jlis mpaBUIbHOW OpraHu3alvy paboThl HEOOXOAMMO YUUTHIBATh MOPSAOK H3YyUEHUs
pa3zenoB Kypca, HaXOASIIUXCA B CTPOTrOM JIOTHYECKOM MOcIe0BaTeIbHOCTH. [loaTOMY XOpoiuee


https://www.iprbookshop.ru/132693.html
https://www.iprbookshop.ru/118876.html
http://www.computerra.ru/
http://www.corporateinformation.com/
http://www.infra-m.ru/
http://www.edu.ru/

YCBOCHHE OJHOW YacTH AMCLHUILIMHBI SBISIETCA IPENNOCBUIKOW I YCIIEHIHOTO Iepexona K
cienyromen. 3aganus, MpoOJIEeMHbBIE BOIIPOCHI, IPEIOKEHHBIE IS U3YUSHHSI TUCIIUIITMHEI, B TOM
YUCIIE W I CaMOCTOSITENIBHOTO BBINOJIHEHMS, HOCIT MEXKIUCLUMIUIMHAPHBIA XapakTep u
0asupyroTcs, NpPEeXAEe BCEro, Ha IPUUYUHHO-CIEACTBEHHBIX CBA3SX MEXAY KOMIIOHEHTaMU
OKpYy’Karollero Hac Mupa. B TeueHue cemecTpa HEOOXOAMMO IOAIOTOBUTH pedeparsl ¢
UCTIOJIb30BAaHUEM PEKOMEHIYeMOi OCHOBHOM M JIOTIOJIHUTEILHOM JINTEPATypPhI U CIaTh pedepaTsl
JUIsL IPOBEPKHU MPENOJaBaTeNto. BakHbIM COCTABIAIOIINM B U3YYEHUH JAHHOIO Kypca sBIIAETCS
pelIeHre pa3IMyHBIX 3a7ad W paboTa Hag MPOOJIEMHO-aHATUTHYCCKUMH 33JaHUSMHU, YTO
IIpeIoIaracT 3HaHUE COOTBETCTBYIOIIEH HAYYHOU TEPMHHOJIOTHH.

[Ipy BBHINOTHEHHWH [OKJIAJOB, TBOPYECKUX, HH(POPMAIMOHHBIX, HCCIEIOBATEIbCKIX
IPOEKTOB 0CO00€ BHUMAaHME CleAyeT oOpaliare Ha HOJ00p HCTOYHMKOB HHGpOpMalUU U
METOAMKY pabOThI C HUMHU.

JUis ycrmemHoM chaud SK3aMeHa (3adera) PEeKOMEHIyeTcsi COOJIoAaTh Clelyrolue

IIpaBUJIa!

. [ToaroroBka K 5K3aMeHy (3aueTy) IOJDKHA IPOBOJIUTHCS CUCTEMATHUECKH, B
TE4YEHUE BCEr0 CEMECTpa.

. VHTeHcuBHAs MOJrOTOBKA JOJDKHA HauyaTbCs HE IIO3JIHEE, YeM 3a Mecdll [0
IK3aMeHa.

. Bpems HenocpecTBEHHO Mepest 3K3aMEHOM JIy4llle UCIIO0Ib30BaTh TAKUM 00pa3oM,

yTOOBI OCTaBUTH TIOCIEIHUN JEHb CBOOOJIHBIM [Jii TOBTOPEHHS Kypca B LIEIOM, s
CUCTeMAaTH3alK MaTepHrala 1 T0padOTKH OTAEIbHBIX BOPOCOB.

Ha sx3amMeHe (3auere) BBICOKYIO OLIEHKY IOJIy4alOT CTYJEHThI, UCIOJIb3YIOLIUE JTaHHBIE,
MOJIyYEHHBIE B IIPOLIECCE BBIMOJIHEHHUS] CAMOCTOATEIBHBIX padoOT, a TaKKe HCIHOJIb3YIOLIUE
COOCTBEHHBIE BHIBOJIbI HA OCHOBE M3YYEHHOTO MaTepHaa.

YuuThIBas 3HAUUTEIBHBINA 00bEM TEOPETUYECKOTO MaTepuana, CTyJeHTaM PEKOMEHyeTCs
peryisipHOE MOCEUICHNE U MOAPOOHOE KOHCIIEKTHPOBAHUE JICKITHIA.

11. IlepeyeHb MH(OPMAUMOHHBIX TEXHOJOIHi, HCHOJb3yeMbIX MPH OCYIIECTBJICHUH
o0pa3oBaTe/IbHOIO TMpouecca MO JAUCHUILIMHE (MOAYJK), BKJIKYasg IepevYeHb
NporpaMMHOro oOecriedyeHHsi M HHPOPMAUMOHHBIX CHPABOYHBLIX cuUcCTeM (mpu
HEe00X0AUMOCTH)
1. Microsoft Windows Server;
2. Cewmeiicteo OC Microsoft Windows;
3. Libre Office cB0O601HO pacpocTpaHsIeMbIii OQUCHBIN MAKET C OTKPBITBIM UCXOAHBIM KOJIOM;
4. NndopmannonHo-cnpaBoynas cucrtema: Cucrema Koncynprantlntoc (Koncynsrantllnroc);
5. HudopmanmonHo-npaBoBoe obecneyeHue [apaHT: ONEKTPOHHBIH  MEPUOIUYECKUI
cnpaBoyHuK «Cuctema TAPAHT» (Cuctema TAPAHT);

[Tepedyens ucmob3yeMoro mporpaMMHOTO olOecrieueHrs yka3aH B 11.12 gaHHoi paboueit
MPOrPaMMBbI TUCITUTUINHBL.

12. Onucanue MaTepruaIbHO-TeXHUYECKOH 0a3bl, HEOOXOAUMOM VI OCYLIeCTBJICHHUS
00pa3oBaTeIbHOI0 Mpolecca Mo JUCHUIINHE (MOAYJII0)
12.1. VYuyeOnas ayauTopusi JAis TNPOBEACHHMS YUEOHBIX 3aHATHHM, NPETyCMOTPEHHBIX
o0pa3oBaTeNbHOIl MpOrpaMMoii, OCHalleHHas 00OpyAOBaHHEM U TEXHUYECKUMHU CpelICTBaMU
o0yueHusl.
Crneunanu3upoBaHHas MeOeb:
KommekT yueOHoi Mebenu (CTou1, CTyi) M0 KOJINYECTBY 00YJarOIMXCsl; KOMIUIEKT MeOeH s
MPEMNoIaBaTelis; 10cka (MapKepHas).
TexHuueckue cpeicTBa 00y4eHus:
KommproTep B cOope 1uist ipernogaBaTeds, poeKTop, SKPaH, KOJIOHKH.
[lepeyeHp NHIEH3MOHHOTO MPOrPAaMMHOTO OOecleYeHusi, B TOM YHCIIE OTEYEeCTBEHHOI'O
MIPOM3BOJICTBA:



Windows 10, KoncynsrantlImtoc, Cuctema TAPAHT, Kaspersky Endpoint Security.
[TepeueHs CBOOOIHO PACIPOCTPAHSIEMOTO IIPOrPAMMHOTO 00ECTICUCHHUS:
Adobe Acrobat Reader DC, Google Chrome, LibreOffice, Skype, Zoom.

[Momkmrouenne k cetn «MHTEepHET» W oOOecmeueHUe JOCTyma B OIJICKTPOHHYIO
nH(pOpMaIMOHHO-00pa30BaTENbHYIO cpery MMYV.
12.2. TlomemieHue 151 CAMOCTOSTEIBLHOU PaboThl 00yUaIOIIUXCSI.
Crneunanu3upoBaHHas MeOelb:
KommekT yueOHoit Mmebenu (CTou1, CTy) M0 KOJIMYECTBY 00YJaIONINXCsl; KOMIUIEKT MEOeIH s
MIPErnoIaBaTelis; 10cka (MapKepHas).
TexHUYECKHE CPEACTBA OOYICHHUS:
Komnreiotep B cOope Ui mpernoaBaTelis; KOMIBIOTEPBl B cOope Aiisi 00y4yaroumxcs; KOJIOHKHY;
MIPOEKTOP, PKPaH.
[lepeueHp JMIIEH3MOHHOTO MPOTPAMMHOrO OOecleyeHusi, B TOM YHCJIE OTEYECTBEHHOTO
MIPOU3BOCTBA!
Windows Server 2016, Windows 10, Microsoft Office, Koucynsraurllatoc, Cucrema TAPAHT,
Kaspersky Endpoint Security.
[TepeueHs CBOOOIHO PACIPOCTPAHIEMOT0 IPOrPAMMHOTO 0OECTICYCHHUS:
Adobe Acrobat Reader DC, Google Chrome, LibreOffice, Skype, Zoom, Gimp, Paint.net,
AnyLogic, Inkscape.

[Tomemmenue UIsi CaMOCTOSTEIIEHON PabOThl OOYYAOIIUXCS OCHAIIEHO KOMITBIOTEPHOMN
TEXHUKOW C BO3MOXXHOCTBIO TOJKIIOYeHHS K ceTH "MHTepHeT" u obecrneueHUEM J0CTyrna B
IIEKTPOHHYIO WH()OPMALIMOHHO-00pa3oBaTelibHyI0 cpeaxy MMV,

13. Odpa3oBarebHbIe TEXHOJIOTHH, HCIOJIb3yeMble IPH OCBOEHUM AU CHUIITUHBI
J71s ocBOEHUS AUCHUTIITMHBI UCTIOIB3YIOTCS KaK TPAAUIIMOHHBIE (DOPMBI 3aHATHI —
JIEKUMOHHbIE 3aHATUs (TUIBI JIEKUMH — YCTAaHOBOYHAs, BBOJHAsA, TEKYyIIas, 3aKJIIOUUTENbHAs,
o030pHast; BUABI JIGKIMH — MpoOIeMHasi, BHU3yalbHas, JEKUUS KoH(DepeHIHs, JeKIus
KOHCYJIbTAIlHsI) ¥ TPAKTUYECKUE 3aHATHUS, TaK U AKTUBHBIC M MHTEPAKTHBHBIC (DOPMBI 3aHITUH -
JUCIYTHI, PEIICHUE CUTYAI[MOHHBIX 33714, POJIEBbIC UTPHI U Pa300p KOHKPETHBIX CUTYAIUH.

Ha y4eOHBIX 3aHATHSX HCHOJIB3YIOTCS TEXHHUYECKHE CpelCcTBa OOY4EeHHS — IPOEKTOp,
HOYTOYK, TPOEKIIMOHHBIN SKpaH, KOJOHKHU JUIS JIEMOHCTPAIMH CIIAi/I0B, BUAECOCIOKETOB H JP.
TectupoBaHue 00y4aeMbIX MOXKET OCYILECTBISATHCS C MCIOJIb30BAHUEM KOMIIBIOTEPHOIO
000pyI0BaHUSI YHUBEPCUTETA.

13.1. B ocBoeHMM y4eOHOH AUCHHMILNIMHBI HCIIOJB3YIOTCS CIeAYIOIIHE TPAAUIHOHHBIE
o0pa3oBaTebHbIe TEXHOJIOTHH:

- YTeHHEe MpoOJEeMHO-MH(POPMALMOHHBIX JIEKIMH C HCHOJIb30BAHMEM JOCKH U
BUIEOMATEPHAJIOB;

- CEMHHAPCKHE 3aHATHUSA IS 00CYKIEHHUS, TUCKYCCUI 1 0OMEHAa MHEHUSIMH;

- KOHTPOJIbHBIE OMIPOCHI;

- KOHCYJIbTaIUH;

- CaMOCTOSATENbHAs paboTa CTYJICHTOB C YUeOHOH TUTEpaTypoil U IEpBOMCTOYHIKAMH;

- TIOATOTOBKAa U 0OcyxknaeHue pedeparoB (IPOEKTOB), TMpe3eHTalui (Hay4dHO-
ucclienoBarenbckas pabota);

- TECTUPOBAHUE 110 OCHOBHBIM T€MaM JIUCIUIUINHBL.

13.2. AKTHBHBIC M1 HHTEPAKTHBHbIC MeTOABI H GopMbI 00yUeHHUsI

N3 nepeunst BUAoB: («moszeosou wmypmy», anaiusz HIIA, ananuz npobremnvlx cumyayuil,
aHanUu3 KOHKPEMHbIX CUMYayull, UHYUOEHMbl, UMUMAYUs KOJIEKMUBHOU NpOPhecCUOHaNIbHOU
O0esmenbHOCmU,  paszviepblaHue poaell, meopyeckas paboma, CEA3AHHAL C O0C80EHUEM
OUCYUNTIUHBL, PONedas uepa, Kpyeuvlil cmoi, oucnym, beceod, OUCKyccus, MUHU-KOHGeperyus u
Op.) UCTIOJIB3YIOTCS CIIETYIOIIIHE:



- oucnym

- aQHAU3 NPOOIEMHBIX, MBOPYECKUX 3A0AHUL, CUMYAYUOHHBIX 3A0aY
- ponesas uepa,

- Kpyeavlii Cmoii;

- MUHU-KOH@hepeHyus

-0ucKyccus

- beceoa.

13.3 OcobeHHocTu oOy4yeHHs] MHBAJIWIAOB W JIUI ¢ OTPAHMYEHHBIMH BO3MOKHOCTSIMH
3n0poBbsi (OB3)

[Ipu opranuzanuu 00ydeHHUs MO JUCITUIUIMHE YIYUTHIBAIOTCS OCOOCHHOCTH OpraHU3aIKN
BSaHMOﬂeﬁCTBHH C UHBAJINJaMHU U JIMIIAMHU C OI‘paHI/I‘IeHHbIMI/I BO3MOXHOCTSIMHA 3[[OpOBBSI ():[anee
— uaBaymabl ¥ guna ¢ OB3) ¢ menpto obecrieuenuss ux mpas. [Ipu 00ydyeHUH YYUTBHIBAIOTCS
OCO6CHHOCTI/I nux HCI/IXO(i)I/I3I/I‘-I€CKOI‘O pa3BI/ITI/ISI, I/IHI[I/IBI/IIIyaJ'IbHBIG BO3MOXHOCTU H HpI/I
HEOOXOIMMOCTH O0ECIEYMBAETCS KOPPEKIUS HAPYIICHWH pa3BUTHSA U COIMAlbHAs afamnTalrus
yKa33,HHBIX JINL.

Beibop MeTonoB 0o0yueHuss oOmpenensercs CcoAepKaHueM OO0ydeHHs, YpPOBHEM
METOJIMYECKOTO0 M MATePUATBHO-TEXHUYCCKOTO OO0CCIICUeHUsI, OCOOCHHOCTSIMH BOCIIPHUSTHUS
yueOHOI MHPOPMAIIUU CTYIEHTOB-UHBAIUIOB U CTYJIEHTOB C OIPaHUYCHHBIMU BO3MOXXHOCTSMU
3I0pOBbS W T.JA. B o00Opa3oBarenbHOM TMPOIECCE HCIOJB3YIOTCS CONHUATBHO-aKTHBHBIC H
pedIieKCUBHBIE METOAbl OOYYEeHHs, TEXHOJIOTUU COLUOKYIbTYPHOW peadMIUTAlUU C LEJbI0
OKaszaHus IIOMOIIN B YCTaHOBJIeHI/II/I IIOJTHOOCHHBIX MECXKJINYHOCTHBIX OTHOHICHI/If/'I C [[pyFI/IMI/I
CTYJIEHTaMH, CO3JaHUH KOM(OPTHOTO IICUXOJIOTMYECKOTO KIIMMAaTa B CTYJEHUYECKON TpyTIIIE.

[Tpu 0O6y4eHun ULl ¢ OTpaHUYCHHBIMHA BO3MOKHOCTSIMH 3/I0POBbS 3JICKTPOHHOE 00y4YEeHUE
U JIUCTAaHIIMOHHBIE 00pa30BaTENbHBIE TEXHOJOTUH IMPEAYCMATPUBAIOT BO3MOXHOCTh IpHUeMa-
nepeaayn vHGOPMAIMH B JOCTYIHBIX /I HUX (popMax.

OOyuarommuecs U3 4Kcia JIMI ¢ OTPAaHUYCHHBIMU BO3MOKHOCTSIMH 3/J0POBBSI 00€CIIEUEHbI
NEYaTHBIMU M 3JIEKTPOHHBIMM 00pa3oBaTelIbHBIMU pecypcaMy B (opmax, aJalTHUPOBaHHBIX K
OTPAaHUYCHUSM HX 37I0POBbS.
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3. Ilepeuenb K010B KOMIeTeHIIUI, GOPMUPYEMBIX TUCUMIIJIMHON B Ipollecce 0CBOCHUSA

o0pa3oBaTeIbHON NPOrPaMMBbI

I'pynna komnereHuuit Karteropus Kon
KOMIIeTEeHIH I
O6menpodeccrnoHaabHbIE - OIIK-3
[IpodeccnonanpHbIC - I1K-2

4. KoMnerennuu u HHAUKATOPLI UX JOCTUKCHUS

Komneren | UngukaTopbl Jnoctuskenus | [lnanmpyembie pe3yJbTaThl 00y4YeHHsI

uus KOMIeTeH Uit 10 JMCUHUIIHHE

OIIK-3 Crocoben yrnpaiaTh | OIIK-3.1 3naer moHsATHE, BHIB U
IpoleccaMl  CO3/1aHus U | OCOOGHHOCTHU MPOIYKTOB U YCIyT B chepe
ucnosp3oBanus npoaykro u | UKT; OCHOBBI aNrOPUTMU3ALNH,
yCIIyT B cdepe | COBpeMEHHbIE METOA0JIOTHH Pa3paboTKu
UH(POPMAIIMOHHO- IPOTPAMMHBIX CPEJICTB; ATAIBI Pa3pabOTKH
KOMMYHHKAI[HOHHBIX IPOrPaMMHBIX CpPEICTB; METO/IBI
TEXHOJIOTHI, B TOM 4YHCIE | 00OCCIICUCHUS WH()OPMAITMOHHON
pa3pabaThiBaTh aITOPUTMBI U | 0€30MACHOCTH.

IIPOrpPaMMBI JUIs ux | OIIK-3.2 Ymeer pa3pabaTbIBaTh

MPAKTHUYECKON peaan3anuu AITOPUTMBI u POrPaMMBI TUIS
MPAKTUYECKON pean3aliyd MPOIYKTOB M
yeayr B cpepe UKT.
OIIK-3.3 Bmageer MeToaMu ynpaBJIeHUs
npoleccaMu CO3JIaHUsl U HCIOJIb30BAHUS
npoayktoB u ycayr B chepe UKT, B
YaCTHOCTH, HaBbIKaMU pa3paboTku
QITOPUTMOB W TNPOTpaMM  JUISL  HUX
MPAKTHYECKON peaTn3aliu.

[1K-2 Ymeer npoekTupoBath, | [IK-2.1. 3HaeT OCHOBBI IEKTPOTEXHUKH U
CO3/1aBaTh u BHE/IPATH | 3JICKTPOHUKH, 0COOEHHOCTH
KOMITOHEHTBI UT- | BBIYMCAUTENBHBIX CUCTEM, TEOPUIO CETEN U
UH(PPACTPYKTYPHI TEJIEKOMMYHHUKAIHUH, 0COOEHHOCTH
TIPEIITPUATHS, (YHKITMOHHPOBAHUS KOPIIOPaTHBHBIX
o0ecreunBaroIue UHOOPMAIMOHHBIX ~ CHCTEM,  OCHOBBI
JOCTI)KEHUE CTPATErMYECKHX | YIPABICHHS WHTEIUICKTYaJIbHOU
nenen PEIIPUATHS U | COOCTBEHHOCTBIO
MOJJIEPIKKY omsnec- | [1IK-2.2. VYwmeer paspabaTeiBaTh OW3HEC-
IPOIIECCOB TUTaHBI, MIPOBOUTH MyOIHYHbIE

Mpe3eHTAIMKM, TPUMEHATh 3HAHWS B
obnactu WHGOPMAIMOHHBIX TEXHOJOTHIA
JUIS. TIPOEKTUPOBAHUA KOMITOHEHTOB MT-
UHOPACTPYKTYPHI IPEATIPUATHI

I1IK-2.3. Bianeer HaBBIKAMH ITOCTAHOBKH




3alad W 3aKa3a Ha TEXHOJOTHYECKHE
uccnegosanusgs MT o OusHeca, HX
KOOPJIUHUPOBAHUS M  IOCJICIYIOIIEro
aHaJIM3a, ONpeeNieHusl cTaTeil pacXxoJ0B U
JI0XO0JIOB, Pa3pabOTKH [EHOBOM MOJIUTUKH
ctpareruu pa3Butusi UT-undpactpykrypsl
OpeanpusaTHs, Noa0opa TNepcoHana s
CO3/1aHUs U BHeApeHus komnonentoB UT-

UHOQPACTPYKTYpHI,  3aKa3a  IaTeHTHOMH
9KCHEPTU3bI TEXHOJIOTUIECKUX pa3pabOToOK
OpraHu3aIui, aHaJm3a ousHec-
s dexTuBHOCTH CYIIECTBYIOIIHNX y

OpraHu3alil aKTUBOB M (POPMUPOBAHUIO
OPeUIOKEHU M0 MPHOOPETEHUI0 MpuU
HEOOXOAMMOCTH CTOPOHHHUX aKTHBOB

3. Onucanue MJIAHUPYEMbIX Pe3yJbTATOB 00yUeHUsl 10 JUCIUIJINHE
3.1. Onucanue nianupyemulx pe3yiomamos 00yyerus no OUCYUniuHe

[Tnanupyemble pe3ysibTaThl 0OyueHHs MO JUCLUIUIMHE NPEACTaBICHbI JECKPUIITOpaAMU
(3HaHUS, yMEHUS, HABBIKH).

Jeckpunropsi 3unatb Ymersn Baagers
no
AUCHHUILINHE
Kon OIIK-3
KOMIIEeTeHIIUH
pons W 3ajgaudd | - GOpMHUPOBATH HaBBIKAMM pealliu3aluu
UH(POPMALIMOHHOM KOMILIEKC Mep 1o | Mep Mo 00ecrneYeHuo
0e30macHOCTH Ha | UH(OPMAIIMOHHOMN Hb ¢ yu€troM pemraeMbix
peIPUITHH; Oe3omacHOCTH C y4€TOM | 3aaau u
- TEXHUUYECKOE U | ero IIPAaBOBOM | OpraHU3alMOHHON
MPOrPAMMHOE 000CHOBAaHHOCTH, CTPYKTYPBI 00BbeKTa
o0ecrieyeHne Ui | aAMUHUCTPATHBHO- 3aIUTHI, BHEIIIHUX
pemeHns 3a7a4 | ynpaBJICHYECKOMN U | BO3ICUCTBHI u
UH(POPMALIMOHHOM TEXHUUYECKON BEPOSATHBIX yIpo3;
6e3onacuoctu (MB); | peanuzyemoctu U | - MHCTPYMEHTAIbHBIMU
- METOJIbI U CPEACTBA | SKOHOMUYECKON CpPEACTBAaMHU  3alIUTHI
3aIlUTHI 11€J1€C000Pa3HOCTH; nH(popmanuu;
uHpOpMaINH; - ACII0JIB30BATh - HaBBIKaMU
- BEPOSITHBIE YI'PO3bI | BO3MOKHOCTH o0ecrnieuyeHus
Ub. COBPEMEHHBIX METOJIOB U | LIEJIOCTHOCTH,
CPEICTB, BKJIIOYasl | TOCTYIHOCTH u
IIPOrpaMMHBIE, 10 | KOH(QUAESHINATEHOCTH
o0ecneveHuno nHpopmanuu;
UH(POPMALIMOHHOM - HaBBIKAaMU PabOTHI IO
0€30macHOCTH B | peayiM3aliid TOJUTHUKH
npodeccuoHaIbHON MH(POPMALMOHHOM
JIeSITENLHOCTH. 0€30IMacHOCTH.
Kon MK-2
KOMIIETCHIIUH




[TpuHIIMIIBL
MIPOEKTUPOBAHUS
UT-
UHGPaACTPYKTYPHL,
BKJIIOYAsi  CETEBBIC
ApXUTEKTYPHI,
CHUCTEMBbl XpaHECHHS
TaHHBIX ¥ O0JIayHbIe
pelieHus,
COOTBETCTBYIOLINE
cTpaTeruu
NPEANPUITHS.
CoBpeMeHHbIE
TEXHOJIOTHH u
crangaptel  (ITIL,
COBIT, TOGAF)
s ynpasienust UT-
yciyramu u
MHTETpanuu Ou3Hec-
MIPOLIECCOB.

Metoanl OILIEHKU
3¢ (HEeKTHBHOCTH
BHEJIPSEMBIX nUrT-
pemieHUd KU KX
BIIUSIHUS Ha
KJIFOUEBbBIC
nokasarenu Ou3Heca
(KPI).

PazpabaTbIBaTh
TEXHUYECKHUE 3aJaHusl U
APXUTEKTYPHBIC PEIICHHS
g komnoHeHTtoB MT-
UHPPACTPYKTYPHI c
Y4EeTOM TpeboBaHUI
0e301acHOCTH "
MacIITabuPyEeMOCTH.

Koopaunuposars
B3aWMOJICUCTBUE MEKIY
MoJpa3ieICHUsIMU
(OM3HEC-aHAIMTHKH,
pa3paboTUHKH,
JKCIUTyaTaIus)
YCIIEIIHOTO
HUT-cucrem.

JUIA
BHCIAPCHUSA

AHaIM3upoBaTh PUCKH U

npeararb
OIITUMHU3AIIAIO nurT-
UHQPACTPyKTypsl ULt
CHIDKEHUs  3aTpaT U
TTOBBIIIICHUS
HaJCKHOCTH.

HaBpikamu paboTel ¢
WHCTPYMEHTaMHU
MIPOCKTUPOBAHHUSI
(manpumep, Microsoft
Visio, Enterprise
Architect) u
yIIpaBJICHUS
KOH(urypanusimu
(Ansible, Terraform).

OnsITOM

ERP-,

BHEJPCHUS
CRM-cucrem
WIH  KOPIOPATUBHBIX
cepsucoB (1C, SAP,
Microsoft Dynamics) B
COOTBETCTBHUH C OM3HEC-
TpeOOBAHUSIMU.

Mertonamu
MOHUTOPUHTA U ayJauTa
UT-undpactpykrypbl
g oOecrneueHUsT ee
COOTBETCTBUS
CTPATErUMYECKUM LIEJISIM
KOMIIaHHUH.

3.2.Kputepun olleHKH pe3ynbTaToB 00yUeHHs 10 TUCIMUITIINHE

HMlxkana
OLleHUBaHU
1

HNHaukarto
pbI
JOCTHKEHHU
1

IToxa3aTenu oneHMBaHUs Pe3yJbTAaTOB 00y4eHHA

OTJIMYHO/3AYTEHO

3Haer:

- CTYJIeHT TTTyOOKO U BCECTOPOHHE YCBOWII MaTepHall, yBEpEHHO,
JIOTUYHO, TIOCTIEIOBATEIFHO U TPAMOTHO €T0 M3JIaracT, OIUPasich
Ha 3HAHUS OCHOBHOM U JAOMOIHUTENIBHOMN TUTEPATypPHI,

- Ha OCHOBE CHCTEMHBIX HAyJYHBIX 3HAHHH
KBATM(UIIMPOBAHHBIE BBIBOJBI M  0000IIEHUS,
OTICPUPYET KATCTOPHUSIMH U TTOHSTHSIMH.

JienaeT
cBO0OOIHO

Ywmeer:

- CTYJCHT yMEeT CaMOCTOSATEIHHO M IPABUIIBLHO PElIaTh yueOHO-
poQ)eCCHOHANIbHBIC 3a/1a4Ml WM 3aJIaHUs], YBEPEHHO, JTIOTUYHO,
MOCJIEIOBATEIBHO U apPT'YMEHTUPOBAHO M3JIaraTh CBOE PEIICHHUE,
WCIIOJTh3Ys HAYYHBIC TIOHSITHS, CChUIAsICh HA HOPMATHBHYIO 0a3y.

Braneer:

- CTYNEHT BIaJeeT palloOHaJIbHBIMU  MeTogamMu  (C
WCITOJIb30BAaHUEM PAIIMOHATBHBIX METOJIHK) PEIICHHSI CII0KHBIX
npodecCHOHANBHBIX  3a7ad, MPEACTABICHHBIX JAEIOBBIMU
Wrpamu, KeicamMu u T.1.;

IIpu permieHnn npoIeMOHCTPUPOBAII HABBIKU




- BBIACJIICHHUA I''TaBHOI'O,

- CBA3KOW TCOPETUYECKUX TMOJOXKEHUH C TpeOOBaHUSIMHU
PYKOBOIAIIUX JOKYMEHTOB,

- U3JI0)KEHUS MBICIICH B JIOTMYECKOI MOCIeI0BATEIbHOCTH,

- CaMOCTOSITENILHOTO aHanu3a (akThl, COOBITUH, SIBICHUH,
MIPOLIECCOB B UX B3aUMOCBSI3H U JUAJIEKTUYECKOM Pa3BUTHUHU.

XOPOIIO/3AYTEHO

3Haer:

- CTY/IEHT TBEP/O YCBOUJI MaTepuall, JOCTaTOUHO I'PaMOTHO €ro
U3JIaraeT, ONupasichb Ha 3HAHUS OCHOBHOW M JOMOJHUTEIHHOU
JUTEPaATYpHl,

- 3arpynaHsieTcss B (OPMYIUPOBAHUHU KBaTU(UIIMPOBAHHBIX
BBIBOZIOB M 0000ILIEHHI, ONIEpUPYET KATETOPHSIMU M TIOHATHSIMH,
HO HE BCerjia NpaBWIbHO UX BEPUPHUIIUPYET.

VYmeer:

- CTYJICHT YMEET CaMOCTOSITEIbHO U B OCHOBHOM IIPABUJILHO
pemars yueOHO-podecCHOHANbHbIE 3aJlaud WK 3a/aHus,
YBEPEHHO, JIOTUYHO, ITOCJIEI0BATEIBHO U ApIyMEHTUPOBAHO
W3JIaraTb CBOE pEUIEHUE, HE B IOJHOM Mepe HCIOJIb3Yys
Hay4HbIC TOHSTHUS U CCBUIKM HA HOPMATUBHYIO 0a3y.

Bnaneer:

- CTYACHT B IIEJIOM BIAJIC€T PALUOHAIBHBIMU METOAAMHU
peicHuA CJIOXKHBIX HpO(l)CCCI/IOHaJII)HI)IX 3aaa4,
MPEACTABICHHBIX JCIIOBBIMU UTPAMH, KEHicaMu U T.1I.;

[Ipn pemenun cmor nmpoAeMOHCTPHUPOBATH JTOCTATOYHOCTD,
HO HE TNIyOUHHOCTh HaBBIKOB

- BBIJICJICHUA I''IaBHOI'O,

- U3JI0KEHHUS MBICJICH B JIOTHUECKOH ITOCICA0BATCIHHOCTH.

- CBA3KH TCOPCTUYCCKUX HOJIOKEHHUU C Tp€6OBaHI/I$IMI/I
PYKOBOJSIINX JOKYMEHTOB,

- CaMOCTOSITEILHOTO aHalu3a (PaKThl, COOBITUH, SIBICHUH,
MPOIIECCOB B MX B3aHMOCBSI3U U JHAIICKTUYCCKOM PA3BUTHH.

YAOBJIETBOPUTEJIBHO/3AYTEHO

3Haer:

- CTYJICHT OPUEHTUPYETCS B MaTepHalle, OJJHAKO 3aTPYAHACTCS
B €TI0 U3JIOKEHUH;

- TIOKa3bIBAaeT HEJIOCTATOYHOCTE 3HAHUM OCHOBHOM
JIOTIOJTHUTEIHOW JIMTEPATyPBhI;

- c1abo apryMEeHTHPYET Hay4YHbIE MOJI0KECHHUS;

- IPaKTUYECKHU HE CIIOCOOEeH chopMyIHpPOBATH BBIBOIBI U
00001IeHNST;

- YaCTHMYHO BJIaJIe€T CUCTEMOMN MOHATHH.

VYwmeer:

- CTYJIEHT B OCHOBHOM YMEET PEIIUTh yueOHO-
npodecCHOHANBFHYIO 33/1a4y WU 33JaHKe, HO JIOMYCKaeT
omuOKH, c1abo apryMEHTHPYET CBOE pellieHne, HE0CTaTOYHO
WCIOJIb3YET HAYYHbIE TIOHATHUS U PYKOBOJISIINE TOKYMEHTHI.

Bnaneer:

- CTYJICHT BJIaJIC€T HEKOTOPHIMU PAllMOHATBHBIMH METOIaMU
pEeIIeHUs CIOKHBIX MPOPECCUOHANBHBIX 3a/1a4,
MIPEICTABICHHBIX JCTIOBBIMU UTPAMU, KeicaMu | T.1.;

[Ipu pelreHnn NPOAEMOHCTPUPOBATI HEJOCTATOYHOCTD
HaBBIKOB

- BBIJICIICHUS TJIaBHOTIO,

- M3JI0KEHUS MBICIIEH B JIOTHUECKOM TTOCICA0BATESILHOCTH.

- CBSI3KU TEOPETHUYECKUX TOJOKEHUH ¢ TpeOOBaHUSIMU
PYKOBOJSIINIUX JOKYMEHTOB,

- CaMOCTOSITENIBHOTO aHaNI3a (PaKThl, COOBITUH, SIBICHUH,
MIPOIIECCOB B X B3aUMOCBSI3H M IMAJIEKTHYECKOM Pa3BUTHUH.




KOMHCTCHHI/IH HC JOCTUTHYTA

3Haer: - CTYZICHT HE YCBOWJI 3HAYUTEIbHOM YacTu MaTepuaa,
- HE MOXXET apryMEHTHPOBAaTh HAYYHBIC ITOJIOKECHNUS;
- He (¢opMyaHpyeT KBaIM(QUIMPOBAHHBIX BBIBOJOB U

000011IeHHI;
- He BJIaJIeeT CUCTEMOU ITOHSATHIA.
VmMmeer: CTYACHT HE oKa3aj YMEHHE peliarb y4eOHO-

npo(heCcCHOHATBHYIO 3aa4y WX 3aJlaHue.

Bnaneer: HE BBINOJHEHBI TPEOOBAHUS, MPEABIBIICMbIC K HAaBBIKAM,
OIICHUBAEMBIM “‘yJI0BJIETBOPUTEIHHO .

HEYJIOBJIETBOPUTEJIbH
O/HE3AUYTEHO

Ilpu omeeme Ha B80MPOCHI 6 PAMKAX NPOXOHCOEHUS NPOMENCYMOYHOU ammecmayuu
(3auem/ 3auem ¢ oyeHKOU/ dIK3aMeH) OONYCKAemcs 8ONbHASL (POPMYIUPOBKA Omeema, no CMbICILY
PACKpblearowas cooepaiicanue omeema, YKA3aHHo20 8 (hoHoe OYeHOUHbIX CPeoCcms, 8 Kauecmee
8epHo2o omeema.

4. TumoBble KOHTPOJbHBbIE 3aJaHHUs (3aKPBLITOr0, OTKPHITOr0 W HWHOr0 THIA) IJs
NpoBe/leHUsI TNPOMEKYTOYHOH AaTTecTAUMH, Heo0XOAHMble Il OIEHKH JA0CTHKEeHHS
KOMIIETeHIIHUH, COOTHECEHHOM ¢ pe3yibTaTaMu 00y4eHHs MO JUCHUILIHHE.

TECTUPOBAHUE
6 CEMECTP (ounas ¢popma o0y4enus)
8 CEMECTP (ouHo-3a04Hasi popMa 00yueHuUs1)
OIIK-3

1.Kakue cyIecTByIOT OCHOBHBIE YPOBHH OOeCTIeueHus 3alIUThl HHPOpMAIIU?
A) 3aK0HOJIATETBHBIN

b) anmMuHUCTpaTUBHBIN

B) nmporpaMMHO-TeXHHUYECKH

I') BeposATHOCTHBIN

J1) npouenypHbIii

v TlpaBunbHbie oTBETHL: A, b, B, ]I

Otset: A, b, B, /]

2.C 4yeM cBsi3aHa OCHOBHAS NMPUYMHA MTOTEPh HH()OPMAIMH B KOMITBIOTEPHBIX CETAX?
A) ¢ rnobanbHBIM XHIIEHHEM HH(popMaIuu

b) c nosiBnennem uHTEpHETA

B) ¢ He0CcTaTOYHO# 00pPa30BaHHOCTHIO B 001aCTH 6€30MacHOCTH v/

I') ¢ mnoxumu 3aKkoHAMU

J1) ¢ TeXHUYECKMMHU COOSIMHU

Otger: B

3.K acnexram Ub otHOCATCSI:
A) ITHCKpPETHOCTH

B) nenoctaocts v
B) xoHdpuaeHIHATEHOCTD v/



I') akTyanpHOCTH

JT) mocTymHOCTh v/
Otser: b, B, /]

4.YT0 Takoe HECAaHKITMOHUPOBAHHBIN JOCTYII?
A) Jloctyn cyOBeKTa K OOBEKTY B HAPYIICHUE YCTAHOBICHHBIX B CHCTEME TIPABHLIT

pasrpaHuueHus goctymna v’

b) Co3nanue pe3epBHBIX KONUIA B OpraHU3aluN

B) IIpaBuna ayis 06x0/1a mapoIBHOM 3alTUTHI

') Bxon B cuctemy 6€3 cOTJIacOBaHMS C PyKOBOJIUTEIIEM OpPTaHU3AIHH
1) Y nanenue He Hy>)kHOU nH}OpMaIUn

OtBet: A

5.Y1o Takoe 1eNoCTHOCTh HHPOpMAIUu?

A) BO3BMOXKHOCTh €€ H3MEHEHHSI JIIOOBIM CyOBEKTOM

B) BO3MOXHOCTh H3MEHEHHSI TOJIBKO €IMHCTBEHHBIM T0JIh30BaTEIIEM
B) cymiectBoBanue B Buje e1nHOr0 Habopa ¢aitinos

I') cymecTBOBaHHE B HEUCKAKEHHOM BHIE v/

J1) aBTOMATHYECKOE PEe3ePBHOE KOITMPOBAHUE

Otget: I'

6.Yro Takoe ayreHTH(DUKALINSA?

A) IIpoBepka KoauuecTBa NepeAaHHON U NIPUHATON HH(OpMaLK

b) [IpoBepka MoUIMHHOCTH HACHTHGUKAINH v/

B) IIpoBepka noaaIuHHOCTH HHPOPMALIUU

') Onpenenenue (aiinos, U3 KOTOPBIX yaaJleHa CIIy>keOHast HHPOpMaIus
1) IlpoBepka ckopocTu nepenayu JaHHbIX

Otsert: b

7.YTedka uHGOpMaIH
A) HeCaHKIIMOHUPOBAHHOE N3MEHEHHE HHPOPMALIUU

B) 03HaKOMIICHHE TOCTOPOHHETO JIMIIA C COJCPIKAaHUEM CEKpeTHOM nHdopmarmu v
B) noteps naHHbIX

I') ymenb1ieHue o0bemMa nHpopMauu

J1) aBTOMaTHUECKOE apXUBUPOBAHHE

Otsert: b

8.0OCHOBHBIE TIPOTPAMMBI IS 3aIIUTHI OT KOMIIBIOTEPHBIX BHPYCOB
A) Tlporpammebi-ckanepst v/

B) [IporpaMmMbI-MOHUTOPHI v/

B) [IporpaMmbI-aeTeKTOpHI v/

I') ITporpamMmbIi-GuitbTps! v/

J1) IIporpamMmbI-peKTOPBI

Otset: A, B, B, I

9.0T™MeThTe PYHKITHH, KOTOPBIE TOIDKHBI OCYIIECTBIIATH CPEACTBA 3AIINUTHI:
A) PasrpanundeHue 10CTyIa K BBIYHCIUTEIBHBIM pecypcam U nHpopmanun v/
b) HecankiimoHupoBaHHBIN TOCTYI K CUCTEME

B) Unentudukaiys cyobekToB H 00bEKTOB v/
') Pasrpannuenne BEIYUCIUTEIBHBIX PECYPCOB U MHPOPMALIUU



J1) Perucrparys aeicTBuii B cucreme v/
Otset: A, B, J]

10.CepBucsl 6e3onacHOCTH:

A) uaeHtudukanus u ayreHTuukanus v’
B) mm¢pposaunue v

B) unBepcus mapouieit

I') KOHTPOJIb [ETOCTHOCTH v/
J) perynupoBaHue KOH()IUKTOB
Otser: A, B, T’

11 Knaccudukanus KOMIIBIOTEPHBIX BUPYCOB
A) 110 1eCTPYKTHBHBIM BO3MOXKHOCTSIM v/

b) no pasmepy

B) o cpene oburanus v/

I') mo ocobeHnoCTSIM anropurma v/

J1) mo crioco0y 3apaxeHust v/
Otset: A, B, I, [

12.K meroaam 3amutel oT HCJI oTHOCSTCS
A) yMeHbIIIeHHE JOCTyma

B) pasrpanuucnue gocrymna v’

B) yBenuyenue nocrymna

I') npuocTanoBka ocryna

1) ayrentudukaiys 1 uaeHTUGUKAIUS vV
Otsert: b, /]

13.CoBOKYITHOCTH TpaBWII, MPOLIEAYP, IPUHIHUIIOB B o0snactu Ub, KoTOpbIMU PYKOBOACTBYETCS
OpraHu3alys B CBOEH JesITeIbHOCTH Ha3bIBAETCS

A) nonuTtrkoi nHpopmanuu

b) 3amuToit uadopmarum

B) monuTHkoit 6e30macHocTH v

I') opranusanueit 6e30nacHOCTH

J) cuctemoii 3aIuThI

Otset: B

14 Kak nozpasaenstoTcst BUPYChl B 3aBUCUMOCTH OT JAECTPYKTHUBHBIX BO3MOXKHOCTEH?
A) Ceressle, (ailoBble, 3arpy304HbIe

b) Be3Bpennblie, HeomacHbIe, onacHbie v/

B) Pe3unenTtHbie, HEpe3UIEHTHBIE

I') ITonmumop¢HbIEe, MAKPOBUPYCHI, BUPYChI-HEBUJIMMKH, "TTapazuTHyeckue"
) lIudposanusie, CTEIC-BUPYCHI

Otsert: b

15.TIpuyrHBI BOSHUKHOBEHHS OITHMOOK B JAHHBIX

A) TlorpemHoCTh W3MepeHnit v/

b) Heephast naTepnperarys 1aHHbIX v/

B) Omm0ku mpu 1mepeHoce JaHHBIX ¢ TIPOMEKYTOYHOTO JOKYMEHTA B KOMITBIOTEP v/
I') Ucrionb30BaHue HEAOMYCTUMBIX METO/IOB aHAIM3a JaHHBIX v/

1) IlpetHaMepeHHOE HCKAKEHHE JaHHBIX v/



Otser: A,Bb, B, I', J]

16.Hau6omnee 3¢ (heKTUBHOE CPEICTBO IS 3AIUTHI OT CETEBBIX aTak

A) UCIIONIb30BAHUE CETEBBIX IKPAHOB v/

b) ucnonp3oBanne aHTUBUPYCHBIX MTPOTPaMM

B) nocenienue Tonbko «HaAEKHBIX» UHTEpHET-UCTOYHUKOB
I') ncrionb30BaHKUE TOJIBKO CEPTUDHUITMPOBAHHBIX MPOTPAMM
) perynspuoe o6HoBieHue [10

OtseT: A

17 .Ilpocretimmuii ciocod uaeHTudukaruu B KC:
A) Toxen

b) Password

B) IMaposns v

I') Login

1) Cmapr-kapta

Otger: B

18.Komrmiekce annmapaTHbIX W/WIA TPOTPAMMHBIX CPEICTB, OCYIIECTBIISIIOIINI KOHTPOJIb U
GMIBTpanuio ceTeBoro Tpaduka B COOTBETCTBUH C 33JaHHBIMH [TPABUIIAMH:

A) AntuBupyc

b) 3amox

B) Bpanamayasp v

I') Kpunrorpadus

J1) DxcnepTHas cuctema

Otget: B

6 CEMECTP (ounas ¢ppopma 00yueHnus)
8 CEMECTP (ouno-3204Has popma o0yueHust)
MK-2

1.K kaxomy Buay 0€30M1aCHOCTH OTHOCUTCSI HH(POPMAIIOHHAsl O€30M1aCHOCTh B CUCTEME
HaIIMOHAIIBHOM Oe301macHocTH PD?

A) DxoHOMMUECKas

b) Bu1oBoii KOMIIOHEHT HAIIMOHAILHOMN 6€30macHOCTH v/

B) Coumanbnas

I') Dxonoruveckas

Otset: b

2.Yto BKITIOYaeT B ce0s moHsATHE "MH(OpMAIIMOHHAsT O€301IaCHOCTh rocyaapcera’?
A) TonpKo 3alUTy NEPCOHAIBHBIX TaHHBIX

b) 3aummTy nHbOpManmoHHBIX peCypcoB, HUHPPACTPYKTYPHI U CYBEPEHUTETA B
UH()OPMAIIMOHHOM MIPOCTPAHCTBE v/

B) bezonacHOCTh KOMITBIOTEPHBIX CETEN MPEITPUITUIA

I') KonTpounb 3a uHTEpHET-TpauKOoM

Otser: b

3.Kaxoii 3aK0H perympyer 3aiuTy NepCOHATBHBIX JaHHBIX B PD?

A) ®3-152 "O nepcoHanbHBIX JaHHBIX" v/

b) ©3-149 "O6 nndopmanyu, HGOPMAIMOHHBIX TEXHOJIOTHIX U O 3a1uTe HHpopmanun"
B) ©3-187 "O Ge3zonacHoCTH KpUTHYECKOI MH(DOpMAIIMOHHON HHPPACTPYKTYpHI"



') ®3-161 "O HanmoHaNBHOM MJIATEKHOU cucTeme"
OtBeT: A

4 Kakoit cranaapT nH(pOpMaMOHHON 0€30MacHOCTH PUMEHSETCS ISl OpraHu3aluit
0aHKOBCKOM cepbi?

A)TT1Tu (CTBTOCT P 57580) v

b) ISO 9001

B) I'OCT P 7.0.97-2016

I') PCI DSS

OtBeTt: A

5.Kakoii tokyMeHT onpepessieT TpeOOBaHUs K 3aIuTe HHPOPMAIUU B TOCYIapCTBEHHBIX
MH()OPMAIIMOHHBIX CUCTEMaXx?

A) TIpukaz ®CTIK Nel7 v

b) TOCT P UICO/MDBK 27001

B) ®3-135 "O 3amure KOHKypeHInH"

I') Yka3 [Ipesunenta Ne400

OtgeTt: A

6.K xakomy THITY yrpo3 OTHOCUTCS (DUIIUHT?

A) ConmanbHasi uHxeHepHst v/

b) Anmaparusie cOon

B) IIpupoanbie katacTpodsl

') OmmOku MporpaMMHOTO 0OeCTICUeHUS
Otget: A

7.Yt1o takoe APT-araka?

A) TleneHanpasiieHHAs: MHOTO3TAITHAsl KuOeparaka v/
b) Bupyc-mmdpoBanbiuk

B) Cnam-paccbuika

I') DDoS-araka

OtBeTt: A

8.Kakoii yrpo3e coOTBETCTBYET HECAHKIIMOHUPOBAHHBIN TOCTYI K HH(pOpMAITUU?
A) Hapymienne koHQUICHINATBHOCTH v/

b) Hapymenue nenoctHoctu

B) Hapymenune nocrynaoctu

[') ®u3nyeckoe yHUUYTOKEHUE TaHHBIX
OtseTt: A

9.Yto siBIsIETCS OCHOBOM CHCTEMBI pa3rpaHUYEHUs J10cTyma?

A) IMomutuka RBAC (Role-Based Access Control) v/
b) Autuupycuoe 110
B) PesepBHoe komupoBaHue

I') MexceTeBble 3KpaHbl
OtBeT: A

10.Kaxkoit MeTo 1 3aIuThl 00eCIIeYrMBacT HEBO3MOXKHOCTh OTKa3a OT aBTOPCTBA?

A) Dnextponnas nuudposas noamnuce (II1) v/
b) Hludposanue
B) Ayrentudukanus



I') XemupoBanue
OtBet: A

11.Kakoii cTanaapT OMMCHIBAET JIYUIINE IPAKTUKU YIIPaBICHHs WH(OPMAIIMOHHON
0e3011aCHOCThI0?

A) ISO/IEC 27001 v

b) ITIL

B) COBIT

I') TOGAF

OtBeTt: A

12.Yro Takoe "ayaut nHGpOpMAMOHHON Oe30macHOCTH"?

A) Cucremarnyeckast mpoBepka cootseTcTBus Ub-noaurukam v/
b) YcranoBka anHTuBHpYyCOB

B) Hacrpoiika VPN

I') O6yuenue coTpyIHUKOB

Otget: A

13.Kaxkoit komnonent AC o6ecnieunBaert 3amury ot HCJ[?
A) Tloxcuctema pa3rpaHuYeHHs 10CTya v/

b) Cucrema MmoHHTOpHHTA

B) PesepBHblii cepBep

I') baza nanHBIX

OtseT: A

14.Yro oTHOCHTCS K cpeacTBaM kpuntorpadudeckoi 3amutsl napopmarmn (CK3M1)?
A) Ceprudpunuposantsie ®Chb PO anroputmsl mudposanus v/

b) AntuBupyc Kacnepckoro

B) MexceTeBoii skpaH

I') SIEM-cuctema

OtBet: A

15.Kaxoii mpotokon obecreurBaeT 6€30MacHyoO Mepeiady JaHHBIX B UHTEpHeTe?

A) TLS/SSL v
b) HTTP

B) FTP

I') SMTP
OTseT: A

16.Yro takoe IDS B KOHTEKCTE ceTeBOi Oe30macHOCTH?

A) Cucrema obHapyxenus Bropakennii (Intrusion Detection System) v/
b) Cucrema ynpasienus naeHTUQHUKAUEH

B) CpenctBo pe3epBHOro KONMUPOBAHUS

I') UaCTpyMEHT MOHUTOPUHTA TpaduKa
Otset: A

17.Kaxkoii Tum aTaky HampaBJieH Ha NepenoaHenne Oydepa mamsitu?
A) Buffer Overflow v

B) Phishing

B) Spoofing

') Sniffing



OtBeT: A

18.]1ns1 3amuThl OT yero npeanazHadeH VPN?

A) Ot mepexBaTa JIaHHBIX B IyOJINYHBIX CETSIX v/
b) Ot Bupycos

B) Or DDoS

I') Ot cmama

OtseTt: A

19.Kakoii nmpuHIHMIT 3aIIUTHI peaTn3yeT TeXHonorus "mecoynuusl” (sandbox)?

A) U3ons111s HOTEHIIMATBHO OMACHBIX MPOLECCOB v/
b) HludpoBanne nanHBIX

B) AyrenTuduxanus moip3oBaTenci

') ®unbrpanus Tpaduka

Otget: A

20.Kakoit opran B P® otBeuaeT 3a cepTuUKALNIO CPEACTB 3alIUThI HH(DOpMauu?

A) ®CTOK Poccun v
b) Munuudpsl
B) Pockomuanzop

I') LenTtpobank
OtBet: A
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